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Abstract. We consider approaches to develop a framework for application of
software for programmable logic controllers as components of the base system process
control (BPCS) with regard to their integration with other systems (SCADA, SIS,
BPCS, MES / MOM) and increased requirements to the diagnostic process and service
process and equipment.

The concept of software framework is designed for controllers of PAC (Process
automation controller), based on open standards IEC 61131 and is not used for
producing specific solutions. The structure and the internal implementation of library
elements of the frame is based on ISA-88, ISA-95, ISA-106 (Draft) ideas which provide
the simplest integration of control systems into a single integrated automated control
system.

The paper proposes mechanisms to improve the diagnosis of the process and the
system, quickly setting up the system and restore its functionality after failures. The
frame is a set of interrelated elements of library functions and function blocks, which
are described at their interface level, interaction principles and algorithms of
functioning. It is assumed that IEC 61131-3 languages will be used for the
implementation of framework for the particular controller, but it is not a prerequisite.
Set of frame elements can be expanded and supplemented with additional functionality
without infringing the general principles.

First time proposed universal structure for process control of milk production by
using modern standards for construction of integrated automated control systems.
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Introduction. Worldwide to improve observability, controllability and safety
operation of critical infrastructure is constantly developing, reviewing and improving
regulations and standards. Specifically in the world accepted number of standards for
objects and systems of increased danger, which are mainly based on the norms of ISA,
in particular ISA84 (IEC 61511), 1SO13849, IEC62061, which in many countries have
adopted as binding. According to the accepted norms, such systems should
include(Figure 1):

-two control subsystem such as basic process control system (BPCS) and safety
instrumented system (SIS);

- human-machine interface via panel and SCADA/HMI;

- alarms and events management system (Advanced Alarm Application).
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Figure 1. Alamn System Dataflow

Basic process control system provides the functions of process control and it is

the central component, that is responsible for the integration with other subsystems.
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Together with SCADA/HMI subsystem BPCS should implement all necessary
production functionality, diagnosing process and system and service system. It must be
possible to integrate with upper level management (MES / MOM).

Materials and methods. Among the most popular issues for this level of control,
regardless of the object to date select the following:

- Low observation of object even when a sufficient amount of data;

- "Static" diagnostic process without reference to the type of product and
conditions (typical for Batch-productions);

- Poor implementation of self-diagnosis and consideration of failures in the
BPCS;

- Lack of awareness of the system of MES/MOM of false data;

- Insufficiently considered mechanism of functioning of alarms and events
management system;

- Considerable time for manifestation fact malfunction and eliminate the causes;

- Significant spending resources on staff training.

A number of these problems resolved by applying the standard ISA 18.2
(Management of Alarm Systems for the Process Industries). One of the ISA committee
considers the problem of low observability, who later plans to release standard ISA
101. To implement the ideas laid in the basis of the above standards required level of
software and hardware. In practice, functional support, given in standards, is very
different in concrete means SCADA/HMI. This leads to the fact that most of the
functionality implemented independently, that the most simple and flexible to
implement in BPCS, if it is implemented by a programmable controller.

Problems diagnostic process mainly related to static configuration alarms and
events management system. Most of the important norms for process variables are set
statically by development tool, what leading to significant problems reconfigure the
system in the future. At best, these values are set by the operator by means of SCADA

/ HMI, but even so this approach is not suitable for variable time processes when set
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point depends on the type of product and must be specified in the recipe. For these
processes alarms and events management system and BPCS should function on
principles of Batch-control, ie ISA-88.

Problems of integration PCS with the upper level (MES/MOM) usually
associated with ontological inconsistency of these levels. Upper level systems require
more information than just data values. Need additional information about the quality
of the data, state process variables and equipment, state system, etc. That is for the
quality of system operation and achieve maximum efficiency, the level PCS should be
prepared for integration with the upper levels. Today the most well developed and
proven integration mechanisms considered principles enshrined in the standard ISA-
95. In turn, the requirements for PCS in accordance with concepts this standard
Imposed standards ISA-88 and ISA-106 (currently is under development).

All this leads to the need to develop basic control systems, taking into account the
above requirements and using standard approaches. For systems where realization of
basic process control system (BPCS) made on programmable controllers, it is
necessary to implement in software. We provide concept development framework for
application software programmable controllers, based on their integration with other
systems (SCADA, SIS, BPCS, MES / MOM) and increased requirements for process
diagnostics and maintenance.

Results and discussions. Developed a concept based on the implementation in
PLC object model equipment(Figure 2), according to the concepts of ISA-88, ISA-95
and ISA-106. Each equipment entity is a functional block or function, and a set of
data, that can realize the exchange with the upper level. The data structure and
behavior of the function/FB compatible with defined in ISA-88, that is based on
machines states, modes and interfaces defined in this standard. The procedural
elements and basic control are also based on standard terms. That the developed
framework is a library interrelated elements that ensure the implementation of the

basic set of control module and equipment module, regardless of the control object and
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determine the mechanism of their implementation in higher-level objects. The default

equipment entity at level of control module are proposed to provide:
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- controllers channel (DICH - discrete inputs, DOCH - discrete outputs, AICH -
analog inputs, AOCH - analog outputs, COMCH - communication channels) for
diagnostic channel and binding logical channels to physical;

- process variables (AIVAR - analog input, AOVAR - analog output, DIVAR -
discrete input, DOVAR - discrete output) for complete information processing in
process, including binding to channel, filtering, scaling, inversion, etc.; for easy
debugging process; for functions of simulation modeling; for technological functions
of alarm;

- Actuators (valves, control valves, motors, pumps): for control functions with
feedback; for easy debugging process; for functions of simulation modeling; for
technological functions of alarm; for conducting statistics.
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All of the above elements in terms of the ISA-88 are the control modules, but in
terms of ISA-106 are the devices. To unify the titles, we use the terminology ISA-88
as valid today. All control modules form a three-level hierarchy that allowed standard
ISA-88(Figure 3).

The lowest level of control modules provides a level of abstraction from the
hardware. That realization of this level depends on the chosen platform and method of
implementation. Elements of the control module type "channels" are all arrays
controller channels, regardless of their location and involvement in the process. Each
array element is uniquely identified by a number, a binding to the physical channel is
individually. The control module of the type “channel” their values are tied to the
physical value of a particular channel and perform the following functions:

- Provide diagnostic information to higher levels of control modules such as a
sign of authenticity, and the if possible reasons for refusal channel;

- Permit mode forcing value;

- Indicate the fact of binding to channel process variable.

The control module of the second level of the type “technological variables™ can
be attached to the channel of the same type by their number. Thus binding process
variable to the channel is dynamic, allowing you to change the location of a particular
physical connection of the sensor/actuators in the event of failure part of the system. In
addition, this switch can be programmed. "Process variables" are higher in the
hierarchy of controls then "channels". All diagnostic information are transferred from
the "channel” to "process variables". Implementation of this level is independent of the
hardware characteristics of the controller, since all platform-dependent subtleties
implemented at "Channel™ interface which is standard. "Process variables” provide the
following functionality:

- Binding to the channel by its number;

- Disconnection of service (deactivation variable);
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- Tracking authenticity of value for the error bound channel, out of range of
measuring value, etc.;

- Diagnostics of the channel (transfer of diagnostic information from a connected
"channel” on the upper level);

- Processing of input / output values: scaling (including piecewise linear
interpolation), filtering, inverting;

- Availability of manual change mode (forcing) according to ISA-88;

- Availability of simulation mode in which to input variables value changes
upper level control modules and for output variables, is freezing values output
channels;

- Processing of alarms (ISA 18.2): Response thresholds for triggering
consideration of delay, hysteresis, forming a common bit system alarm/warning;

- Configuring alarms processing (ISA 18.2): setting alarm values, types of

alarms (alarm/warning/channel error), temporary removal from service alarm.
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The control modules of third level are the actuators, regulators, etc., and include
basic control functions (according to the terminology of ISA-88). Each control module
provides a two-way interaction with the "process variables" for recording and reading.
This allows for a given level of implementation of specific functionality for a specific
control module, and provide the following features:

- Take into account the state of “process variable" (normal/alarm/authenticity)
and diagnostic information in the control logic execution control module;

- Simulation of the control module using it included modeling algorithm (if
necessary):

o Advanced model-based diagnostic process;

0 Model-based control;

o Work in simulation mode for demonstration/training or adjustment of system;

- Inclusion in simulation mode control module and all its related control modules
lower;

- Statistical information (depending on the type of control module).

This approach requires a large amount of configuration (adjustment of objects)
adjustment (steps, time step), diagnostic (reasons for rejection) that are not real-time
data. Therefore, with the proposed concept is proposed mechanism of separation of
real time data from the other, and exchange between SCADA/HMI and PLC via the
buffer.

During the implementation of the proposed concept of having some difficulty and
describes methods for their solution:

- The need for large amounts of memory and calculation — Modern PLCs have
sufficient capacity;

- The need for high-network bandwidth PLC/SCADA — Total transition to

Ethernet technology or separate traffic (group data in different memory areas PLC);
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- A large number of tags, and thus more cost SCADA system — The
configuration data is stored in the PLC, and if necessary sent to the SCADA system
via a buffer variable.

According to this, all variables are split into real-time variables and configuration
variables. PLC and SCADA system continuously exchange data real-time. The
configuration variables are in memory PLC and sent in SCADA system only if
necessary. This mechanism is implemented by the fact that each variable has two main
attributes of status and command. When the system receives a command to the need to
read the configuration variables required variable is loaded into the buffer and sent to
the SCADA system. After the necessary manipulations were conducted with this
variable, and the system receives a command to save, then the contents of the buffer is

copied to this variable. This mechanism is shown in Figure 4.
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Figure 4. The mechanism of the buffer

Conclusion and prospects. This concept is now undergoing approbation of in
several productions (platform S7 300 (Step 7 TIA Portal) + SCADA Zenon; platform
S7 1200 (Step 7 TIA Portal) + WIinCC Comfort) and in the laboratories of the

department Integrated Automated Control Systems National University of Food
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Technologies (platform Schneider Electric M340 (Unity PRO) + SCADA Vijeo
Citect). Among the most significant advantages over older approaches to software
development for PLC, there have been the following:
- Reducing the time of commissioning works;
- Reducing the time changes in project;
- Reducing the time malfunctions (some problems had not even
manifested);

The above facts were shown only at a particular site and only at partial
implementation of the proposed ideas. However, it should be noted that the
development of the framework requires a lot of time, which offset a decrease in the
time of its re-use and commissioning. The concept takes a lot of software resources,
but to date modern PLC of PAC usually include much more than the resources used.
Besides the savings from using the concept far exceeds the cost of capital. The

functionality of the system is not limited to the stated above and may be extended.
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PO3POBKA NIPOIT'PAMHOI'O KAPKACY JIJIs1 KOHTPOJIEPIB BA3OBO1
CUCTEMMU KEPYBAHHS ITPOLECOM 3 YPAXYBAHHSAM BUMOI 10
IHTET'PYBAHHS 3 IHINUMU NIJCUCTEMAMMU I PEAJII3AILI
CEPBICHUX ®YHKIIN JIATHOCTUKHU TA OBCJIYTOBYBAHHSI

O. Ilynena, P. Mipkesuu, O. Knumenko

AHoTalist. YV pobomi poszensioaromecs nioxoou wooo po3podKu Kapkacy O
NPUKTAOHO020 NPOSPAMHO20 3a0e3NeUeH s NPOSPAMOBAHUX JIOTYHUX KOHMPOepis, SK
CcK1a0osux  06az0680i cucmemu xepysanus npoyecom (BPCS) 3 ypaxysanuam ix
inmeepayii 3 iHwumu cucmemamu (SCADA, SIS, BPCS, MES/MOM) i niosuwerux
8UMO2 00 0IA2HOCMUKU NPOYeCy ma cepeiCHO20 00CTY208)8AHHS.
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Konyenyiss npoepamnoeo xapkacy pospaxosana Ha xoumponepu pisHs PAC
(Process automation controller), 6azyromocs na siokpumux cmanoapmax IEC 61131 i
He BuUKOpucmogyroms cneyu@iyni 0na eupoonuxax piwenns. Cmpykmypa ma
BHYMPIWHA peanizayis 6io1iomeuHux elemeHmis kapkacy oazyromocs Ha ioesx 1SA-88,
ISA-95, ISA-106 (Draft) axa nepedbauae makcumaibHo RPOCMY IHMe2payito cucmemu
KepyB8aHHs 8 EOUHY IHMe2POBAH) A8MOMAMU308AHY CUCEM) KEPYBAHHSL.

Y pobomi 3anpononosamni mexanizmu nOKpaweHHs 0iacHOCMY8AHHS Npoyecy ma
camoi  cucmemu, UIEUOKO20  HANACOOMNCEHHA cucmemu ma BIOHOGNeHHA 1T
@yukyionanvnocmi nicis 300is. Kaprxac € 3aemonos’sazanum nabopom 0ioriomeuHux
enemenmis (yHKyilu ma hyHKYioHaAIbHUX OJI0KI8, AKI Onucaui Ha pieHi ix inmepgelicy,
NPUHYUNIE 63aEMO0ii ma aneopummis @ynxyionysauns. llepedbauaemvcs, wo 04
peanizayii kKapracy 01 KOHKpemHo20 KOHmpoJiepy 6y0yms 8UKOPUCMOBYBAMUCT MOBU
IEC 61131-3, ane ye ne € 0608 ’s3x06010 ymosorw. Habip enemenmis xapxacy mooucyms
po3wuprogamucs i 000anAMUcs 000amMKOBUM QYHKYIOHATIOM 0Oe3 NopyuleHHs
3a2anbHUX NPUHYUNIB.

Bnepwe 3anpononosano ymuisepcanvhy cmpykmypy VNpAGuiHHA NpOYecamu
MOJIOUHO20 BUPOOHUYMBA 3 BUKOPUCTIAHHAM CYYACHUX CMAHOApmie nodyoosu
IHMe2POoBAHUX ABMOMAMUZOBAHUX CUCTEM YNPABTIHHS.

Kurouogi cioBa: BPCS, ISA-88, ISA-95, SIS, kapkac

PA3ZPABOTKA ITIPOI'PAMMHOI'O KAPKACA JJ151 KOHTPOJIJIEPOB
BA30BOUH CUCTEMbBI YIIPABJEHUSA MPOLIECCOM C YYETOM
TPEBOBAHUM K UHTETPUPOBAHMUIO C IPYTUMHU IIOJCUCTEMAMU
U PEAJIN3AIIMA CEPBUCHBIX ®YHKIIUHN JJUATHOCTUKH U
OBCJIY KUBAHUA

A. Ilynena, P. Mupxeeuu, O. Knumenxo

AHHOTANUsA. B pabome paccmampusaiomcs nooxoovl K paspabomke Kapraca
0151  NMPUKIAOHO20 NPOCPAMMHO20 00ecneyeHus NpocpamMmMupyemvlx J102U4ecKux
KOHMPOANEPOos8, KAK COCMABIAWUX 0aA3060U CcUCmeMbl YNPABIEHUS NPOYECCOM
(BPCS) c¢ yuyemom ux ummeepayuu c opyeumu cucmemamu (SCADA, SIS, BPCS,
MES/MOM) u nosviuennvlx mpedosanuii K OUACHOCMUKE NPOYeccd U CepeUCHO20
00CIYIHCUBAHUAL.

Konyenyus npoepammmnozo xapkaca paccuumana na koumpoannepol yposus PAC
(Process automation controller), 6aszupyiomcs na omxpwvimuix cmanoapmax IEC
61131 u ne ucnonv3yrom cneyuguuecxue 051 npouzsooumensx peuwenus. Cmpykmypa
U 6HYMPEHHSs peanu3ayusi OUOIUOMEUHbIX dJIeMEeHMO8 KapKaca 6a3upyomcs Ha uoesx
ISA-88, ISA-95, ISA-106 (Draft), xomopas npedycmampusaem MAaKCUMAIbHO
NPOCMYI0  UHMEeSPAyuro CUCmeMbl YNPAGIeHUsi 6 eOUHYI0 UHMeSPUPOBAHHYIO
ABMOMAMUZUPOBAHHYIO CUCMEMY YAPABLEHUS.
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B pabome npeonooicenvr mexanuzmvl yayyuienus OUASHOCMUKU npoyeccd U
camou cucmemsl, ObLICMPO20 HANANCUBAHUS CUCMEMbl U BOCCMAHOGIEHUe ee
@yHukyuonanonocmu nocie cooes. Kapxac npeocmaensem coboii 63aumocen3aHHblll
HAbop OUOIUOMEUHBIX NIeMEeHMO8 (DYHKYUL U QYHKYUOHAILHLIX OJIOKO8, KOMOopbie
ONUCAHBI HA YPOBHEe UX uHmepgelica, NPUHYUNOS B3AUMOOEUCMBUS U AICOPUMMO8
@yuxkyuonuposanus. Ilpeononacaemcs, uymo O0nsa peanusayuu  Kapkaca — Ojisl
KOHKpemHo20 KoumpoJiepa 06yoym ucnoavzogamscs sazviku |EC 61131-3, no smo He
aensiemess  oosazamenvHbiM - ycioguem.  Habop  asnemenmos  kapkaca — mocym
pacuupamsci U 000aéAAMbCsl OONOJHUMENbHbIM  (QYHKYUOHAIOM 0e3 HapyuleHus
00WUX NPUHYUNOB.

Bnepevle npeonoowceno ynusepcanvHyro cmpyKkmypy YApAeieHus npoyeccamu
MOJIOUHO20 ~ NPOU3BOOCMBA  C  UCNONb306AHUEM  COBPEMEHHBIX — CMAHOAPMO8

NOCMPOEHUS UHMEZPUPOBAHHBIX ABMOMAMUIUPOBAHHBIX CUCEM YNPABIEHUSL.
KuarwueBsble ciioBa: BPCS, ISA-88, ISA-95, SIS, kapkac
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