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BUKOPUCTAHHA :[“EXHO.JIOI’IFI OLAP TA DATA MINING B CUCTEMAX
HIATPUMKU IPUMHATTSA PIIHEHD Y TEIIVNIMYHOMY I'OCIHOJAPCTBI

Anomauin. Y cyuacnomy ceimi mexnonozii 6idicparoms Kuo408y poib y 6a2amvoX HANPAMKAX HCUMMA,
BKNIOUAIOUU CITbCbKE 20CN00ApCme0. Bupowyeanns 06ouie ma Qpykmis y cnopyoax 3aKpumozo IpyHmy cmac éce Oinvi
NONYIAPHUM | 8UMA2AE KOHMPOIO HAO YMOBAMU A Pecypcamu Oiisl 30i1buleH s 8POACATHOCTI, NPOme i3 3DOCAHHAM
00cs2i6 0anux, SKi 30uparomsbes 8 CUCMeMax MOHIMOPUHZY, CIAE 8adcue e(heKMUBHO anarizyeamu 3i0pary iHgopmayiro.
Jlana cmamms posensioae euxopucmanua mexuonocii OLAP ma Data Mining Ona niosuwgenHs egexmugnocmi
BUPOWYBAHHS 080UI8 MA PPYKMIE Y CROPYOAX 3aKpumozo rpyumy. Memoio 0ocuiodcents € 8U3Ha4enHs 00YintbHOCMI ma
epexmueHocmi 3acMoCy8ants Yux MexHonoeiti Ons aHanizy enuKux 006caeié Oanux, 3i0opanux nio wac eupowyeanHs
osouie ma gpykmie. Aemopu odocniodcenns auanizyromo, sik OLAP ma Data Mining moocyms Hadamu KOpucHy
iHGhopmayito Oist nPUIHAMMS Pilerb Wo00 ORMUMIZAYLL NPOYecis BUPOUYE8AHHSL 011 RIOBUUECHHS BDONCAUHOCIIL.

Kniouosi cnoea: cucmema niompumxu npuunamms piwenb, OLAP, Data Mining, cxosuwe Oanux,
bacamogumipHuii Ko.

Beryn. CyyacHuii CBIT TOBHICTIO 3aJI€KUTh B1J TEXHOJIOT1H, SIKI CTPIMKO pO3BUBatOThCs. BoHn
3aliMalOTh KIIIOYOBE Miclle Maiike y BCIX HaIlpsMKaxX Haloi AiSUIBHOCTI Ta JOMOMAararTh y
MOBCAKIACHHOMY HUTTI MaiKe Ha KO)KHOMY KPOIIi.

[Tix yac BUpOITYBaHHS BaXJIMBUM €TAIlOM € caMe BUBUCHHS Ta aHalli3 BCIX YMOB, sIKI HEOOXiTH1
IUIT HOPMAJIBHOTO POCTY W PO3BUTKY POCIHHH. Y TPOIECI POCTY POCIHH BaKIMBO BPaXOBYBAaTH
ONTHUMAJbHI TOKA3HUKU MIKPOKIIMATy TEIUIUI A MiABUIICHHS €(QEeKTUBHOCTI BHUKOPUCTAHHS
pecypciB  JuUisi BHUPOIIYBaHHS Bpoxaro. JMBisiuMch Ha 3rajaHi OCOOJIMBOCTI KOPHUCHUM €
BUKOPUCTaHHS MPOrPaMHUX 3ac00iB JUIsI MOHITOPUHTY, 30€peKeHHs Ta aHali3y MOKa3HHKIB, SKi
BaYKJIMBI JIJIS M1ABUILIEHHS €()eKTUBHOCTI BUPOIILYBaHHSI.

Ha ocHOBI BciX HasiBHUX JJaHUX Y CHCTEMi BUPOOHUK MOXe ITPOBOJIUTH aHaNi3 BCIX KIFOUOBHX
MOKA3HUKIB, 1XHI 3MIHM Ta BIUIMB Yy pO3pi3l 4yacy Ta NpUMMAaTH BIAMOBIAHI PIMIECHHS AJs CBOTO
nianpueMctBa. [IpoTe cTBOpeHi CHCTEMH 3 YaCOM PO3LIMPIOIOTHCS, a BIAIOBITHO iH(OpMaIlisl y HUX
TEX, TOMY CTa€ HE3PY4YHO Ta Hee(PEeKTHUBHO aHaNII3yBaTH MOIMEPEIHbO BHECEHI JaHl. Y TakoMy
BUMAJIKY ICHY€ HEOOXIJHICTb Yy CTBOPEHHI CHCTEMH, sika OyJe MPOBOAMTH aHalli3 MOKAa3HMKIB Ha
OCHOB1 HAKOIIMUEHUX JTaHUX.

Came cuctema miarpumku npuiiHaTTa pimens (CIIIIP) nomomarae ananizyBatu HaKOIMWYEHI
JlaH1, a TAKOX MPHUIMATH PIllIeHHS, SKI BUMararoTh OI[IHKH, PIITYYOCTi Ta MOCIiAOBHOCTI Mii. Taka
iH(popMalLliiHa cUCTeMa JoloMarae KepiBHUUTBY MIJINPUEMCTB CEPEIHBOTO 1 BHCOKOIO pIBHS
opraizanii, aHaJi3yl0ud BeJIHKI OOCSATM HECTPYKTYpPOBAaHMX [aHMX 1 HAKONMHMYYIOYH MaHl, Y
BUPIIICHH] [IEBHOT MPOOJIEMH Ta JOTIOMOTTH Y IPUUHATTI PilLIEHHS.

Ha rocmonapcrBa CIIIIP BUKOPHCTOBY€ETBHCS SK Ui OJHOTO OO’€KTY, Tak 1 A MeEpexi
rOCIOJapCTB, IO JOMOMOXKE Yy KpalmoMy BHUBYEHHI JaHUX Ta BIAMOBITHO MOJATBIIOMY
MPOTHO3yBaHHI HEOOXiAHUX SBUII, iH(OpMaIii Tpo HaAsABHI Ta MOXJIMBI (DaKTH, a TaKOX IS
npeAcTaBiIeHHs 1HGopMarlii KopucTyBadyaM y 3po3yMiniid ¢dopmi. Taki cuctemMu 0MOMararoTh
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CBO€YACHO MPUUHATH KepyIoue pillleHHs I NOKpaIeHHs pe3yabTaTiB BUPOOHHUIITBA Ta BIAMOBIIHO
301JIbIIICHHS TPUOYTKY.

AHaJii3 oCTaHHIX J0cJiTKeHb Ta My0aikauiii. Y mporeci aHanizy npeaMeTHoi obmacti Oyio
MIPOAHAII30BaHO HAYKOBI pOOOTH, SKi ITOB’s13aH1 3 BUPIIIICHHSAM IMUTAHHS aHATI3y POOOTH TEIIIMYHOTO
rOCIOJapCTBa.

Astopu Yenr Banr, Jlini Benr, ITinr Jlonr, Keso Kso y cBoiit po6oTi «JlociimkeHHs cuCTeMu
OIATPUMKH TpUHHATTA pimens (DSS) s Terumne Ha OCHOBI BUAOOYTKY JaHUX» PO3TIISIHYNIN
CUCTEMY IMIATPUMKH MPUNAHATTS PIICHD JUIS TETUTUI, TOOYA0BAHOT 31 CXOBHIIA JAaHUX Ta TEXHOJIOTIT
BUIO00YTKY Aar. Y cucreMi OyJi0 CTBOPEHO CXOBHIIE JaHUX 3 METOI JuBepcUdikaimii mam’sri,
BUKOPHUCTAHHS OHJIAWH aHATITUYHOI 0OpOoOKM Ta BUAOOYTKY AaHMX 30aradye 0a3y 3HaHb HOBOIO
iH(OopMaIli€ro PO CLIBCHKE TOCTONapcTBO. J[aHa poOoTa MoKa3ye CTPYKTYPY CHUCTEMH IiITPUMKU
HNPUHHATTS PIIIEHB 3arajloM: BUKOPHCTAHHs TEXHOIOT1] aHaniTuyHoi 00pooku OLAP, sika nonomarae
aHAIITUYHO 0OpOOISITH JaHi, sKi 30epiraroThCs y 0a3i 3HaHb. TaKOX MOSCHIOE CTPYKTYPY MOMIYJIS
BUJO0YTKY JIaHUX, a caMe MoOyZA0BY OKPEMUX MOAYJIIB, KOXKEH 3 AKUX BIANOBIIA€ 32 MOJIEIIOBAHHS
Ta MPOTHO3YBaHHSI, MOIITYKY CXO0KOCTI, ITOOYA0BHU acOIiaTUBHUX MPaBUIiI TOIIO [7].

B inmiit poboti «ExkcmepTHa cucTteMa yOpaBlliHHA TEIUIMYHUM BHUPOOHUIITBOMY» aBTOPHU
Wonryaur Xy, Jxurasr Banr ta Iinrmiar JTi po3moBinm Ipo Bax/IHBICTh BUKOPUCTAHHS TEIUTHIII Ta
MPAaBWJIBHOTO YMPaBIiHHSA BCIMa BHYTPIIIHIMU IMpoLlecaMU 1 1€ MiJIITOBXYE J0 PO3POOKHU
EKCIIEPTHUX CHCTEM.

VY pob6oti onucaHo Ta 300pakeHO (DYHKIIOHAIBHY CTPYKTYPY CHUCTEMH, sIKa CKIIAJA€ThCA 3
JEKUTBKOX MiJcucTeM. BaxknuBy yacTHHy 3aiimae 6a3a 3HaHb, IKa MICTUTh CIIOBHUK MPaBHI. Takox
OyJI0 OIMCAHO CUCTEMY 300py JaHUX Y PEXHMI PeaIbHOI0 yacy.

VY pe3ynbTati aHaizy Oys0 onmrcaHo KOPOTKi (PyHKIIOHATBbHI XapaKTePUCTUKH CUCTEMHU:

* MOHITOPHHT MIKpPOKJIIMaTy TEIUIHII Y PEKUMI PeaIbHOTO 4acy;

* OHOBJICHHSI iH(POPMAIIIITHOT 623U TOBKIULIS ISl eKCIIEPTHOT CHCTEMU;

* BUBEJIEHHS Ta BiJoOpakeHHs iHQopmauii 3 TekcToM, rpadiyHoo Tabaumero ado
PO3APYKIBKOIO;

* TPUBOXKHUI CUTHAN y pa3i eKCTpeMaJIbHUX CUTYallill a00 3HUKEHHSI BPOXKAMHOCTI.

KpiMm mporpamHoro y po6oTi O0yi0 pO3IJIsiHYTO anapaTHe 3a0e3le4YeHHs] Ta BIPOBAJKEHHS
CHCTEeMH Ta i1 pe3yJbTaTH poOOTH, Jie MOKa3aHO MPUKJIA] JIarHOCTUKU 3aXBOPIOBAHHS Ha OCHOBI
BBE/ICHUX O3HAK, a TAKOXK aHAJi3y ONTUMAIBHUX YMOB MIKPOKJIIMATy Ta MOJUBY [8].

Merta pocaimkeHHss. MeTor0 JOCHIDKEHHS € BHU3HAUEHHsS JOLUIBHOCTI 3aCTOCYBAaHHS
texHosoriii OLAP 1 Data Mining s niABUIIEHHS €()EeKTUBHOCTI BUPOIIYBaHHS OBOYIB Ta PPYKTIB
y CHopyJax 3aKpHTOro IPYHTY.

Marepiayu i MeToan AOCaiIzKeHHs. Y TIpolIec T0CIIKEHHs Oy Il BUKOPUCTaH1 TaKi METOIU:

1. Texnomnorii OLAP nns HakonuueHHs JaHUX y OUIbLI 3pyuHill CTpyKTypi: GaraToMipHUH
KyO, Akl epeKTUBHUI JUIsl MPOBEIEHHS aHaJlI3y y PO3pi3i pI3HUX HapaMeTpiB, popMyBaHHS 3BITHOI
iHpopMaii Towo.

2. Texnomorii Data Mining ayis 3HaXOKEHHsS 3B’SI3KIB MK HAMIOBHEHUMH JIaHUMH, SIKi
BiI0OpaXxaroTh pe3yabTaTH poOOTH TEIIIMYHOI'O TOCIIOAAPCTBA.

Pe3yabraTi gociaimkeHHs1 Ta ix o6roBopeHHs. /[ poOouoi craHuii oneparopa TeIIUI
Oyno po3pobJeHO MiJACUCTEMY MOHITOPHHTY, $Ka NpaIloe 3 JaHUMH, sKi 30epiraiotecsi B
orepaTHBHIN 0a3il 1aHUX, a TAKOX arlapaTHe 3a0e3MeueHHs 3 BUKOPUCTAHHSAM JIaTYUKIB TEMIIepaTypHl
i BOJIOrOCTI, AKI MIJKIIOYEHI 10 MiKpokoHTpoiepa Arduino. J{is BUMIpIOBaHHS ITOKa3HUKIB
BUKOPUCTaHO JaT4MK Temneparypu 1 Bosorocti moBitps DHTI1. Ilincuctemy MOHITOpUHTY
pearizoBaHO 3 BUKOPUCTaHHSIM MOBHU IporpamyBanHsi Python, ne 3a0esneuyeTbes nmepenaya 1aHuX
PO OTpUMaHI MOKa3HUKU TeMIlepaTypu M BOJIOTOCTI 1O omepaTuBHOi 0a3u manux. Ha puc. 1
300pakeHa cxeMa OIepaTUBHOI 0a3H JaHUX, Jie 30epiraroTbcs MOKa3HUKU MIKPOKIIMATY Y TEIUIUIAX,
BpPOXKaMHICTh, ONITUMAaJIbHI MTOKa3HUKH TOIIIO.

Ha ocHOBI OTpHMMaHOTO OINEPAaTUBHOTO JDKEpesla JaHWX Ui TPOBEIACHHSA aHali3y
BUKOPHUCTOBYEThCs cxoBulle nanux (CJI), sske 103BOJUTH MPOBOAUTH aHATI3 y pi3HUX po3pizax. Lle
3a0e3Meuy€eThCsl HAsBHICTIO JIEKUIBKOX BHMIpIB, SIKi SIBISIOTH COOOIO0 CYKYIHICTH JOBIIKOBOT
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iHpopMaii Tpo BUMIPIOBaHY MOAiI0. Y KOHTEKCTI CXOBHII JaHUX MOIISAMH SBISIOThCS (DaKTH, sKi
OIHCYIOTh PE3YyJIbTaTH MEBHOTO Oi3Hec-mporecy. CTpyKTypa CXOBHUIIA TaHUX 300pakeHa Ha puc. 2.

Temperature
% id_greenhouse

% id_sensor
% create_datetime

value

Sensor
% id_sensor

OO 0 name_sensor

un_measurement

8

8

Greenhouse
7 id_greenhouse

name_g reenhouse

Humidity
7 id_greenhouse

% id_sensor

address "9 ¢ (reate datetime
square value
Opt_humidity
Harvest Sort # id_culture
? id_harvest . HK)————————————=0Cx 1 id_sort
7 id_culture -
? id_greenhouse ¢ id sort min_humidity
 id_culture o. o name_sort max_humidity
7 id_sort
start_datetime 8
finish_datetime
harvest ‘
® Opt_temperature
Culture % id_culture
? id_culture # id_sort
name_culture I— min_temperature
max_temperature
Pucynox 1 — Cxema onepamuenoi 6azu oanux
HarvestFact
% id_date
SortDim % id_greenhouse
% id_culture [sg== % id_culture
? id_sort ? id_sort GreenhouseDim
name_sort avg_temperature % id_greenhouse
name_culture avg_humidity (T name_greenhouse
min_temperature address
max_temperature square
min_humidity
max_humidity
" harvest
OptConditionDim
% id_culture
% id_sort
min_temperature
max_temperature
min_humidity
max_humidity DateDim
% id_date
year
month
day

B

Pucynox 2 — Bimpuna menauunoeo ecocnooapcmaa
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Po3pobrene cxoBuie qaHuX Oyino0 BUKOPHUCTAHO AJIE PO3TOpTaHHS 0araTOBUMIpPHOTO KyOy,
BuKopucToBYtoun ciyxk0y SQL Server Analysis Services (SSAS). Came ans aHanmizy JaHux OyJio
pearizoBaHO HAIIOBHEHHsI CXOBHIIA JIaHUX, SKE BiI0yBAa€THCS HA OCHOBI IJaHUX 3 ONEPAaTUBHOI 0a3u
naHux, 300pakeHoi Ha puc. 1. [Iporec mepenayi nanux OyB peayi3oBaHUN 3a JOMIOMOTOKO CITY>KOH
SQL Server Integration Services.

VY mpoueci ananizy orpumanux nganHux y CJI Oyio peani3oBaHO PO3paxyHOK KIFOYOBOTO
noka3Huka epexruBHocti (KPI), sixuii OyB peanizoBanuii 3 BUKOpUCTAaHHSIM MOBH 3anuTiB MDX amst
JOCTYITy 10 OaraTOBUMIPHHX CTPYKTYp AaHUX (puc. 3).

0OTo6pazurb CTpyKTYpYy 3HaueHune Lenb Cocrosiune
& KPI_Sort1l_Opt_Avg_Humidity 66.00% 67.5% ﬁ
& KPI_Sort1l_Opt_Avg_Temp 21.11°C 22.0°C ‘i
& KPI_Sort4_Opt_Avg_Humidity 75.22% 77.5% “
& KPL_Sort4_Opt_Avg_Temp 19.89°C 22.5°C SR

Pucynok 3 — Pesynbmamu po3paxyHKy KI0408020 NOKA3HUKA eheKMUSHOCmi

Jlnisi IpOBEACHHST 1HTENEKTyaJbHOTO aHamizy naHux Oyno Bukopucrano SQL Server Data
Tools-Business Intelligence(SSDT-BI), sikuii MictuTh Habip TeXHOJOTIH s Oi3HeC aHami3y:
CTBOpeHHs1 Mojenieii manux Analysis Services (AS), makeriB Integration Services (IS) Ta 3BiTiB
Reporting Services (RS).

BukopucToByoun po3ropHyTHii kKyO Oyno moOymoBaHo rpadik 3MiHM BpOXKAWHOCTI 3
BUKOPHCTaHHSM aJTOPUTMY 4aCOBUX PAJIB, SKUH 300paskeHO Ha puc. 4.

1000 —— Harvest (actual)
----- Harvest (predicted)
----- Harvest (histarical predidion)

950 |

500

250 I /\

300

= : !\\\/ - R
/ \ \ \/ Mining Legend ¥y A X
750 A : )
. Timestamp: 20210623
/\/ \ ) \ / Column Value
700

Harvest t

'-|l . Harvest (actual) 833
[ Harvest (historical prediction) 79868786
650 ! ‘
600 .
20190211 20190628 20200223 20201010 20210223 20211018 20211033

Time
Pucynox 4 — Cihopmosanuii epagix 3 suxopucmaHnus aneopummy 4acosux psoie

VY mporieci aHaiizy 3a J0MOMOTOI0 YaCOBHUX PSAJIIB OYJIO MTPOAHAII30BAHO 3MIHY BPOXKaHOCTI.
YacoBi psau T03BOJSIIOTH NIPOTHO3YBAaTH SIK Oyjae Jalli po3BUBATUCS CHUTYyallis. TOMy Ha OCHOBI
OTpUMaHOro rpagiky MokHa MoO6auuTH, 1110 MOYMHa04M 3 moyatky 2021 poky cymapHa BpOKaiHICTh
y TeIUHIAX 3MeHImuIack. Hanpuknan B3umky 2021 BpoxkaifHICTh AOCATIIa HAWHUKYIOTO 3HAYCHHS,
MIPOTHO30BAaHE 3HAYCHHS BIAPI3HIETHCS Bl (PaKTHIHOTO.

Takox Ha OCHOBI PO3TOPHYTOI CTPYKTYypH OyJi0 MOOYIOBAaHO MEPEKY 3aIeKHOCTEH Ha3BU
KyJBTYpPH Ta COPTY BiJl 33JIaHUX Jiana3oHIB TEMIIEpaTypH Ta BOJIOTOCTI (puc. 5).
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Pucynox 5 — Mepeoica 3anesxicnocmeii Ha 0CHO8I peanizo8ano2o ancopummy acoyiamusHux npasu

3 HaBeJIeHOT CXEMH acOLllaTUBHUX IPaBUJI MO>KHA BU3HAYUTH HAOLIbII CIPUSATIINBI YMOBH IS
BHUPOILIYBaHHS SIK OKPEMHUX COPTIB Ta KYJbTYp, TaK 1 PO MOXKJIMBICTH KOMOIHYBaHHS COPTIB PI3HUX
KyJbTYp /711 BUPOLIYBAaHHS B €JMHOMY IpOCTOpi. BuokpemMrMo 3Hauy1i 0coOINBOCTI:

® COpPTU OJHI€T KyJIbTypH MalOTh JIOBOJII CXOXKI BUMOTH JI0 CE€PEJOBHUIIIA, 110 pOOUTH Mpoliec
BUPOILYBaHHS OLIbII 3p03yMUINM, aJIKe J1a€ MIACTaBU JUIsl iX BUPOLIYBAHHS B €AMHOMY IPOCTOPI;

® IIepIli Ta OTIPKU MAarOTh OJHAKOBI BUMOTH JI0 MaKCUMaJIbHUX Ta MIHIMAJIbHHX MMOKA3HUKIB
BOJIOTOCTI Ta TeMIIEpaTypH, 110 Ja€ MOXJIMBICTh KOMOIHYBaTH iX COPTH MiJ 4ac BUPOLIYBaHHS B
€IMHOMY MPOCTOPI;

® 111010 TIOM1JIOPIB, TO iX MiHIMaJbHE 3HAUEHHS TEMIIEpaTypH CIIBIAAA€ 13 MOKA3HUKOM IJis
OTipKiB, aje uepe3 OUIBIIY YYTJIMBICTH COPTIB IIi€i KyJbTypW, HaWKpalluM pilleHHAM Oyze
BUPOIIYBaHH iX B OKPEMOMY HPOCTOPI.

Po3ropHyBIIM CTPYKTYpYy aHallizy aJIrOpUTMOM KiacTepu3alii OyJlo OTpUMaHO MOJEIb,
HaBEJEHY Ha puc. 6.

3a OMOMOrol METOAY Kiactepusalii Oylu OoTpuMaHi 3B’S3KHM MK PI3HUMH KJIacTepamH,
CXO0XI1 32 03HAKaMH, KyJbTYpOIO 1 YMOBaMH BUPOIILYBaHHS. Y pe3yJjbTaTi pO3rOPHYTOI CTPYKTYpHU
MO’KHa 3pOOUTH BUCHOBOK, IO JIaHi € OAHOPITHUMH Ta BIOpsAKoBaHUMH. OCOOIHMBO 1€ ITOMITHO Ha
CXeMi Mepeki 3B’S3KIB KJIaCTepU MaiKe HE TIOB’sI3aH1 OJIUH 3 OJHHM.
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Pucynox 6 — Knacmepuzayisn nasaenux gpaxmis y cxosuwyi 0anux

BucnoBku i nepcnexTuBu. I1in yac po3poOku cucTeMu MiATPUMKH IPUWHATTS pilieHb Oysio
NpeJCTaBIeHO 3acTocyBaHHA TexHonorii OLAP 1 Data Mining Ha mnpukiaal TEMIMYHOIO
rocriogapctBa. OOWIBI TEXHOJIOTII JOMOBHIOIOTH OAHA OAHY 1 B TOM uac sk DM 3HaxomuTh
3aKOHOMIPHOCTI Ha OCHOBI BiJIoMHX 3HaHb, TO OLAP aHanizye naHi B peKuMi peajbHOrO 4acy Ta
MO’K€ CTBEP/IXKYBaTH a00 CIPOCTOBYBATH T1IIOTE3HU, HABE/IEHI Y IPOLEC] IHTENEKTyaIbHOTO aHAII3Y.
OTpumaHi 3HaHHSI KOPUCHI Y mpolieci pOopMyBaHHs KepPYIOUHMX pillIeHb TEIUIMYHOIO TOCIOIapCTBa,
10 J03BOJIUThH CIPSMYBaTH CTPATETiI0 IIOJO0 YIPABIIHHSA OKPEMUMH O13HEC-NPOIECAMH TaKUM
YMHOM, 100 MiABUIIUTH BPOXKAWHICTH Yy TEIUIMIAX Ta BIIMOBIIHO MPUOYTKOBOCTI IOCIONApCTBa
3arasioM. [IpoTte 3acTocyBaHHsI He 0OMEXKYETHCS JIUIIE JBOMA ITAPAMETPAMH, TaK K CUCTEMY MO>KHA
PO3LIUPIOBATH 3aCTOCOBYIOUH 1HII MOKA3HUKH, SKi JTOMOMOXYTh POLIMPUTH MOIIYK 3a7€KHOCTEH.
Jlo npuknany 1e Moxe OyTH OCBITJIEHICTb, piBeHb CO2 Tomo. Takox npeaMeTHOr 00J1acTI0 MOXKe
BUCTYIIATH HE TUIbKU TETUIMYHE TOCIIOAApCTBO, JaHa CUCTEMA TAKOXK MOJKE MOIIMPIOBATUCH 1 HA 1HIII

chepm.
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USE OF OLAP AND DATA MINING TECHNOLOGIES IN DECISION SUPPORT
SYSTEMS IN GREENHOUSE FARMING

Abstract. In the modern world, technologies play a key role in many areas of life, including agriculture.
Growing vegetables and fruits in closed ground structures is becoming increasingly popular and requires control
over conditions and resources to increase yields, however, with the increase in the amount of data collected in
monitoring systems, it becomes more difficult to effectively analyze the collected information. This article considers
the use of OLAP and Data Mining technologies to increase the efficiency of growing vegetables and fruits in closed
ground structures. The purpose of the study is to determine the feasibility and effectiveness of using these
technologies to analyze large amounts of data collected during the cultivation of vegetables and fruits. The authors
of the study analyze how OLAP and Data Mining can provide useful information for making decisions on optimizing
growing processes to increase yields.

Keywords: decision support system, OLAP, Data Mining, data warehouse, multidimensional cube.
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OCOBJIMBOCTI POBOTH AJITOPUTMIB COPTYBAHHA B PYTHON

Anomayia. Cmammsa npuceéaiena auanizy pisHUX aneopummie COPmMY6aHHs 3 GUKOPUCMAHHAM MOGU
npozpamyeanns Python ma 3a oonomoeoio aneopummis copmysanus na mosi npoepamysanta Cython. B docnioxcenni
NOPIBHIOIOMbCA KIACUYHT MEMOOU COPMYBAHHSA, MAKI K COPMYSAHHA OYIbOAWKOI0, BCMABKAMU A WEUOKE COPMYBANHS,
3 Memoio 8U3HAUeHHs IX epexmusHocmi 05 6enukux Habopie danux. Ocobaugy ysazy npuodiieno npobremam 1oKanizayii
npu cCOpmy8aHHi PAOKIE ¥ HEAH2NIUCLKUX MOBAX, 30KpeMd, 3ACMOCYB8AHHIO CReyiani308aH020 CIOBHUKA OJid KOPEeKMHOI
00pobru  yKpaincokoeo anghasimy. Ilpeocmaenieno memoouku 6UMIpIO8anHs NPOOYKMUBHOCMI mMa  8i3yanizayii
pe3yrbmamia y eueisaoi epagikie, uwjo 003605€ 2aubue OYiHUMU MACUMAOYBAHHS KOHCHO20 3 AICOPUNMIB 8 3ALeHCHOCTE
8i0 00cs2y OQHUX.

Kniouoei cnosa: Python, Cython, aneopummu copmyeanus, 6enuxi Habopu OAHUX, NOKANI3AYIA, VKPATHCLKUL
angpasim, npoOYKMuUGHICMb COPMYBAHHS, GI3Vani3ayisi OAHUX.

Beryn. AnroputMu COpTyBaHHS BIAITPaloTh BAXJIMBY pOJIb y MPOrpaMyBaHHI Ta 0OpoOLi
JaHUX, TO3BOJIAIOUN €(DEeKTUBHO OPraHi30BYBaTH Ta aHaii3yBaTH iH(popmarito. OnHaK, COPTYBaHHS
JaHMX, 1[0 MICTSATh KUPUJIUITIO, MOYKE BUKIIMKATHU MEBHI TPYIHOIII Yepe3 0COOIMBOCTI JIOKaTi3allii Ta
KOJyBaHHsI CUMBOJIIB. Ls cTaTTs po3risaae npodbiemMu Ta 0COOIMBOCTI COPTYBAHHS PSIIKOBUX JaHUX
Ha ykpaiHcekid MoBi B Python, anamizye pi3Hi migxonum Ta METOIU COpPTYBaHHS, Ta MpPOIOHYE
edeKTUBHI PIllIeHHS ISl ONTUMI3allii I[bOTO MPOIIECy.

IIpobnemamuxa copmysanus kupunuyi. COpTyBaHHS TEKCTOBHX JaHUX, SIKI MICTSTh CUMBOJIU
KUPHIIUII, MOX€ CTBOPUTH BUKJIMKH, MOB'S3aHI 3 JIOKAII3alli€l0 Ta YMOPSIKYBaHHSIM CHMBOJIIB.
[IpoGnema monsirae B TOMy, 110 CTaHJIAPTHI METOAM COpTyBaHHs B Python He 3aBXau ajekBaTHO
00pOOIAIOTH CHMBOJIM KUPUIIULI, OCOOJIMBO KOJIM MOBA /1€ Mpo yKpaiHChKI CUMBOJIH, Taki sk 'T', '€,
Kl MaroTb ocoOnuBe Micue B andasiti. lle Moxke mHpu3BECTH 1O HENPABUIBHOIO MOPSAKY
COPTYBaHHsI, KOJIM J1aH1 BiJICOPTOBaHI 3a andaBiToMm.

Metoro aociaiiKeHHs € OLIHKAa MPOAYKTUBHOCTI PI3HUX AITOPUTMIB COPTYBAHHS [
ynpasiinHaM Python ta Cython Ta HamaHHS pekoMeHAalidl moAo iX BHOOPY JUIsl KOHKPETHHX
o0uncIIOBaIbHUX 3aBHaHb. CTaTTS TakoXK CIPSMOBaHA Ha BUPIMICHHS MPOOJeM, TMOB'S3aHUX 3
JIOKaJIi3alli€r0 COPTYBaHHA PSAAKIB, 3 aKIIEHTOM Ha YKPaTHCHKY MOBY, sIKa IIPEJICTABIISE TIEBHI BUKIUKH
yepes BIIMIHHOCTI B ali()aBiTi MOPIBHSIHO 3 aHTJIIHCHKOIO MOBOIO.

AHal3 ocTaHHIX JaocaigxkeHb Ta mnyOuaikaniid. CydacHuil craH mochimkeHb y cdepi
QIITOPUTMIB COPTYBaHHS Ta IX ONTUMI3allli CBIAYUTH PO 3HAYHUI 1HTEpeC HayKOBI[IB Ta PO3POOHHUKIB
710 TiABUIIEHHA e(eKTUBHOCTI 00poOKu ganux. Po3poOka MmoBu mporpamyBanHs Python, 30kpema ii
posmuperas Cython, 3a0e3neuye HOBI MOXIJITMBOCTI JUIsl ONITHMI3aIlii BXK€ ICHYIOUHMX aJITOPUTMIB Ta
CTBOPEHHS HOBHX, OUTbII €()eKTUBHUX METO/IiB 00POOKH BEIMKUX 00CATiB iH(opMarlii. 3HauHy yBary
MPUIUICHO TAKOX ajamnTallii airfOpUuTMIB 17 OCOOTMBOCTI KOHKPETHUX MOB, IO € BAXIUBUM JIJIS
MDKHAPOJHHUX MPOTPAMHUX HMPOIYKTIB.

VY pob6orax Ban Poccyma I'. ta [lpeiika @. JI. [1], a Takoxx OpsoBa C. A. [3] HaromonryeTbcst
Ha BaXJIMBOCTI 3a0€3Me4YeHHsI BUCOKOI MPOAYKTHUBHOCTI porpaM Ha Python nusixom edextuBHOrO
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BUKOPHUCTaHHS ICHYIOUMX QJITOPUTMIB COPTYBaHHS Ta PO3POOKM HOBUX MeETOAIB. JlocmimKeHHs
bexrtepeBa A. M. [2] migkpecitoe poas Cython y ontumizartii Python komy, 30kpema Jist anropuTMiB
COPTYBaHHS, IEMOHCTPYIOUH 3HAYHE 301IBIICHHS TPOIyKTHBHOCTI.

CnenudiyHi acnmeKkTH JOKadi3aiii aJropuTMiB COPTYBaHHS, OCOOJMBO JJIsi MOB 3
HEJTATUHCHKOI a0eTKOI0, po3misiHyTi y nparsx Kopmena T. X. Ta iH. [5], 1e aHami3yrOTHCS OCHOBHI
TPYAHOIIl Ta MPOTOHYIOTHCS METOAM iX BUpIIEHHSA. BaknuBicTh Bizyaumizallii 1aHuX JUIs aHATI3y
e(eKTUBHOCTI AITOPUTMIB TiAKpeciaeHa y podorax MakkuuHi Y. [7], 1m0 BKa3dye Ha HEOOXIiTHICTh
3aCTOCYBaHHS Cy4aCHUX 1HCTPYMEHTIB JJIsl TpaigHOTO MPEACTaBICHHS PE3yJIbTAaTIB JOCIIHKCHb.

3arasioM, aHai3 OCTaHHIX JAOCHIKEHb Ta MyOiKaliid MoKa3zye TeHACHIIIIO IO MOIIYKY HOBUX
METO/IB ONTUMI3aIlii aITOPUTMIB COPTYBaHHs, iX aganTaiii ma crnenudiky pi3HUX MOB Ta KYJbTYD,
a TaKOoXX PO3BHUTKY IHCTPYMEHTIB JJIsi aHami3y Ta Bisyami3amii gaHux. OCHOBHUMHU HampsMKaMu
MOJAJIBIINX JIOCIIKeHb y LIl cdepi € pO3BUTOK aJTOPUTMIB MAIIMHHOTO HaBYaHHS Ta MITYYHOTO
THTENEeKTY U1t 0OpOOKM BETMKHUX JTAaHUX, @ TAKOX CTBOPEHHS HOBUX 1IHCTPYMEHTIB JUIsI €(pEeKTHBHOT
B3a€MO/I1 3 JAHUMU B PI3HUX MOBHUX CEPEIOBUIIAX.

Matepianun i meroam aociuizkeHHsi. s TecTyBaHHS aJNrOPUTMIB COPTYBaHHS Ta
JEMOHCTpAIIi1 TpoOIeMU JIOKaTi3allii BXKJIMBO MAaTH pealliCTUYHUN Ha0lp TeCTOBUX JaHuX. OauH i3
Croco0iB reHeparlii Takux JaHWX — BUKOpHcTaHHsS Oi0miorexu Faker, sika m03BOJsiE CTBOPIOBATH
BEJIMKY KIJbKICTh PI3HOMAHITHUX JaHUX, BKJIIOYAIOYM iMEHa, MpI3BHUINA Ta iHINE, A iMiTarii
pEATbHUX JIAHUX.

Jlis nonaBaHHA YKpAiHCHKUX 'MO-0aThbKOBI' O HAIIMX TECTOBHUX JaHUX, MU PO3LIUPUMO
6i6moTexy Faker BnacHuM mpoBaiizepom:

from faker import Faker
from faker.providers import BaseProvider
import random
class ProviderUk(BaseProvider):
def patronymic(self):
patronymics = [ "OnekcaHapoBuy’, 'MakcumoBuY ', 'IBaHOBMY ', 'MeTpoBuy"',
"Cepriviosuy’]
return random.choice(patronymics)
fake = Faker('uk_UA")
fake.add_provider(Provideruk)

BukopucroByBatn HOro MoxHa HaCTYITHUM YAHOM:

def generate_and_save_data_to_csv(filename, num_records):
with open(filename, mode='w', newline='', encoding='utf-8') as file:

writer = csv.writer(file)

writer.writerow([ 'Name', 'Patronymic', 'Surname'])

for _ in range(num_records):
name = fake.first name()
patronymic = fake.patronymic()
surname = fake.last_name()
writer.writerow([name, patronymic, surname])

B nipoMy npukiiaii MU peanizoBy€eMO (QYHKIIIIO 7151 CTBOPEHHS CsV (ailily Ta reHepaito JaHuX
3a nonomoroto Faker, B Tomy uncii i 'mo-6aTbKOBI' sike BIICYTHE y cTaHAapTHIM Oi6mioreni Faker.

Memoou copmyesanna. Po3risiHeMo JeKiTbKa MiIX0AIB A0 cOpTyBaHH: AaHuX B Python, koxxen
3 SKUX Ma€ CBOi OCOOJMBOCTI Ta oOmacTi 3acrtocyBaHHA. Lle momomMoske 3po3yMiTH, SIK MOXHA
ONTHMI3YBAaTH MPOLEC COPTYBaHHS, OCOOIUBO MPHU poOOTI 3 BEIUKUMH 00CSAraMu JaHUX a00 KOJU
noTpiOHO BpaxoBYBaTH crielU(iKy JOKai3arii.

e Cmanoapmne copmyeannua Python. Meton sorted() B Python € yHiBepcanbHUM
IHCTPYMEHTOM JJII COPTYBaHHS CHUCKIB. BiH 3acTOCOBy€ anropuTm copTyBaHHs Timsort, sSIKuil €
riopunom mixk Merge Sort Ta Insertion Sort. Timsort aganToBaHuil 10 pealbHUX TaHUX, SKI YaCTO
MICTSTh BXKE BIJICOPTOBaHI CEKBEHIIIT, 3a0€3MeUy04Yr BUCOKY MPOAYKTHUBHICTD.
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e Copmysanna 3 euxopucmanuam NumPy. NumPy BUKOPHUCTOBY€E pi3HI aJITOPUTMHU
COPTYBaHHS B 3JICKHOCTI BiJl KOHKPETHOTO BHUITAIKY, BKIIOUHO 3 Quicksort, Mergesort, Ta Heapsort.
Oynkuis np.sort() 3a 3aMoBUyBaHHSIM BUKOpUCTOBYe Quicksort, sikuii € e(h)eKTUBHUM 3arajlbHUM
alrOPUTMOM COpTYBaHHs. Voro eekTuBHicTH 06yMOBIeHa cknanuicTio O(n log n), sika € cepemns i
3JICKUTh BiJI BXIJIHUX JaHUX Ta TIMOWHU pekypcii. Lle miarBepmkyeTbes B poOoTi [5], e JoKIaHO
OIMUCY€eThCS poboTa 1 ehekTuBHICTH anroputmy Quicksort.

e Copmyeanns 3 uxkopucmannam Pandas. Pandas Hamae QpyHKIiOHAT I COPTYBaHHS TaHUX
y DataFrame 3a nomomoroto merony sort values(). Lle mo3Bossie copryBatu JaHi 3a 3HAYEHHSIMU
0JIHOTO a00 JIEKIJIBKOX CTOBIIIIB, HAal0YM THYYKI MOKIIMBOCTI JJIsl aHAI3y JaHUX.

e Copmyeanns 3 epaxyeannam nokanizayii. BpaxyBanHs 0COOIMBOCTEH MOBH Ta JIOKaJIi3alii
MoOKe OyTH BaXXJIMBUM IIPH COPTYBAaHHI PAJKOBHX JaHUX. BUKOPUCTAaHHS CIEMIAIbHOTO CIOBHUKA
JUIS BU3HAUYEHHS MOPSAKY CHUMBOJIIB y andasiTi I03BOJISIE TOYHO COPTYBATH PSJIKH, BPAXOBYIOUU
0COOJIMBOCTI MOBH, IK Y BUIIAJIKY 3 YKPAiHCHKOK KUPUIHULIEIO.

Y 1upoMy po3Aisli MU JIETalbHO 3YNMHUHUMOCS Ha peami3amii TpbOX KIIOYOBHX alTOPUTMIB
copryBaHHs 3a gonomororo Cython: copryBanHs Oyip0amKo0, BCTAaBKaMU Ta IIBUJKE COPTYBAHHS
(QuickSort). Mu BuOpanu 1i aaropuTMu uepe3 iX pPI3HOMAHITHICTh 3aCTOCYBaHb Ta pIBHIB
CKJIaTHOCTI, 110 JI03BOJISIE TOCTIANTH €(PEKTHBHICT COPTYBAHHS BiJl MPOCTUX A0 OIIBII CKIATHUX
CTPYKTyp naHux. KokeH 3 HUX MOKa3ye yHIKaJlbHI XapaKTEpPUCTUKU MPU poOOTi 3 HAbopamMu JaHUX
pi3HOrO pO3Mipy Ta THIYy, HAJAl04M IIHHE PO3YMIHHS TOTrO, SIK ONTHMIi3allii HAa piBHI MOBHU
MporpaMyBaHHSI MOXYTh BILUTMBATH Ha 3arajibHy MPOAYKTHBHICTH OOPOOKH TaHUX.

CopryBanns Oyns0amkoro (bubble sort) — 11e MPOCTHI ANTOPUTM COPTYBaHHS, KU MPAITIOE
[UIIXOM MHOTOKPAaTHOTO MPOXOJDKEHHsSI uepe3 CIHCOK, IMOPIBHIOIOYH KOXKHY Mapy CYCLAHIX
€IEMEHTIB Ta OOMIHIOIOYHM IX MICIIMH, SKIIO BOHH B HENpaBWILHOMY TOpsIKy. IIporec
MIOBTOPIOETHCS JI0 TUX Iip, TOKU HE Oy/Ie MPOiiIeHO BECh CIHCOK 0e3 KOHOr0 OOMiHY, IO € 3HAKOM
TOT0, IO CIHMCOK BiJICOPTOBaHO. Lle 0MH 3 HAUIPOCTIMINX AITOPUTMIB COPTYBAHHS JJISl PO3YMIHHS
Ta komyBaHHs. CopTyBaHHS OyJibOamiko He € Hale(EeKTHUBHINMIMM aJITOPUTMOM I BEIHKUX
CIMCKIB yepe3 Horo KBaJpaTHUHy CKJIAHICTh B TIpIIOMY Ta cepeiHboMy BHunaakax (O(n2), ne n —
KUIBKICTh €JIEMEHTIB Y CHUCKY). TakoX 1€ cTabuIbHUN alropuT™M COPTYBAaHHS, TOMY IO BIH HE
3MIHIO€ TIOPSIJIOK OJHAKOBUX €JIEMEHTIB.

CoptyBaHHs BcTaBkamH (insertion sort) € IpOCTHM, ajie e(eKTUBHUM aJITOPUTMOM COPTYBaHHS,
SAKUH mpaltoe HabaraTo Kpaile Ha HEBEIMKHX a00 YacTKOBO BIJCOPTOBAHMX CHHMCKax. AJITOPUTM
pO3AlJIA€ CHMCOK Ha BIJCOPTOBAaHY Ta HE BIJCOPTOBAHY YAaCTHHH, 1 MOCTYNOBO BOYJIOBY€ KOXEH
€JIEMEHT 3 He B1ICOPTOBAHOI YACTUHU B MPABUJIbHY MO3MIIIIO Y BIICOPTOBaHIM.

QuickSort € onHUM 3 HAWIIBUAIINX 3arajIbHUX aJITOPUTMIB COPTYBaHHS JUIsl BETUKUX HAOOPIB
JaHUX. AJTOPUTM BUKOPHUCTOBYE CTPATETIIO 'PO3UISHA Ta BOJIOAapIoil', 00Mparoyuu OJJUH €JIEMEHT SIK
omnopHU# (pivot) 1 pO3AUISIOUN CIUCOK HA JBl YACTMHH: €JIEMEHTH MEHII 32 ONMOPHUM 1 €JIEMEHTH
O1b11i 32 onopHuil. L{eil mporec pekypcHUBHO 3aCTOCOBYETHCS /10 KOXKHOI YACTHHH.

Bupimenss npo6iemu sokanizamii. OnuH 3 MiIX0AIB 10 BUPIIICHHS IpoOieMu JToKami3arii
MIpU COPTYBaHHI PSAAKIB, IO MICTATH CUMBOJU HE 3 0a30BOTO JIATUHCHKOTO andaBiTy, MOJATAE B
BUKOPHUCTAHHI CIIOBHUKA JJIs BU3HAYEHHs MOPAAKY JiTep y crneuudiunomy andasiti. Llei meton
JI03BOJISIE BU3HAYMTH TOYHHUM MOPSIOK COPTYBaHHS JUISI CHMBOJIIB, IIO BHUXOIATH 32 pPaMKHU
crannaptHoro ASCII Habopy, 3a0e3neuyroun MpaBUIbHE BHOPSAIKYBAaHHS PSJIKIB BIAMOBIIHO /10
MIPaBUJI KOHKPETHOT MOBH a00 JIOKai.

Crnouatky peanizoByeThcs cioBHUK(dictionary), 3 iHA€KCaMH y poJTi KJlko4a Ta JIITeEpaMu y pouti
3HaYEHb.

ALPHABET_DICTIONARY = {
char: index for index, char in
enumerate("Aab6BBI T PAaEe€eXx33UMIiIiNNKkNAMMHHOOMNPPCcTTYyOdXxUuYyllullubbnAas")

}

Kox ¢yHkmii sorter, sika BAKOPUCTOBYE 1€ METOA:
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def sorter(compare_str: str) -> int:
return [ALPHABET_DICTIONARY.get(char, ord(char)) for char in compare_str]

I Tenep BUKOPUCTOBYIOUH CTaHIAPTHUN METOJ U COpTyBaHHs y Python, Mu Mo>kemo Bkazatu
key, Hamatoum crenianbHy (YHKIIO KIIHOYa, Ui HaJalITyBaHHS MOPSAAKY copTyBaHHsA. Hipkue
HaBEJICHO TaKUH MPUKIAL;

actual word_list = sorted(
[llll, llill, Ilill
key=sorter

)

, "iHTepHauioHanbHuin", "MixHapogHui", "eBreHin", "enusaseTta", "abpukoc"],

AHaii3 npoayKTUBHOCTI aITOPUTMIB COpTyBaHHS. J{JIsi IOPIBHSAHHS MPOIYKTUBHOCTI Pi3HUX
ITOPUTMIB COPTYBAHHSI BUKOPUCTOBYETHCSI METO/IMKA BUMIPIOBaHHS 4acy, sika morpedye dikcarii
gacy TMepel IMOYaTKOM COPTYBaHHS Ta TICJIS WOTO 3aBEepIICHHs. Pi3HUIM MDK IUMH JBOMAa
MOKa3HUKAMHK BKa3y€e Ha TPUBAIICTh BUKOHAHHS aJITOPUTMY. BUKOPUCTOBYIOUH pi3HI 00CATH JaHUX,
MO’KHA BU3HAYHTH, SIK MACIITa0Y€ETHCS Yac BUKOHAHHS B 3JICXKHOCTI Bl po3Mipy Habopy ganux. s
Bi3yamizaiii pe3yJibTaTiB MOKHA CTBOPUTH rpadiku, SKi MOKa3ylOTh Yac BUKOHAHHS KOXHOTO
QITOPUTMY COPTYBaHHS B 3QJIGKHOCTI Bl po3Mmipy Habopy nanux. Lle mo3Boiise Bi3yalbHO OLIHUTH
MPOJAYKTUBHICTh QITOPUTMIB Ta IXHIO MOBEAIHKY NpuU 3MiHI 00cAriB naHux. Ha ckpiHIIOTI,
MIPEJICTaBICHOMY B JOCIIXKEHH1, MU 6a4UMO, SIK Pi3HI aJITOPUTMHU COPTYBaHHS MacIITabyIOThCs MpU
30inpIeHH] po3MipiB ganux. Ha mpezncraBienomy rpadiky Ha pucyHKy 1 BimoOpakeHa aAuHamika
Yyacy COPTYBAHHS B 3aJICKHOCTI BiJl pO3MIpy JaHUX AJIS PI3HUX aJTOPUTMIB COPTYBaHHS.

JWnHaMika yacy copTyBaHHS B 3aJIeXKHOCTI Bif po3Mipy AaHWX

E
10 sort_python

sort_numpy
sort_pandas
bubble_cython_sort

insertion_cython_sort
quick_cython_sort

102 4

teeted

101 4

100 4

101 4

Yac copTyBaHHA, cek

10-2 4

103 4

1074 5

T
103 104 10°
Po3Mip oaHux

Pucynox 1 — Jlunamixa uacy copmyeamus  3an1eiHCHOCMI 8i0 po3MIpy OAHUX
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Bunno, mo cmaunoapmmue copmyeanns 6 Python (‘sort python'), sike onTuMi3oBaHE s
3araJbHUX BUMAJKIB, Ma€ JiHIHHO-TOorapu(MiuHy CKJIATHICTH 1 MOKa3y€e HAMKPAIIl pe3yIbTaTH.

Copmyeanns ¢ NumPy (‘sort numpy') ta Pandas (‘sort pandas’) TakoXX MarwTh CXOXKY
MPOYKTUBHICTD, IO MOSCHIOETHCS BUKOPUCTAHHSIM BHCOKOONMTHMIi30BaHUX 0i0mioTexk C/C++ min
KaroTOM LIUX MaKETiB.

Anroputrmu COpPTYBaHHSI, peaiti3oBaHi Ha Cython (‘bubble cython_sort’,
‘insertion_cython sort’ i1 "quick cython sort’), AeMOHCTPYIOTH pi3HY POTYKTUBHICTb.

Copmyeannsn oynvoawxoro na Cython ("bubble cython_sort’) € HaiiMeHI epeKTUBHUM yepe3
CBOIO KBaJIpaTU4YHY CKJIQJHICTh 1 PEKOMEHAYETHCS 10 BAKOPUCTAHHS TUIbKM HAa HEBEITUKUX HaOOpax
naHuX a0 KOJIM JaHl MaiKe BiJCOPTOBaHI.

Copmyeannsn ecmasekamu Ha Cython (‘insertion cython sort’) mokazye Kparmry
MPOAYKTUBHICTh Ha HEBEIMKHUX 00cArax JaHMX a00 KOJM JaHi 4acTKOBO BiJCOPTOBaHI, aje Horo
e(eKTUBHICTD Pi3KO Majae 31 301IbIICHHAM PO3MIpPY JTaHUX.

QuickSort na Cython ("quick cython sort") moka3ye mysxe 100py MpOTyKTUBHICTh Ha BETUKUX
Habopax JaHuX, Maro4u cepenHio ckianHicte O(n log n). Llei anroput™ BapTO pO3MIISHYTH Ui
OUThII CKJIAJHUX BWIIAAKIB COPTYBaHHSA, JI€¢ HEOOXiHO ONTHUMAaJbHE CHIBBIJHOIICHHS MIiX
IIBUAKICTIO Ta BAKOPUCTAHHSIM MaM'siTi, 0COOJIMBO KOJIU MPALIOETE 3 BETUKOIO KIJTbKICTIO JaHUX.

BucHoBok. [IpoBeneHe mopiBHSIIBHE TOCIIHKSHHS aJITOPUTMIB COPTYBAHHSI ITiITBEPINIIO, 1110
e(eKTUBHICTb COPTYBaHHS 3HAYHO 3aJICKHUTh BiJ 00CITy Ta XapakTepy AaHuX. J[1s HEBEIMKHX Ta
JaCTKOBO BIiJICOPTOBAHUX JIaTACETIB aJTOPUTMH COPTYBaHHS BCTABKAMHU BUSBISIOTHCS JIOCTATHBO
e(eKTUBHUMHU, 3aBISKM HHU3BKIM CKJIQJHOCTI Ta BIIAMIHHIA MPOAYKTUBHOCTI MpH OOMEXeHii
KiIbkocTi manux. [Ipote, sk mokasye MOCIiKEHHS, 13 30UIBIIEHHSAM 00CSTIB JaHUX TepeBary CIIij
BiJiIaBaTH OUIBII CKJIAIHUM alNropuTMam, TakuM sik QuickSort, mo, 6yxyun ontumizoBasi B Cython,
3a0e3MeuyroTh 3HAYHE 3HWKCHHS Yacy BUKOHAHHS 3aBISKH BUIIIH ¢QEKTUBHOCTI HAa BEIMKHX
MacmTabax. AHali3 NPOAYKTMBHOCTI TaKOXX PO3KPUB BAXJIMBICTh ajanTalii ajaropuTMiB Mix
crenugiky MOB Ta JOKaJieH, 0 € KpUTUYHUM JJIs I7100a1i30BaHUX 3aCTOCYHKIB Ta cucteM. B ipomy
KOHTEKCTI BBEJCHHS CIEIialli30BAHOTO CIOBHHKA [UIsl COPTYBAHHS PSAKIB CTalo KIOYOBOIO
ONTHUMI3AIlIE€I0 JUIsl MIATPUMKH yKpaiHCbKOi MOBH. BpaxoByroum 11 ¢akropu, BUOIp aNropuTMy
COpPTYBaHHSI TIOBHHEH BiIOyBaTHCS 3 OISy Ha KOHKPETHI MOTpeOu MPOEKTy, MPUPOAY AAHHUX Ta
BUMOTH JIO TIBUIKO/II1, IO I03BOJISE TOCSATTH ONTHUMAIBHOTO OajlaHCy MK IIBHJKICTIO OOPOOKH Ta
BUKOPHUCTAHHSM PECYPCIB.

CnucoK BUKOPHCTAHUX JKepe

1. Ban PoccymI'., [peiik @. JI. Python. KepiBuuirro nmst po3poOnukis: moHorpadis. Kuis: Jlianor,
2019. 720 c.

2. bextepe A. M. Cython: ontumizauis Python nporpam: monorpadis. JIbBiB: JIbBiBChKHI
texHooriuduii, 2018. 300 c.

3. Opno C. A. Python nns KOMIUIEKCHUX 3ajay: HaykKa NIpo JaHl Ta MallMHHE HaBYaHHS:
MoHorpadis. Xapkis: Pakr, 2020. 400 c.

4. Cemxsik P., Veitn K. Anroputmu: copTyBaHHsI, MOIIYK, OCHOBHI CTPYKTYPH JIaHUX: MIAPYYHUK.
Xapkis: [Inesau, 2017. 992 c.

5. Kopmen T. X., Jleitzepcon Y. E., Pisect P. JI., HlTaitn K. Anroputmu: nodyaosa Ta aHais:

nigpy4yauk. 3-te Bua. Kuis: Bugasunuwmii nim 'Binmbsmc', 2019. 1328 c.

Maxkkunuau Y. Python s ananizy nanux: Monorpadis. 2-re sua. Kuis: Ocnosu, 2018. 540 c.

7. Cython: Benukuii nmyTiBHUK 11 onTuMizauii Python kony: enekrpoH. Hayk. gaxose Bua. 2022.
URL: https://cython.readthedocs.io (mata 3Bepuenns: 31.03.2024).

8. I'poccman C. A., MakKinuu B. Edextuauii Python: 59 cneumdiunnx crnoco0iB HanucaHHS
Kpamoro koxy: monorpadis. Kuis: Jliadinem, 2016. 256 c.

9. Jlytn M. Ilporpamysanns Ha Python. Tom 1: BcTynm 1o mporpamyBaHHs: miapy4yHuMK. Kuis:
Hiadinem, 2021. 640 c.

N

No. 1 (2024) Information Technologies in Economics and Environmental Sciences 19




DOI: 10.31548/itees.2024.01.015 Khomenko A., Kyrychenko V.

Khomenko Andrii

Ph.D. student, Faculty of Information Technologies, Department of Computer Science,
National University of Life and Environmental Sciences of Ukraine

E-mail: andmayster@gmail.com

Kyrychenko Viktor

Candidate of Physical and Mathematical Sciences, Associate Professor of the Department of
Computer Science,

National University of Life and Environmental Sciences of Ukraine

ORCID: https://orcid.org/0009-0001-0575-8684

E-mail: andmayster@gmail.com

CHARACTERISTICS OF SORTING ALGORITHMS OPERATION IN PYTHON

Abstract. This article is dedicated to the analysis of various sorting algorithms using the Python programming
language and sorting algorithms in Cython. The study compares classic sorting methods, such as bubble sort, insertion
sort, and quicksort, with the aim of determining their effectiveness for large datasets. Special attention is given to
localization issues when sorting strings in non-English languages, particularly, the application of a specialized dictionary
for the correct processing of the Ukrainian alphabet. Techniques for measuring performance and visualizing results in
the form of graphs are presented, allowing a deeper assessment of the scaling of each algorithm depending on the dataset
size.
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3IJIAJIXKYBAHHS HEITOBHUX PAJIIB JAHUX CTAHIIHN EKOJIOI'TYHOT'O
MOHITOPHUHI'Y 3 BUKOPUCTAHHAM ITPOI'HO3HUX MO/JEJIEN

Anomauin. ¥ cmammi posensioacmocsi npooiema HenosHUX psidié OAHUX NPU AHANI3] OAHUX CMAHYILU eKOJL02IYHO20
MOHImMOpuHey, ii 6NaU8 Ha 0OCMOGIPHICIb OMPUMAHUX PE3YIbIMAMIe MAa NPOSHOCIUYHY NPUOAMHICMb 8XIOHUX OAHUX, d
MAKOAC MEMOOU 321a0JNCYBAHH OAHUX, WO O036ONAIOMb MIHIMIZY6AMU HE2AMUGHUL 6NIUE NPONYCKI6 OaHUX.
Biocymuicme 0anux 6 psioi modice npossisimucy Ha npakmuyi sk XuOHi HYb08I 3HAYEHHS, K MONCYMb NPU3800UmMu 00
Cymmesux 8i0XuneHsb, a MaKo;C K GIOCYMHI OaHL, W0 6 OESIKUX GUNAOKAX NPUXOEYIOMb MEHOCHYIT 3MIHU OUHAMIKU PSOY.
Tpu yvomy, ananimux moodice He 3HAMU NPO NPUCYMHICHb NYCMUX AOO0 HYTbOBUX 3HAYEHD, WO, 8 Pe3VIbMAami, RPU3800UMb
00 XUOHUX BUCHOBKIE abo npocHo3ie. Memoou 321a0%4CY8aHHs 3a OONOMO2OK NPOCHMOI KOB3HOI cepedHboi ma
eKcmpanonayii 003604A10Mb NIOBUWUMU AKICHb 6XIOHUX OAHUX, MA, AK pe3yibmam, ni0euumu nPOcHOCMUYHY AKICMb
OMPUMAHUX NPOSHO3HUX MoOenell. Bukopucmanna nokansHux npoeHo3ie 0is 3an08HeHHs NPONYUWEeHUX 3HAUeHb 00360.15€
ompumamu HAuoOiibul MOYHI pe3yIbmamu 3aMiCmeb GIOCYMHIX OAHUX, I, AK pe3yavmam, RiOSUWUmMu APOSHOCIMUYHY
AKICMb  pO3pOOII0BAHUX NPOSHO3HUX MoOenell. Tounicmv pe3yrbmamis OMPUMAHUX 3AMICMb  GI0CYMHIX OAHUX
nepegipaemubcs po3paxyHKOM OCHOSHUX CIMAMUCMUYHUX NOKASHUKIE PA0Y 3 NYCMUMU 3HAYEHHAMU Md NOBHO20 DAOY.
Pospaxynox napamempie mooeneii npoeno3yeants 015 3aN08HEHHs NYCINUX IHMeP8aie Moce 30iliCHI0O8AMUCHL HA OCHO8I
nonepeonix oanux abo menoenyii 6cbo2o psdy. Ompumani 6 OAHOMY OOCHIONCEHHI Pe3yIbmami MOXCYymb Oymu
BUKOPUCTAHT VY NOOANBULOMY OISl 3AN0BHEHHS HeNOBGHUX Ps0i6 NPU AHANI3I OAHUX CIMAHYIL eKON02IUH020 MOHIMOPUH2Y
abo iHwux paoie Oanux, wo BUKOPUCMOBYIOMbCA 01 NPOSHO3YEANHA AO0 AHANIMUYHUX POIPAXYHKIE.

Knrwuosi cnosa: exonoziunmuii MOHImopuwne, psAo OAHux, OUHAMIKA pAOY OAHUX, NPONYCKU OAHUX, NPOSHO3,
NPO2HO3HI MOOe.

Beryn. YV mporeci aHamizy €KOJOTIYHOTO CTaHy HUISXOM OTPUMAaHHS JaHWX Bif CTaHIIN
MOHITOPUHTY HaJIHHICTh OTPUMAHUX PE3YJIbTATiB HANpPSMYy 3aJ€KHUTh Bl TOUHOCTI MOYaTKOBHX
JaHUX, SKi OTpUMaHi BiJ JaT4yukiB Ta 30epexkeHi y cxoBuile aanux[8]. [Ipu mpomy, B cydyacHUX
yMOBaxX MOX€ BHUHUKATH IpoOjemMa HEpIBHOMIPHMX IHTEpBANIB JOCHIIKEHHS abo BIJCYTHOCTI
YaCTUHH CIIOCTEPEXEHB, 110 MOKe OyTH MOB’s13aHO 3 HEraTUBHUM BIUTMBOM HAaCTYHMHHX (pakTopiB[6]:

- BIICYTHICTb €JIEKTPOTIOCTaYaHHSs Y €KOJIOTIYHIN CTaHIIIT;

- BIZICYTHICTb 3B 513Ky 3 €KOJIOT1YHOIO CTAHIII€l0 Yepe3 MpoOIeMu 31 3B’ A3KOM;

- HEKOpeKTHa po0oTa amapaTHOro a0 TPOrpaMHOrO 3a0e3MEeUeHHs] MICHs BIIKIIOYCHb
eJIEKTPOEHEePTii;

- 1HII (GakTopu, L0 CIPUYMHAIOTH 3001 y poboTi ekosoriyHoi cranuii (DDOS-ataku,
npobiemMu y rpoBaiiiepa Ta iH..);

- HIecTIpSIMOBaHe MPUXOBYBaHHS a00 3HUIICHHS JaHUX TPETIMU 0COOaMH.

B pesynbTari, micyMKOBi JaHi 3a JOCHTH TPHUBaJi MEpioJud MOXYTh OyTH BIACYTHI, 5K
MOoKa3aHo Ha puc. 1. Psan maHnx mokasHWKa SKOCTI MOBITPS, MpeacTaBieHuid Ha Puc. 1, y mepion 3
12.00 10.01.2023 mo 12.00 12.01.2023 € nenoBuuM. 3 6.00 1o 12.00 11.01.2023 nani BiacyTHi. B
TaKMX yMOBaX OTPUMAaHHS JOCTOBIPHMX Ta MMOBHUX pAMIB JaHUX BiJ CTaHLIi €KOJOT1YHOIrO
MOHITOPUHTY YCKJIaIHIOEThCA. [Ipu 11bOMy, HEMOKIIMBO 3a3JaJIETiIb CIIPOTHO3YBATH MEPiOH, KON
OTpUMaHi JaHi OyayTh HEIOBHUMH a00 HE KOPEKTHUMU. T0OOTO, Mi3HATHUCS PO TE, 1110 OTPUMAaHI1 J1aHi
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HE MOXYTh OYTH BUKOPHUCTaHI Ui OTPUMAaHHS JOCTOBIPHUX pe3yJbTaTiB aHai3y, SK MPaBHIIO,
MO>KHA JIMIIE y Mpolieci aHami3y[8].

75

50

18 BT 6 12 18 w 6 12

[epion, t (inTepBan 1 roguHAa)

[HIEKC SIKOCTI TIOBITPS

Pucynox 1 — Inoekc sikocmi nogimps [18]

AHaJii3 ocTaHHIX Joc/igxennb i myOaikaniii. Ha choronHiniHiil 1eHb MUTAHHS €KOJIOTTYHOTO
MOHITOPUHTY SIK HEOOXIJHOI CKJIaJ0BOI YacTUHU Ta iHQOpMaIiifHOi 0a3u g 3axXUCTy
HaBKOJIMIIHBOT'O CEPEJOBUIIA € OCOOIMBO aKTyalbHUM, Ta BUCBIUYETbCA B OaraTbox 3apyOiKHUX Ta
BITYM3HSHUX JDKepenax [3,12,14,19].

B yMoBax mocTiiiHO 3pocTarouoi KUTBKOCTI CTaHIIM €KOJOTIYHOTO0 MOHITOPHHIY Ta 1HIIHUX
MPUCTPOIB, IO TO3BOJSIOTH OTPUMYBATH JaHI IPO OKPEeMi MOKAa3HUKU CTaHy HaBKOJIHMIIHHOTO
CepeIOBHILIA 3POCTAE AKTYaJbHICTh MpoOiemu 30epiranHs, OOpOOKM Ta aHaNi3y HAKOMUYEHOT
iH(popMarii 1 ii moganbinoro Bukopucranus [4,7,11].

Cepen cyyacHMX BITUM3HSHUX POOIT y Tajy3l €KOJOTIYHOI'O MOHITOPUHTY CIIiJ] B1I3HAUUTH
PO3poOKy iHPOpMaIliitHO-aHAIITUYHOI CHCTEMH OI[IHIOBAHHS CTaHy aTMoc(epHoro nositps [1,2].

CydacHi METOIU IHTENEKTyaJbHOIO aHalli3y J03BOJISIIOTH JOCUTh €()EKTHMBHO BHPIIIYBaTH
3a/avi iHTeprperaiii HeoOpoOJIEHUX JaHUX 32 YMOBH iX TOUHOCTI Ta MOcTOBipHOCTI [4,5]. Takum
YMHOM, TEPIIOYEpProBe MHTAHHS, SKOMY CJiJ MPUIUIATH JOCTaTHBO yBAard TPHU EKOJOTIYHOMY
MOHITOPUHTY — caM€ OTPUMaHHS JOCTOBIPHMX Ta TOYHUX BXIJHHUX JaHUX, SKI MOXYTb OyTH
CIIOTBOPEHI uepe3 psifi 00’ EKTUBHUX UM CYO’ €KTUBHMX YMHHUKIB.

MeTo10 10CTiIZKEHHS € 3aCTOCYBaHHS METOJIIB 3IVIQJKyBaHHS JJIsl 3allOBHEHHSI HEMOBHUX
pAAIB MpU aHami3l JaHMX CTaHLIA EKOJIOTIYHOTO MOHITOPUHIY abo IHIIMX pSAIiB AAHUX, IO
BUKOPHUCTOBYIOTHCS JUIS IPOTHO3YBAaHHS a00 aHAIITUYHUX PO3PaXyHKIB.

Marepiaau i metoau gocaimkenHs. Ha npakrtuii HaliOuIbIl HEraTUBHUN BIJIMB HEMOBHUX
PAIB JAaHUX NPOSIBISETHCS Y BUKOPUCTAHHI HEAOCTOBIPHUX JAHUX JUIs aHaNi3y 0e3 YCBIJOMIIEHHS
iX MPUIATHOCTI A0 aHami3y, IO MOXE TPHU3BOAUTH 10 OUIBII HETaTUBHUX HacHiakiB. ToOTo,
aHAIITHKHN a00 oco0a 1110 MpuitMae pillieHHs OTPUMY€E F'OTOBI PE3yJIbTATH Ta HE YCBIIOMITIOE, 1110 BOHU
moOy10BaH1 Ha YacTKOBO XuOHUX ganux[10].

HeoOxigHiCTh 3aII0BHEHHS NPOITYCKIiB y P/l JaHUX MiTBEPPKYEThCS THM, 1110 1HTEpBaiu 0e3
3HaY€Hb MOXYTh OyTH CHOPUMHATI SK HYJIbOBI 3HaYEHHsI, a00 * He OyJyTh BpaxOBaHIi y 3arajbHii
TEHJCHII psaay. B geskux Bumaakax BiIPI3HUTH peaibHI HYJIbOBI 3HAYEHHS BiJl MPOMYIIEHUX
CTIOCTEpPEKEHb IOCUTH CKIIAJHO. Tak, HapHKIa, TeMIeparypa MmoBiTps MOXe MpUAMaTH HYJIhOBE
3Ha4YeHHS, sIKE MOXKe OyTH MeperuTyTaHe 3 MyCTUM 3HAYSHHSM.

BimHOBNIEHHS TIPOITYCKIB y YaCOBHX PsIaX MOXE BUPINIYBATHUCHh 3a JOITOMOTOI0 HACTYITHHX
Ipyn METOIB:

- MPOCTi CTATUCTHYHI METOU (EKCTpamnoIsLlis, KOB3HA CEpeHs),
- iTepaTUBHE NMPOTHO3yBaHHA,
- KOMOIHOBaHI CXE€MH MTPOTHO3YBaHHSI.
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[TepeBaroro MpocTUX CTATUCTHYHUX METOJIB IX MPOCTOTA B peaiizallii, o 0coOIUBO 3pydIHO
IIpU aBTOMATU30BaHii 00poOITl BXigqHuX nanux[12].

PesyabTraTé gociaii:keHHsi Ta ix oOroBopeHHsi. Jlyiis Toro mo0 OuTbIn JeTadbHO
MpOaHaTi3yBaTH MOXJIMBI HACIIIKU BUKOPUCTAHHS HEMOBHUX 200 HEKOPEKTHHUX Ps/IiB 1aHuX 0e3 1x
00poOku abo amanTamii po3riasHEMO HAaCTyHmHMU mpukiaz (puc. 2). BukopuctoByeMo onuH i TOH
camuii pan naHux nokasHuka PM1 — npiGHoaucnepcHi YacTKH y MOBITP1, AlaMeTPOM MeHIe 1 MKM
(MIKpOHY) y TPbOX MOXJIMBUX BapiaHTaX CIIOCTEPEXKEHHS — 0€3 MPOMYCKiB, 3 MPOIyCKaMH, Ta 3
XUOHMMH 3HAYEHHAMHU 3aMICTh MpPOIYyCKiB. XHWOHI 3HAUEHHS B JAHOMY IMPHUKJIaAl 1€ HYJIbOBI
3HAYCHHS.

12

PM1, mkr/m3
(o)}

M Seriesl
4 - Series

M Series2
2 W Series3
O -

Series1{11|11|10(11|11|11|11|11|11|10|11|11 11|11 |/11|10|11 |10 11|11
Series2| 11 | 11 11|11 11|11 10{11|11|11 |11 10{11|10|11 |11
Series3(11|11| 0 (11|11| 0 |11|11| 0 |10|11|11|11|211| 0 |10|11 10 |11|11

MNepiopg, t

Pucynox 2 — Ilouamrosuii psio danux nokaznuxa PM1 (Opionooucnepcui uacmku y nogimpi,
Odiamempom menute 1 mixpony): Pao 1 — 6e3 nponyckis, Psao 2 — 3 nponyckamu, Pao 3 — 3 xubnumu
3HAYeHHAMU 3amicmb nponyckie (16)

VY nepmoMy Bunaaky (psa 1) Mu OTpUMy€eMO TTOBHUH psiJl TaHUX, 1 HA HOTO OCHOBI MOYKEMO
o0y TyBaTu MPOrHO3 Ha MaiOyTHIN Mepioj, BU3SHAYMTH OCHOBHI CTATUCTUYHI XapaKTEPUCTUKH PALY.
B npyromy Bumnanky (psa 2) mpoaHalli3yeMO aHAJOTIYHUHN psl, y ssikoMy OyIyTh BiJIICYTHI JaHi 3a
MEeBHI Mepioan, TOOTO 3IMITYEMO HEMOBHUH psAJ AaHUX. Y TpeTboMy BHUIAAKY (psi 3) 3amicTh
BIICYTHIX JTaHUX OyJ€eMO BHKOPHMCTOBYBATH HEKOPEKTHI JaHi — Hym. Jljig Toro mo0d BU3HAYHUTH,
HACKUIbKHM CYTTE€BO MOBHOTA Psi/ly BIUIMBAE HA OTPUMAHI pe3yJIbTaTH, aHATOTTYHO JI0 TIOBHOTO PSIY
BH3HAYUMO HMOTO0 OCHOBHI CTaTUCTHYHI XapaKTEPUCTUKU — CEpPEIHE 3HAYEHHS, AUCIEPCII0 Ta
CepeIHbOKBAAPATUIHE BiIXMIeHHS (Ta0m. 1).

Tabnruya 1 — OchosHi cmamucmuyHi Xapakmepucmuku 00C1i0XHCY8AHO20 YACOB020 PAOY

XapakrepucTuka Pan 1 Psan 2 Psan 3
Cepenne 10,59493 | 10,59324 | 8,474591
Tlucriepcist 0,048268 | 0,043738 | 17,98966
Crannaprhe 0219701 | 0209135 | 4,241422
BIAXUJICHHSA
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SIk BUAHO 3 pe3ynbTaTiB, NPEACTABICHUX y Tabn. 1, HaWOUIBII CyTTEBO Ha OTpUMaHi
pe3yNbTaTu BIUIMBA€ BUKOPHUCTAHHS JJISl MOJAIBIIOTO aHaNi3y YM MPOTHO3YBAHHS BUKOPHUCTAHHS
HEKOPEKTHUX JaHWX. BpaxyBaHHS HYJbOBUX 3HAY€Hb NMPU3BOAUTH A0 30UIBIICHHS aUcHepcii Ta
CTaHJAPTHOTO BIIXWJICHHS Yy JACKILIbKA pasiB, 110, B PE3yIbTaTi, pOOUTH MO0y yBaHHS MPOTHO3HHUX
MoJIesiell HepalliOHAIbHUM Yepe3 BEeNHKI JOBipYi iHTepBain ab0 HU3bKY TOYHICTH mporHosy. [Ipu
bOMY, BpaxyBaHHS HyJIbOBHX 3HaYCHb 3AJICKUTH Bl aOCOTIOTHUX XapaKTEPUCTHK PSITy JTaHUX.

BincyTHICTh aHUX 3a MEBHI MEPiOJM TAaKOX HETATHBHO BIUIMBAE HA TOYHICTh OTPUMAHUX
pe3yabTaTiB. Y BUIAIKAX, KOJHM y MPONYIICHUX 1HTEPBAIAaX BiOYBAIKCH CYTTEBI 3MIHU TCHJACHIIIT
psay AaHux, 1e He OyJe MOMIYeHO Ta BPaxOBAaHO NMpH MOOYAyBaHHI MPOTHO3HHUX MOAENeH abo
PO3paxyHKy aHaJIITHYHUX MOKa3HUKIB[13].

JlJis OLIHKYM BIUTMBY BpaxyBaHHS HYJBOBHUX Ta MPOIMYIICHUX IHTEPBAIIB Ha Pe3yJIbTaTH
MIPOTHO3Y BUKOPHUCTAEMO JIIHINHY Ta MOJIiHOMIaNbHY MOIemb. /{7151 o0y myBaHHs TPOTHO3Y Ha OCHOBI
oOpanux mojenei Bukopucraemo MS Excel (puc. 3).

y =-0.0102x + 10.702

11
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Pucynox 3 — Ilpoenosysanus Ha 0CHO8I NONTHOMIALHOI Ma NIHIUHOT MOOei OJist NOBHO20 POy
0aHux, psioy 3 NOPOIACHIMU 3HAYEHHAMU, MA PAOY 3 HYIbOBUMU 3HAUEHHAMU

Sx BumHO 3 pucC. 3, BHKOPUCTAHHS HEOOPOOJNEHUX BXITHUX MaHUX JUIS aHATI3y YHd

MMPOTHO3YBAaHHS MOK€ TPHU3BOIUTH JO OTPUMAHHS PE3yJbTaTiB 3 HHU3BKOK JIOCTOBIPHICTIO abo
MPOTHOCTUYHOIO MPUIATHICTIO.
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Jlyis Toro mio0 3amOBHUTH JIaHi 3a TEBHI MEPIOU CIIOYaTKy BUKOPHCTAEMO METO][ KOB3HOT
CcepenHboi, TOOTO BHUKOPUCTAEMO CEpEIHE 3HAYCHHS 3a HAWOMMK4Yl Tepioaud Uil Tepioay
3T DKYBaHHS m:

f=—2x (D)
Takox BIICYTHI 1aHI MOYKHA 3aMIHUTH METOJIOM €KCTPAIOJISIIil ICHYIOUUX:

= )

| X, akwyo x =0,
X
X, akuyo x>0.

Po3srisiHeMO BHUKOPUCTaHHS METOIy MPOCTOI KOB3HOI CepeaHBOI /I 3alIOBHEHHS BIJCYTHIX
€JIEMEHTIB psy AaHuX (puc. 4).
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Pucynox 4 — Buxopucmarns npocmoi K083Hoi cepeOHbOoi 0151 3an08HeHHs. 6I0CYMHIX OAHUX
4aco6020 paody (nepiod 321a0xcyeanHs m=23, m=>J5) ma ekcmpanoaayii

SIk  BHOHO 3 pe3y’NbTaTiB pPO3PaxXyHKY OCHOBHHX CTAaTHCTUYHHX XapPaKTEPUCTHUK
JOCIIJPKYBAHOT'O 4acoBOro psny (X), psly OTpMMaHOTO METOJOM 3IVIaJKyBaHHA (m=3, m=5) Ta
MetosioM exkcrpanoisanii (EXTR), HaBenenux y Ta0i. 2, HaBITh MPOCTI METOJIU 3TJ1a)KyBaHHS 1al0Th
OUTBII JIOCTOBIpPHI pe3yJabTaTW Yy MOPIBHSAHHI 3 eKcTpamoyisiliero. TuM He MeHII, MeToIu
3TITa/DKYBaHHS X04a W MOXYTh OYTH OCTATHHO E€(PEKTHBHO BHUKOPHUCTAaHI 3 METOI YCYHEHHS
MPONYCKIB a00 HEKOPEKTHHUX HYJIbOBHMX 3HAuU€Hb, OJHAK HE JO3BOJSIOTH BpaxyBaTH HAasiBHICTb
TEHJICHIII] Y 4aCOBOMY Psi/il 1 MOKIIUBICTS 11 MPOSIBY caMe y MPOITyIIEHOMY 1HTEpBaJIi.

Tabauysa 2. — OcHOBHI CMamucmuyHi Xapaxmepucmuku 00CIi0H#CY8AHO20 YAC08020 psdy (X) ma
PAO0Y OMPUMAHO20 MEMOOOM 321A0HCYy8anHs (m=3, m=5) ma memooom excmpanonayii (EXTR)

XapakTepucTiuka X m=3 m=5 EXTR
Cepente 10,59493 | 10,60622 | 10,60185 | 10,63172
Jlncriepcis 0,048268 | 0,036987 | 0,038935 | 0,042445
Sf;fj;g:: 0,219701 | 0,19232 | 0,197319 | 0,206021
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3 MeTol BpaxyBaHHS TEHJEHLII 4YacoBOIO psAAy MpPU 3alOBHEHHI PSAY BHKOPUCTAEMO
MPOrHO3YBaHHS (3), peBEepCUBHE MPOTHO3YBaHHS (4) IS JIOKAJTbHUX IHTEPBAIIB HA OCHOBI JIIHIHHOT
Ta HOJIHOMIANbHOI MOJEN:

2 —_—
s )% +ax,_ va,+ax,_ +a,x,_, akuo x =0, 3)

x,, akujo x> 0.

2 —
a, +ax,,, va,+ax,, +a,x,,", akuo x =0,

4

<>
Il

X, akuyo x> 0.

Jiis niHifHOT MOIeTTi, BAKOPUCTAEMO HACTYITHI TapaMeTpu (puc. 5):

a, =10,702
a,=-0,0102"

JJ1s TToJTiHOMIiaJIBHOT MOJIEII, BiJIIIOBITHO:

a, =10,625
a,=0,0107 .
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Pucynox 5 — Bukopucmanisi 10KaibHO20 NPOSHO3YEAHHS OJis 3aN06HEHHS. 8I0CYMHIX OAHUX
4aco6020 pAdy (MHIIHA Ma NONTHOMIATbHA MOOEb)

CepenHe, mucrnepcis Ta CTaHAAPTHE BIAXWICHHS YacOBOTO W 1HTEPIIOILOBAHOTO METOJIOM
JIOKaJILHOTO IPOTHO3YBaHHS PSIiB HaBeIeHI B Ta0. 3.
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Tabnuys 3 — OcHo6HI cmamucmudti Xapakxmepucmuku 00CIi0AHCYBAHO20 YAC08020 psdy (X) ma
PAOY OMPUMAHO20 WLTAXOM 3ANOSHEHHSL NOPONICHIX 3HAUEHb MEMOOOM JIOKAIbHO20 NPOSHO3YEAHHSI
07151 3aN0BHEHHS BIOCYMHIX OAHUX YACOB020 PAOY (MIHIIHA MA NONTHOMIAILHA MOOEb)

JliHiiina THoainomiaabHa
XapaKTepuCTHKHU X
MOIeJIb MOIeJIb
Cepexte 10,59298848 | 10,59940492 | 10,59298848
Tlucniepcist 0,034990411 | 0,035142256 | 0,034990411
Cranaprae 0,18705724 | 0,18746268 | 0,18705724
BIAXWJICHHA

Jli1 noOyayBaHHSL PEBEPCUBHOTO IIPOTHO3Y BUKOHAEMO TPAHCIIOHYBAHHS IIOYAaTKOBOTO PAIY
JAHUX Ta PO3paxyeMO MapaMeTpu MOJIeJei, 0 MPOLTIOCTPOBAHO HA PHC. 6.
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Pucynox 6 — Po3paxyHok napamempis HiHitiHOI ma noaAiHOMIanIbHOL MOOei 051 pe8epCusHo20
NPOCHO3Y8AHHS

Takum ynHOM, T THIKHOT MOJIEITI, BUKOPHUCTAEMO HACTYITHI TApaMeTpH:

a, =10,488
a,=0,0102"

JIns mos1iHOMialIbHOT MOJIEIIi, BiJIITOBITHO:

a, =10,412
a,=0,031
a, =—-0,001
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I'padiku gacoBoro psay i1 MPOrHO3HUX PSAIIB 3a JIHIHHOT Ta MOJIHOMIAJILHOIO MOJACIISAMH 3
BUKOPUCTAHHSIM JIOKAJTBHOTO PEBEPCHUBHOTO MPOTHO3YBAaHHS JUIsl 3allOBHEHHS BIJICYTHIX JaHUX
94acOBOT'O Psly HABEICHO Ha pUC. 7.
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Pucynox 7 — Bukopucmanus 10KanibHO20 peeepCusHo2o NPOSHO3Y8aAHHS 015l 3aN08HEHHS 8I0CYMHIX
O0anux 4acogo2o psody (NiHiuHa ma NONIHOMIANbHA MOOeNb)

B TaGun. 4 HaBeleH1 CTaTUCTUYHI XapaKTEPUCTUKH YaCOBHX Psi/IiB, B TOMY YHUCIIi, OTPUMAHUX 32
paxyHOK peaizalii JiHIMHOI Ta MoIIHOMIAaIbHOI MOJIETEH.

Tabauys 4 — OcHosHi cmamucmu4ti XapakmepucmuKy 00Cai0HCYBAH020 4ac08020 psaody (X) ma
PAOY OMPUMAHO20 WLISXOM 3ANO0BHEHHSL NOPOICHIX 3HAUEHb MEMOOOM JTOKAILHO20 Pe8EPCUBHO0
NPOCHO3YBAHHS OJISl 3aNOBHEHHS BIOCYMHIX OAHUX 4aACO0B8020 PAJY (MIHIUHA MA NOAIHOMIAILHA

Mooenn)
Jliniiina IMouainomiannHa
XapaKTepuCTHKH X
MOIeJIb MOIeJIb
Cepenne 10,59493 10,5508 10,6
Jucniepcis 0,048268 0,042197 0,035174

Crannaprie 0,219701 0,205418 0,187548
BIAXWJICHHS

Jl1is mocniaKyBaHOTO MPUKIIAAY, 3T1IHO 3 pe3yabTaTaMu OTPUMaHUMU 3 TabmuIli 3 Ta Tabmuii
4, OupII TOYHI pe3yJbTaTH MPHU 3alIOBHEHHI MOPOXKHIX 3HAYEHb PSAY JO3BOJISIE OTPUMATH METO[
JIOKAJILHOTO TMPOTHO3yBaHHs. B TOH ke yac, B JNEAKMX BUMAJKaX BUKOPUCTAHHS PEBEPCHUBHOTO
MIPOTHO3YBAHHS € €JIMHAM MOXKJIMBHM CITOCOOOM OTPHMAHHS BiJICYTHIX 3HaueHb. Hampukiaz, sKo
MOPOKHIMH € OJHI 3 MEPIINX CIOCTEPEKEHb, BHUIBICHHS YITKOI TEHJCHINI Ha OCHOBI JEKITBKOX
MONEPEIHIX CIIOCTEPEKEHb a00 MpHU iX MOBHIM BIACYTHOCTI HE Ja€ TOCTOBIPHHUX PE3yJIBTATIB. Y
TaKWX BHIAJKaX, KOJM PEBEPCHBHE NMPOTHO3YBAHHS JAa€ MEHII TOYHI Pe3yJbTaTH y MOPIBHAHHI 13
MMPOTHO3YBAHHIM Ha OCHOBI MOTIEPEIHIX 3HAYEHB, 1 IPH I[bOMY BiJICYTHI IOYATKOB1 3HAYEHHS P,
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MOJKJIMBE BHUKOPHUCTaHHS KOMOiIHOBaHOro MeTomy. To0To, s YacTUHU TOPOXKHIX 3HAYEHb
BUKOPHUCTOBYETHCSI IPOTHO3YBAHHS HA OCHOBI TIOTIEPE/IHIX 3HAYEHbB, a TaM JIe 1Ie € HEOOXITHUM — Ha
OCHOBI MOCTIAYIOYNX 3HaU€Hb, TOOTO PEBEPCUBHE MPOTHO3YBAaHHS.

BucHoBku. Bukopucrani y IOCTI/DKEHHI METOAM 3IVIA/DKYBaHHS 3a JOMOMOTOKO IMPOCTOi
KOB3HOI CEepeHhOi Ta EKCTPAmOJsAIii JO3BOJSIIOTh MiJBUIIUTH SKICTh BXIIHUX JaHUX, Ta, SK
pe3yabTatr, MiIBUIIMTH MPOTHOCTUYHY SKICTh OTPHUMAaHUX MPOTHO3HUX Mojelneil. B Toif xe wac,
3aCTOCYBAaHHA JIOKAJIbHUX MPOTHO3IB JJISi 3alIOBHEHHS MPOITYIIEHUX 3HAYECHb JI03BOJISIE OTPHUMATH
HaWOLIBII TOYHI PE3yJIbTATH 3aMICTh BIJCYTHIX JaHHMX, 1, IK PE3yJIbTAT, MiABUIIUTH MPOTHOCTUYHY
AKICTb PO3pPOOJIIOBAHUX MPOTHO3HUX Moieel. TOUHICTh pe3yabTaTiB OTPUMAaHUX 3aMIiCTh BiJICYTHIX
JaHUX TIEPEBIPAETHCS PO3PAXYHKOM OCHOBHHX CTATUCTHYHUX TMOKA3HHKIB PAIy 3 IyCTUMH
3HA4YEeHHSMH Ta MOBHOTO psiny. Po3paxyHOK mapameTpiB Mojeleii pOrHO3yBaHHS JJIsl 3alIOBHEHHS
MyCTUX 1HTEPBAJIIB MOXKE 3/IIICHIOBATHCHh HA OCHOBI MOTIEPEIHIX JaHUX a00 TCHJCHIIIT BChOTO PAY.

OTtpumani B JaHOMY JOCHIPKEHH] PE3yJIbTaTH MOXKYTh OYyTH BUKOPHCTaH! Y TOJABIIOMY IS
3al0BHEHHSI HETIOBHUX PAIB MPHU aHaNi3l JJaHUX CTaHIIA €KOJOTIYHOTO MOHITOPUHTY a00 1HIIHMX
PS/IIB TaHUX, IO BUKOPUCTOBYIOTHCS JJIsl IPOTHO3YBAaHHS a00 aHATITUYHHMX PO3paxyHKiB. BuOip
MOJIeJIi MPOTHO3yBaHHS a00 aHAJTITHYHOTO METOJY, 3a JOINOMOIOK SIKUX 3JIHCHIOETHCS
3TIIaJPKyBaHHS Ta 3alIOBHEHHS MOPOXKHIX 3HAYCHb JAHUX MOJKE 3aJIe)KATH BiJ 3arajbHOI TEHICHII]
94acoBOT'O PAIY.
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SMOOTHING INCOMPLETE DATA SERIES OF ENVIRONMENTAL MONITORING
STATIONS USING PREDICTIVE MODELS

Abstract. The article examines the problem of incomplete data series in the analysis of data from environmental
monitoring stations, its impact on the reliability of the obtained results and the prognostic suitability of input data, as
well as data smoothing methods that allow minimizing the negative impact of data gaps. The absence of data in the series
can manifest itself in practice as false zero values that can lead to significant deviations, as well as missing data, which
in some cases hides trends in the dynamics of the series. At the same time, the analyst may not be aware of the presence
of empty or null values, which, as a result, leads to false conclusions or predictions. Smoothing methods using a simple
moving average and extrapolation allow to improve the quality of input data, and, as a result, to improve the predictive
quality of the obtained predictive models. Using local forecasts to fill in missing values allows you to get the most accurate
results instead of missing data and, as a result, improve the predictive quality of the developed forecast models. The
accuracy of the results obtained instead of missing data is checked by calculating the main statistical indicators of the
series with empty values and the complete series. Calculation of the parameters of forecasting models to fill the empty
intervals can be based on previous data or the trend of the entire series. The results obtained in this study can be used in
the future to fill incomplete series in the analysis of data from environmental monitoring stations or other series of data
used for forecasting or analytical calculations.

Keywords: environmental monitoring, data series, data series dynamics, data gaps, forecast, predictive models.
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CHUCTEMA PO3II3HABAHHS OBPA3IB HA BA31 HEUPOHHOI MEPEXKI 3
I'NIMBOKUM HABYAHHAM

Anomayia. Pospobrena cucmema po3nizHasanus 00'€kmis, AKA IPYHMYEMbCA HA HEUPOHHUX Mepedicax 3
enuboxum naguanmuam. Taxa cucmema po3nisnaganmsa oopasie 30amna 3a0e3nedumu moyHe ma weuoxe po3nisHaeaHHs
8i0OMUX [Tl Ma OAUZLKUX 00 MAKUX 300padxceHb y 8l0eokoHemHti, ompumanomy 3 IP-kamep 6ideonaznsdy. 3anericro 6io
YMO8 31ioMKU 8i0e0 ma Kyma 02140y IP-kamepu, areopumm pobomu 0anoi cucmemu 00cA2ae moYHOCMI Po3Ni3HABAHHS,
wo cknadae 96,38%. Taxuil idcomok posniznasanus 06pasié ¢ npakmuuno cmanum eionocno 11 knacie 06’exmis
ioenmugbixayii ma posnisnaganns. Taxi 6Ucoki pesyrbmamu 00CA2AIOMbC 3A805KU SUKOPUCIAHHIO HABYAIbHOL 0a3U
gioeooanux CamVid 6 sxocmi Hasyanbnoi eubipku Heliponuoi mepedxci. Taxa 6aza cgopmosana Ha ocHogi 421
Haguanvhozo ma 280 mecmogux sideoz06padicenv. B moldeni cucmemu posniznaeanmna nepedbaueHi MONCIUBOCTI
onmumizayii napamempie yHkyii Haguanus ma i0eHmughikayii, a MmaKodic 3MiHU Memooy SUMIPIOBAHHS I0CMAHI MidiC
BEKMOPAMU O3HAK (MEMPUKU BUMIPIOBANHSA 8I0CMAHT MOYOK).

Kniouogi cnoea: netiponna mepesica, enuboxe HaguaHHs Mepedici, Kiacupixamop 03Hax, ONOPHUU iHpHOpMayiuHUuLl
eexmop, epagpiunuii petim, MauuHHUL 3ip.

MeTta nocaizKeHHs 10JIsArae B po3pooii e(heKTUBHOIO aJITOPUTMY PO3Mi3HABaHHS TpadiuHUX
00’€KTIB 3 BIJECOKOHTEHTY, OTpUMaHOro 3 kamep IP-kamep cucremu BigeoHarnsiy. TOYHICTB
po3mi3HaBaHHs 00pa3iB B pa3i MpakTHUHOI peastizallii anropuT™Ma Ma€e CKIajatyu He MeHIe 95% s
BiJICOZJAHNX, MAKCUMAIIbHO HAOJMKEHHX JI0 pEaTbHUX YMOB.

AHaJi3 ocTaHHIX JocaiIzKeHb Ta myOJikaniii. Ha mijgcTaBi mpoBeaeHOTo aHaNi3y HAyKOBHX
JOCTIKEHb, MPUCBAYEHUX aJrOpUTMaM Ta METOJaM pPO3Mi3HAaBaHHS 00'€KTIB TUIy «TrpadiuHUi
o0pa3», sIKi HaBeJleHl B YUCIEHHUX JDPKeperax, 30kpema B [1-9], Mo)kHa 3pOoOMTH MEBHI BUCHOBKU
CTOCOBHO MOJIeJIe Ta MaTeMaTUYHOIO arnapaTy MPHUKIaJHUX CUCTEM po3Mi3HaBaHHA. B Takiil pomi
HaHOUIBII JOLITBFHO 3acTOCOBYBaTH HelpoHHi Mmepexi (HM). Moneni Ha 6a31i HM e HaiiGinbm
e(eKTUBHUMHU JJIs1 PO3POOKH CHUCTEM pO3Mi3HaBaHHS 00pa3siB, siki 00poOIIOI0TH TpadiyHuil abo
BiJICOKOHEHT. /{7151 CTBOpEHHS CUCTEMU pO3Ii3HaBaHHA 00pa3iB BaXKIMBO C(HOPMYITIOBATH aJeKBATHY
MaTeMaTHYHy MOJIelb, HA OCHOBI SIKOI MOKJIMBO Oyjie peasizyBaTH MiACHUCTEMY 1IeHTH}IKalii Ta
knacudikamii rpadiunux 06'ektiB. Llikom soriyHo BUkopuctaTn Mozens HM, mo rpyHTyeTbes Ha
aIropuTMax HEHPOHHUX Mepex 3 HaBuaHHAM abo Oe3 Takoro. IlepeBaroro moniGHUX Mojenei €
MOIMBicTh HaByaHHA. HaBuanus moneni HM nae 3Mory akTyamnizyBaTd 1 3Ha4HO IiJBUILYBaTH
SKICTh TpPOLECY pO3Mi3HaBaHHS 1 HACTYMHOI Kiacudikamii, o BKa3aHO B jkepenax [6,7]. B
KOMIT'IOTEPHHX 1HTEJIEKTYaIbHUX CUCTEMaX JUIsl PO3Ii3HaBaHHS 00’ €KTIB Y BIICOKOHTEHTI MALIMHHE
HaBYaHHS 4acTo € (aKkToOpoM, SIKHH CyTTE€BO MIJABUIILYE AJEKBAaTHICTh Ta TOYHICTH allFOPUTMY
BHU3HaHH Ta ieHTUdIKallii, K 3a3Ha4eHo y kepenax [6-8]. Tomy Bubip Momeni cuctemu Ha 06asi
HM e minkoM BUNpaBIaHuid.

PesyabTaTH fgociigkeHHs Ta ix oOroopenHnsi. Cuctema po3mi3HaBaHHA o00pasiB 3
BimeoTpadiky IP-kamep € aktyanpHOW0. [lomiOHI CHCTEMH YMOBHO CKJIAIAalOThCS 3 JACKITBKOX
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migcucrem: 1) TexHiuHa dYacTuHA (MIACUCTEMa BiJIGOHATNSIAY); 2) MIJCMCTEMa aHami3y Ta
Kiacudikamii eleMeHTIB 300pakeHHs;, 3) TicucTeMa peecTpalii Ta Yy3araJdbHEHHS JaHUX
po3mizHaBaHHa. CTpyKTypHa cXeMa CHCTEMHU pO3Ii3HaBaHHS 0Opa3iB B 3araJbHOMY BHTJISI
noka3aHa Ha puc. 1.

PyHKLioOHaN cucTeMm

IP-BigeoniacucTema Ananis of'exris Bt MiacucTema aHaniay i
P MDIp O3Hak knacudikauii
\, I | ’\‘\)

Migcucrema Migcuctema
ETanoHHWM 06'exT —’ BMMIpIOBaHHA BUZIiNEHHA 03HaK

Miacuctema
knacudikauii i onucy +
03Hak

Homepwu knacie
onucy

PesynbTati BUMIpiB OsHaku

Mogynb posnisHasaHHa obpasis
\, /

Pucynox 1 — Cmpykmypha cxema cucmemu po3niznageanus oopasie

BaxnuBum etanoM y ¢dopMyBaHHI anroputmy € BuOip moneni i tunmy HaBuanHs HM. Ha
CBOTOJIHI ICHYIOTH JIEKUIbKA THUIIIB MOJICIICH CUCTEM PO3Mi3HABaHHS Ta iMeHTU(IKAIII 32 BUIAMU
HaByaHHA [10]. 3 orosay Ha BAKOPUCTAHHS B ITOPUTMI MaTeMaTuyHoro anapary HM moxxHa oOpatu
HarysigHe HaBuaHHA (Supervised Learning). L{efi THD HaBYaHHS BUKOPUCTOBYETHCS JJII HaBYaAHHS
MOJIeTli Ha OCHOBI Map BXIJHUX JAHMX Ta BIAMOBITHUX MITOK (TMIO3HAYOK), IIO Y3TOKYETHCS 3
BUKOPHUCTAHHSIM ICHYYMX Y BUIBHOMY JIOCTYIl TpeHyBalbHUX BHOOpok. Moxens HM 3 rmubokum
HAaBYaHHSIM BYUTHCS TMependavyaTd BIAMOBIIHI MITKH IS HOBUX BXIJIHUX JaHUX HAa OCHOBI
MOTIePETHHO HABUEHUX TPUKJIIAIIB.

VY noGynosaniit HM, sika oOpaHa B sIKOCTI OCHOBH IS MIJCUCTEMH 1AeHTUdIKALIT rpadidHUX
00'exTiB, Tepe0ayeHo KiJbKa IIapiB HEWpoOHIB (puc.2). 3 Orsily Ha HABEIEHY Ha pUC. 2 CXeMy
HeiiponiB HM maremaTnuHOi MoJiei CUCTEMH pO3ITi3HaBaHHS 00pa3iB 3 03HAKOI0 Xaapa, HaOLIbII
e(eKTUBHOI JUIsl BUMAJKY po3pobmtoBaHoi cuctemu Oyne HM 3 rmmbokum nHaBuanHsMm. OOpana
Mmojiesib HM no3Bostsie mpoBoauTH HaBuanHs HM 11 nepenbaueHHs pe3ysbTaTiB Ha OCHOBI BX1THUX
TaHUX.

Pixel Intencity of the R-Channel —A Q Q '
Pixel Intencity of tge G-Channel e O \ {} AL ,\}
X ':.- {_} \" X : —« )~ Object class
Pixel Intencity of the B-Channel ML AL O‘ /'f:}
'S’ ‘ \' :,‘\/ . v
Haar's features —@ @ O e 4

Pucynox 2 — Cxema HelupoHHUX wapie NPUKIady HetpoMepelCci Cucmemu po3nizHa8aHHs.
3 o3nakow Xaapa
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Bxignuit map HM oTpumye no4yaTkoBi JaHi, BKJIIOYAI0UYX IHTEHCUBHICTh KOJKHOTO IMIKCENs Ta
o3HaKM Xaapa Ui pi3HUX 00'€KTiB (IepeBa, aBTOMOOLI, TOPOTH, HEOO, €JIEMEHTH TPOTyapy abo
oropoxi, mimoxoau Ttomo). JaHuii Metox Oa3yeThcsi Ha BHKOpHUCTaHHI (GiIbTpiB Xaapa ais
BHSIBJICHHS PI3HUIIb Y 3HAUCHHSX IMIKCENTIB y IEBHUX 00JacTAX 300paykeHHs. B sikocTi ocHOBHOT 1€l
BUKOPHUCTaHHSA O3HAK Xaapa Jis ifgeHtudikanii rpapiuyHux o0’€KTiB € Te, m0 Ha 300pa’keHHSIX
ITyKalOTh MEBHI XapaKTEpUCTUKHN O0'€KTIB, TaKl SIK TPaHMUIIl, JiHIi a00 TEKCTYpH, SIKIi MOXKYTb OyTH
OpUCyTHI y 300paxkenHi. Hampukman, g 3azaui  pos3mizHaBaHHS —aBTOMOOLTIB  MOXYTh
BUKOPHUCTOBYBATHCS O3HAKW Xaapa JijIsl BUSBJICHHS KOJIiC, ap, abo 1HIIMX XapaKTepHUX JeTaieu
aBTOMOOUTI. BUKOPUCTOBYIOUM Taki O3HAKM JITOPUTM Ha OCHOBI TMTMOOKOI HEHPOHHOT Mepexi
BiIpi3HsAeMO Ha rpadiuyHomy ¢oHi iHopmaliiiHuii BMICT 00’ekTy imeHTu(ikamii (Ha puc.3 1ei
00'ekT — aBTOMOO1IIB) [10].

file [dit Yiew [nsert [ desktop Window He b
da & ° D9« £- A 03 =3

Fur_aground

Pucynox 3 — Ilpuknao euokpemnenus na epagivnomy ¢oui inghopmayitinuti emicm 06’ekmy
i0enmuchixayii po3poobaeHuM aneopummom

Hami, wi gaHl nepenarwoTbes A0 mepuioro mnpuxosaHoro mapy HM, ne BinOyBaroThes
MaTeMaTH4HI OOYMCICHHS 3 BUKOPUCTAHHSAM BXiJHUX JNaHuX. Hapemri, BuxigHuii map gopmye
(biHaIBHUM pe3ynbTaT — IIeHTU(IKALII0 TUITY 00'€KTa, MTPUCYTHHOTO HA KOHKPETHOMY 300pakEHHI.

Jns mpakTHyHOI peanizaiii po3poOieHoi MaTeMaTHYHOI MOJAEl CHUCTEMH pPO3Ii3HAaBaHHS
00a3iB Oys0 BuOpano cepenonuiiie po3podoku MATLAB. ¥V oMy cepenoBuiili 10cTymnHa BOy10BaHa
¢byHskuis vgglo(), mo peanizye B co0l apXiTeKTypy IMTUO0K0i HEHpOHHOT Mepexi 3 16 3ropTKOBHX 1
MOBHICTIO 3B'I3aHUX IIapiB HEHPOHIB, BKIOYat0uM 13 3ropTKOBHX IIapiB Ta 3 MOBHICTIO 3B'A3aHUX
mapiB. Jlany GyHKIIiI0 MOYKHA BUKOPUCTATH JUI Kiacudikallii 300paxeHpb B IpoIleci po3Mi3HaBaHHI.
3ranana ¢pynkmis vggl6, mo npucytHs MATLAB, nmoBeptae 06'ekT HEHPOHHOT MEpEeXI, ajie BOHA HE
MICTUTh KOHKPETHOTO MeETOAY JUIsi OOYMCIeHHS BiAcTaHi (METPUKH) MDK BEKTOpaMH O3HaK
00pobroBaHuX 300pakeHb. Uepes 11e /715 po3B’ 3Ky MOA10HUX 3a/1a4 BUKOPUCTOBYIOTHCS CIIEIalIbHI
METOJAUKH 00YHCIICHb [9]:

- €BKJIJ0Ba BiJACTaHb;

- KBajpaT eBKJiJO0BOI BiJICTaHi;

- Bigcraup YebOuiena;

- XEeMIHroBa BiJICTaHb.

- MAaHTeTTeHCHKa BiJICTaHB;

Jlnis Mmozieni cucteMu iieHTHdiKaiii Mu OyJ1IeMO BHKOPHUCTOBYBATH KIIACHYHY BijicTanb EBKitifa
B SKOCTI METOJly BHU3HAUEHHS BIJCTaHI MDK TOYKaMHU TECTOBHUX Ta €TaJOHHUX 300pakKeHb.
OOuncneHHs BiZICTaH1 3a JOMOMOT o0 MeTpukH EBKIIia € HalnpocTimM Ta epeKTUBHUM CIIOCOO0M
OTPUMAaHHS 3HAYCHHS MPsAMOi BIJICTaHI MDK JBOMa Todkamu y mpoctopi. [lpm imentudikarii
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rpadiuHuX 300paxkeHb BiicTaHb EBKIIiIa BUKOPUCTOBYETHCS, SIK Mipa MOPIBHSHHS BUBOLY MOJIENI 3
OUYIKyBaHUMH 3HAYEHHSMH, SIKi OyJIM OTpUMaHI MiJ 4yac HaBUYaHHS HEHPOHHOI MEPEXKi, a TAKOXK IS
MoJNIbIIOI Kacu(ikamii 300paskeHb Ha OCHOBI TXHIX BIIaCTHBOCTEH.

Jliist po3paxyHKy METPHK BiJICTAHEH TOYOK 3aCTOCOBYEMO BHpa3 Ui BU3HAueHHs EBKIiM0OBOT
BlICTaHl, HABEICHUH HIDKYE:

n

Z(xi - x{)?.

i=1

p(x,x") =

BianoBigHO, y HaBeJAeHOMY BHINE BHpasi: X; — NEPIIMA N-BUMIPHUH BEKTOP TOYOK
300paKeHHSI; X; -APYTHi N-BUMIPHUI BEKTOP TOYOK 300pakeHHs. [laHi iHhopMariiiHi n-BUMipHi
BEKTOPHU B CTBOpEHii Mojeni GopMyIOThCs 3a MPUHIUIIOM, SIKi MOKYTh OyTH OMHMCaHi HACTYITHUMHU
BHpa3aMHu:

x = (X1 %25 v Xp). X' = (X1} X3 oo Xp)-

Tpenyeanna ma mecmyeanns cucmemu oopasie.

Bucoki moka3HHKH CUCTEMH PO3ITi3HABaHHS 00pa3iB MOXKJIMBO OTPUMATH JIMIIIE TOJ1, KOIH ii
anroput™M Mozenmi, noOynoBanuid Ha 0a3l TAMOOKOrO0 HaBYaHHSA, NpPOIIEe TPEeHYBaHHS Ha
BHUCOKOSIKICHIN BifeoBuOipii. Jjis TpeHyBaHHS HEWPOHHOI MepeXi BUKOPHUCTOBYBAIHCS €TaJIOHHI
nani BigeoOasm CamVid, mo Bxitoyae croemianbHi MiTKM. Jlama TpeHyBanmbHa 0asa JaHHX
CKJIQJIAEThCS 3 KOJICKIIT BiieoparMeHTIB 3 CEMAaHTUYHUMHU MITKaMH BiANOBIIHUX KJIAaciB 00'€KTIB,
JOTIOBHEHUX MeTaanuMu. OCHOBHUI Ha01p MiTOK eTasioHHOi 6a3u CamVid acorlitoe KOKeH IMiKCelb
3 OAHUM 3 32 CeMaHTHYHUX KJIaciB 00'€KTIB, 110 11eHTU(DIKYE cHCTEMA.

OpaHOo3HAYHO BU3HAYEHI K1acH 00'€KTIB 11eHTHU(]IKAIIT MO/IEI CUCTEMH PO3Ii3HABaHHs 00pa3iB
3a TUTIOM:

_ "He60" ("Sky");

- "Byniena" ("Building");

- "CroBm" ("Pole");

- "Hopora" ("Road");

- "Tpotyap" ("Pavement");

- "Iepeso" ("Tree");

- "3nakCumbony" ("SignSymbol");
- "[Tapkan" ("Fence");

- "ABromoOutp" ("Car");

- "[Mimoxix" ("Pedestrian");

- "Benocunenuct" ("Bicyclist").

Jns pexuMy TpeHyBaHHS pO3JiIbHA 3JaTHICTH TpadiuHux ¢pemiB Oyiaa oOMexeHa
napamerpoM 360x480 TOUOK y BiI€OBHOOPIIL.

Jlns Toro, mo0 OTpUMAaTH CEepe/iHI 3HAYCHHS NI BIOPSIKOBAHOTO HAOOpY TECTOBUX AAHHUX

MoO>kKHa BUKOpHUCTaTH ¢yHKii median(), sika IPUCYTHS B CEPEIOBHILI MOJECIIOBAHHS Ta TECTYBAaHHS
ctBopeHoro anropurcy HM Matlab. 3nauenns nns mapaMerpiB iHimiamizauii, GyHkuii BTpaT Ta
TpPEeHYBaHHS HEHPOHHOI MepeXi HaBe/leH1 B Tab. 1.

Tabauysa 1 — IHapamempu iniyianizayii pynkyii mpenyeanHs HelipOHHOT Mepexci

Haspa aprymenra ¢yHkuii trainingOptions() 3Ha4veHHs mapaMerpa
Momentum 0.9
InitialLearnRate 1*1073
L2Regularisation 0,0005
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3 METO10 BUKOHAHHSI KJIACTEPHOTO aHaJli3y Ta HACTYIHOI (PiHAIBHOI Ki1acH(iKalii po3ni3HaHUuX
Ta i1eHTU(IKOBAaHUX IpadiyHUX 00'€KTIB B MiACUCTEMI 1IeHTH(IKAIIIT CIT1]] BUSHAYATH IIKATY OI[IHOK
s Kinacudikaropa oTpUMaHUX 3 BileokoHTeHTY [P-kamep rpadiunux 300paxensb. lns ocHOBU
dbopMyBaHHS IIKAJIW OIIHOK B POOOTI BHKOPUCTAHO I1H(OpPMAIIHHY CKJIAJIOBY ICHYIOUHX B
KoMIT'toTepHiii Moaeni RGB kanamiB, mo Bu3Ha4aroTh rpadiuawmii (peiiM y BIANOBIIHOMY
rpadiunomy dopmarti: {R € (0; 255), G € (0; 255), B € (0; 255)}.

ETanonni BekTopH, 3 SIKUMU MOPIBHIOIOTHCS OTpUMaHi rpadiuni kaapu 3 [IP-kamep, copmoBani
BiamoBimHO 10 RGB-momeni konwopy. ETamoHHi BekTOpHM B CHeEIiami3oBaHUX JpKepeax 4acTo
3rajIaloThCs, SIK OMOpHi (Ha3Ba-aHanor). KpiM TOro, Ttaki BEKTOpU Ui CTBOPIOBAHOI CHUCTEMH
po3naineni Ha 11 kiaciB po3mni3HaBaHHS:

- OyaiBii, iIHPPACTPYKTYpHI 00’ €KTH;

- He0O0, TOPU3OHT;

- TOpOXKHS iHPPACTPYKTYpH Ta ii eleMeHTH;

- JIOPO’KHE TIOKPHTTS;

- TIIIOXO/HI TOP1KKH, MAaHAYCH, IMIIIIOXOIH TOIIIO;

- JepeBa, KyIili, POCIMHHICTb;

- TOpO>kHi, iHpOpMAaLiiHi 3HAKH, CBITIOPOPH;

MapKaHu Ta OTOPOXKi;

aBTIBKH, BETUKOTa0ApHUTHI 3aCO0M IepecyBaHHS Ta MMOTSTH;
JOPOCITI MIIIOXOIH Ta JITH, TBAPUHH, BI3KH;

MOTOIUKIIU Ta MOTIE/IH, CKyTEPH.

I'padiuna kapra RGB-kananiB kombopiB A7 BIAOKPEMIIEHHS KIAaciB iAeHTH(]IKOBaHHX
rpadigHUM 00'€KTIB MICTUTh NIEBHUI HAO1p 3HAYEHb KaHAITY KOJIbOPY JUIS BCIX ICHYIOUHX a CHCTEMI
po3mizHaBaHHs 11 OCHOBHMX KiaciB 00’e€kTiB. B Tabnuii 2 HaBe[eHI 3HAYEHHS IMMapaMeTpiB I
po3mizHaBaHHs 0a30BUX 00 €KTIB y OCHOBHHX KJacax iaeHtudikarii Ha 6a3i RGB-momeni.

Tabauysa 2 — bazosi 06’ekmu ocnogHux knacie ioenmugikayii ma ix xapakmepucmuxu

. XapakTepucTUKHU KiaciB po3nizHaBaHHS (RGB-

HasBa knacy po3mizHaBaHHS

O3HaKH)
Sky 128 128 128
Building 12800
Pole 192 192 192
Road 128 64 128
Pavement 60 40 222
Tree 128 128 0
SignSymbol 192 128 128
Fence 64 64 128
Car 64 0128
Pedestrian 64 64 0
Bicyclist 0128 192

TpenyBaHHS OJep>KaHOTO aNrOPUTMY Ha HaBYaJbHOMY HaOOpi Bil€OAaHUX Oa3yeThCs Ha

rMMOOKOMY HaB4aHHI HelpoHHOi Mepeki. Takuii migxig Aae 3Mory e(peKTHBHO BiAPI3HATH (OH
30paroeHHs BiJ 1HpOpMaIiiiHOro BMicTy 00'eKTiB ieHTHdIKall Ta po3ni3HaBaHHSI. MaTeMaTuyHy
MOJIeTIb HAaBYAIOTh HA BHOIpIH, MmO ckiagaeTbess 3 421 eramoHHMX 300paxkeHb, 3 skux 280
BUKOPHUCTOBYIOTHCSI IS TIOAAJIBIIIOTO TeCTyBaHHs. [1icist TpeHyBaHHSI BU3HAYAIOTHCS Bard 00’ €KTIB
JUIsL KOXKHOTO 3 BiIOMHX KiaciB (Tabuuug 2). Hampukiiaz, Bara 00’ exTiB kinacy «Sky» Ha rpadiyHux
(dpeiimax BigeonoToky 3 IP-kamepu cranoButsh 0.318184709354742 npu wactoti 0,9266.
BucnoBkm. [1ig yac cepii eKCriepuMEHTIB 3 po3Ii3HaBaHHIM rpadiyHUX 00pa3iB, IPOBEICHUX
B cepenoBuIli Matlab, anroputM cucremMu mpoIeMOHCTPYBaB BUCOKY TOUHICTB Y poOOTi 3 TpadiuHOI0
iHpopMmariero. B SKOCTI BiieoaHHUX JUIsI OTPUMAHHS Pe3yJIbTaTiB TeCTYBaHHS OyB BUKOPUCTAHUH

T
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BiZIeOpsiJl, 10 MICTHB 0a30Bi 00’ €KTH OCHOBHHUX KJaciB ifieHTH(iKallii, mepepaxoBani B Tabnuui 2.
TounicTh po3mnizHaBaHHs 11eHTU(IKOBaHUX 00’ €kTiB ckiana 96,38% mins Bineonoroky 3 [P-xkamepu.
Jnst mozteri HM BHKOpPHCTOBYBAJIHMCS TECTOBI 1aHi, 0 BKJItoYaiu 12 ¢pparMeHTiB, KOXKEH 3 SIKUX MaB
TpuBaiicTh 68,35 cexynau. [lopiBHIOIOUN pe3ynbTaTH TOYHOCTI pO3MMi3HABaHHS Tpad14HUX 00’ €KTIB
3 MaKCHUMaJIbHO HAOMMKEHHMHU 32 MaTEMAaTHUYHHM arapaToM Ta JOMEHHOIO 30HOK BUKOPHUCTAHHS
MOJKHA 3pOOUTH IEeBHI BUCHOBKH 3a Pe3yJIbTaTaTH, IIOKa3aHUMH Y Ta0I. 3.

Tabauys 3 — Iopienrosana mounicms po3nizHABaAHHA epapiuHux 0opa3zie

Tun HaOopiB TeCTOBUX JaHUX Tounictb, %
Casting™* 77,62
Defect* 97,88
Magnetic* 92,67
Tech* 94,23
Bridge* 99,02
Solar* 76,78
ba3oBi 00’ €KkTH OCHOBHHUX KJIaciB ileHTH(]iKaIlii CTBOPEHOTO

anroputmy (Tadyuiis 2) 96,38

Jiis po3miizHaBaHHS rpaiYHIX BUOOPOK HA HAOOPAaX TECTOBHUX JaHUX, TO3HAYCHUX 3HAKOM «*)
IIpY HaBYaHHI1 BUKOPUCTOBYBAJIHCS CIieliali30BaHi sl KO)KHOTro Habopy HaBuanbHi BUOipku [12]. B
SKOCTI MaMEMaTHYHOI OCHOBH JIsl aJITOPUTMIB PO3ITi3HaBaHHS HAOOPIB TECTOBHUX JaHMUX TaOiwii 3
BUKOPUCTAHOTO HEMPOHHY Mepexy 3 rinubokumM HaBuaHHAM VGG19. Taka Moxens mae Ha 3 mapu
HeHpoHiB OubIle, HOPiBHAHO 3 Tieto HM, sika BUkopucTaHa B aHiil poboti. Binomum daxrom € Te,
1110 31 30UIBIIEHHAM KUIBKOCTI LIapiB Ta HEMPOHIB y HEHPOHHIN Mepexi, sIK MPaBUIIO, 301IbIIYIOThCS
oOYMCITIOBaJIbHI BUTPATH Ha po3Mi3HaBaHHA oOpa3iB. OTxke, 301M1aTbcs 1 BUMOTH JI0 arapaTHOIO
3abe3neueHHs HiIboBOT MIaT(opMu iieHTUdIKaLT 1 po3Mi3HaBaHHA IpadiuHUX 00’ €KTIB.

Mosxna ctBepmkyBatu, mo komOiHamiss HM tunmy VGG16 3 metomoMm it oOuMcleHHS
BIJICTaH1 (METPUKHU) MK BEKTOpaMHU O3HaK 0OpoOIIOBaHUX 300paXkeHb Ha 0a3i eBKJIIJOBOI BiJCTaHI
JAr0Th MPUHHATHY TOYHICTH PO3MI3HOBAHHS, JIOCTATHIO /IS 3aCTOCYBAHHS B PsAJIi CHCTEM MAIIMHHOTO
30py. OTprMaHi NOKa3HUKH CIIBCTaBHIi 3 OUIBII MPOAYKTUBHUMH, ajle CKIaJHUMH aJrOpuTMaMy Ha
6a31 HM VGG-16 npu OuibIii 00YMCIIOBaNbHINA CKIAAHOCTI OCTaHHIX.

IlepciekTHBM BIOCKOHAJEHHA. J[J151 TOANBIIOrO BJIOCKOHAIEHHS TOYHOCTI PO3Mi3HABAHHS
Ta ieHTudikaili rpagiyHIX 00’ €KTIB MOKHA BUKOPUCTATH 1HITUN METO]1 00UUCIICHHS METPUKU MIXK
BEKTOpaMH O3HaK 300pa)keHb, HAPUKJIAJl, HA OCHOBI YOTUPbOX albTEPHATUB: KBAPATy €BKIIIJJOBOT
BiJICTaHl; MaHTSTTEHCHKA BIJCTaHb; BiJicTaHh UeOHWIleBa; XeMIHIroBa BiJICTaHb. XO0Ya I[i METOIH €
O0YMCITIOBAJILHO OUTBII CKJIAJHUMHU JUI TOTEHIINHHOI amapaTHOi 0a3u 3acTOCyBaHHS, aje ix
BUKOPUCTAHHS MOXE€ MIAHATH TOYHICTh pO3Mi3HABaHHS TpadiuHuX o00pa3iB B MPHUKIAJIHOMY
3aCTOCYBaHHI.
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IMAGE RECOGNITION SYSTEM BASED ON A NEURAL NETWORK WITH DEEP
LEARNING

Abstract. An object recognition system based on deep learning neural networks has been developed. Such an
image recognition system is capable of accurately and quickly recognizing images known to it and similar to them in
video content obtained from IP surveillance cameras. Depending on the video shooting conditions and the viewing angle
of the IP camera, the algorithm of this system achieves a recognition accuracy of 96.38%. This image recognition rate is
practically constant for 11 classes of identification and recognition objects. Such high results are achieved through the
use of the CamVid video database as a training sample for the neural network. This database is based on 421 training
and 280 test video images. The recognition system model provides for the optimization of training and identification
function parameters, as well as changes in the method of measuring the distance between feature vectors (point distance
measurement metrics).

Keywords: neural network, deep learning network, feature classifier, support vector, graphic frame, machine
vision.

No. 1 (2024) Information Technologies in Economics and Environmental Sciences 37



https://orcid.org/0000-0002-5151-9203
mailto:a.sagun@nubip.edu.ua
https://orcid.org/0000-0002-0510-7742
mailto:lena.pa@ukr.net

DOI: 10.31548/itees.2024.01.038 Nikitenko Y., Ryndych Y., Hoida I.

VIIK 378:004

Nikitenko Yevheniy

Ph.D., Associate Professor of the Department of Computer Systems, Networks and Cybersecurity,
National University of Life and Environmental Sciences of Ukraine

ORCID: https://orcid.org/0000-0002-9222-644X

E-mail: ev.nikitenko@nubip.edu.ua

Ryndych Yevhen

Ph.D, Associate Professor,

National University “Chernihiv Polytechnic”
ORCID: https://orcid.org/0000-0002-2723-4144
E-mail: zkasterwork@gmail.com

Hoida Ivan

Student of the Department of Computer Systems, Networks and Cybersecurity Department,
National University of Life and Environmental Sciences of Ukraine

E-mail: vanyahoyda@gmail.com

DETECTION OF COMMUNITIES IN SOCIAL NETWORKS

Abstract. One of the main threats is malicious programs (bots), fake accounts capable of imitating human
behavior. At the moment, bots create a lot of problems, both for ordinary users and for those who use social networks to
conduct a marketing campaign or conduct social research. Using bot profiles in social networks greatly distorts
information about the real benefits and interests of portal users. Therefore, it is necessary to determine which users of
the social network are programmed, and to be able to divide the flow of data into that generated by bots and by humans.
The threatening scale of the use of social bots requires the creation of effective algorithms for their detection. Internet
platforms and social services themselves are not too concerned about this problem. As a result, both ordinary users who
organize various communities and companies that promote goods, brands, and services through social networks suffer.
Thus, the task of recognizing malicious accounts in social networks and combating them remains relevant in the issue of
cyber security. The solution to the problem will be the development of network analysis methods that are designed to
identify and classify communities in social networks, assess their connectivity, degree of trust, as well as develop effective
algorithms for detecting malicious accounts. The purpose of the work is to develop an improved algorithm for detecting
malicious accounts in social networks, which is based on the study of modern methods..

Keywords: social bots, detection, malicious accounts, social networks, cluster analysis.

Introduction. Currently, social networks are an integral part of most spheres of human life,
integrating almost all existing Internet sources. They effectively structure users from political or
religious views, interests and passions, affecting almost all segments of the population, and are a
powerful tool for self-organization of both individual groups and society as a whole. Social networks,
which unite 40% of the planet's population every day, have become not only a means of
communication, but also a great source of information, entertainment hosting, a commercial platform
with a set of effective tools for distributing services and goods. It is natural that interested persons
seek to use such limitless potential for profit and to achieve their far from noble goals.

Over the past decade, social networks have grown significantly along with the speed of Web2.0
application development. Millions of people are registered on social networks such as Facebook,
Twitter, LinkedlIn, etc. For example, Facebook has about 2,94 billion users as of March 2023. As the
number of users only increases, the complexity of detecting social communities also increases.
Detecting and clustering data and users in social media communities is an important and challenging
problem in creating effective marketing models in the changing and evolving social systems. Such
marketing models are based on individual product purchase decisions influenced by friends and
acquaintances. This is leading to new models that treat users as part of an online social network rather
than traditionally as marketing individuals.

Social connections play an important role in determining user behaviour. For example, a user
may buy a product that a friend of theirs has recently purchased. This phenomenon is called social
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influence and is used to study how strongly the action of one user can provoke others to take certain
actions.

Literature review. Network science, which began its journey in the 1700s with Euler's Seven
Bridges of Konigsberg, has gone through many stages, including the emergence of graph theory,
sociograms (graphical representations of social connections), and the emergence of social network
analysis, culminating in a boom and establishment as a discipline. Only after some of the most recent
important discoveries, such as the development of scale-free networks, did the first social networking
sites appear within a decade, with Facebook accounting for 51% of the world's active online users
[1].

Social network analysis focuses on connections rather than actors. As a rule, a social network
is described by a graph or matrix of relationships (Figure 1) [2].

O

Figure I — Example of a community structure

The main areas of social media research are as follows:

1. Identification of communities in online social networks.

2. Search for key nodes in any society.

3. Building a set of nodes that are used to spread influence on an online social network.

The significance of social networks is based on the fact that, on the one hand, they are the
subject of socialisation of people, and on the other hand, they are the most powerful and accessible
political, ideological and economic tool [3]. The methods of social media analysis include the
following:

e methods of graph theory, in particular, the study of oriented graphs and matrices representing
them, used to study the structural relationships of a network participant;

e methods of finding local properties of participants, for example, centrality, influence,
position, belonging to certain subgroups;

e methods for determining the equivalence of participants, including their structural
equivalence;

e probabilistic models, including Markov process models.

Works [4] andi [5] study the problem of spam bot detection using a popular social network as
an example. The authors propose to distinguish ordinary users from malware using machine learning
classification. Traditional classification algorithms are used for this purpose: decision trees, neural
networks, and a naive Bayesian classifier. The number of subscribed and read users, as well as graph-
oriented user relationships, were taken as features.

A new methodology for identifying communities was put forward by the authors of the article
[6]. It consists in the construction and analysis of scalograms that reflect the interaction of users in a
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social network. Scalograms reveal a lot of hidden information about the nature of non-stationary
processes. They are used in various fields: predicting the consequences of an earthquake, analysing
earth movements, analysing the resistance of buildings to hurricanes, analysing the stability of
bridges, etc.

Purpose. This article focuses on community detection as one of the most promising tools for
world-class marketing research. The task of researchers is to find groups of users who have similar
interests or a high level of connections between them. Several existing community detection methods
have been studied. The research extended the CNM (Clauset-Newman-Moore) [9] algorithm, to use
the Jaccard similarity measure. First, a graph from the original network is output, and as a result, it is
labelled as a similarity social network or a virtual social network. The method based on this algorithm
shows that by pre-processing the original network, it is possible to obtain higher quality community
structures. Another algorithm for building strong communities online is the ECD-Jaccard algorithm
(ECD — «Enhanced Community Detection»), which enriches a virtual social network with edge
weights, then applies a quality-optimised version of the CNM algorithm to detect communities. This
algorithm has shown that by pre-processing the original network, it is possible to obtain higher quality
community structures.

Results and Discussion. A study was conducted to summarise the state of the environment
affecting social influence in online social networks, and different approaches were evaluated, which
are combined into an original categorisation system to understand commonalities and distinguish
differences.

Clustering was used to separate groups from the total population of users. The advantages of
cluster analysis are that it allows you to split objects not by one parameter, but by a whole set of
features. In addition, cluster analysis, unlike most mathematical and statistical methods, does not
impose any restrictions on the type of objects under consideration and allows you to consider a variety
of source data of an almost arbitrary nature. Cluster analysis allows you to consider a fairly large
amount of information and dramatically reduce and compress large amounts of information, making
them compact and visual. Moreover, clustering can be used cyclically. In this case, the research is
carried out until the required results are achieved. In this case, each cycle can provide information
that can greatly change the focus and approaches to further application of cluster analysis.

The task of cluster analysis is to divide the set of objects X into m (m — integer) clusters
(subsets) @1, Q2, ..., @, based on the data contained in the set G so that each object Q; belongs to one
and only one subset of the division. And objects belonging to the same cluster were similar, while
objects belonging to different clusters were heterogeneous. The solution to the cluster analysis
problem is a partition that satisfies some optimality criterion.

It is possible to define clustering in the context of a real social network by grouping people with
high friendships internally and scattered friendships externally. With clustering, you can identify
interest groups or communities that share common properties that can be used to learn about these
groups and understand their behaviour. For example, Amazon provides users with recommendations
based on their purchase history. Twitter also recommends new friends to follow members based on
several factors, such as being a friend of the same user.

It is difficult to imagine dividing social media user accounts with a large number of unequal
criteria into groups with two degrees of membership of 0 or 1. It is more natural to use a partial
membership in the range from 0 to 1, which will allow users whose characteristics are on the
boundaries between several clusters to belong to them with different degrees. Therefore, the fuzzy
clustering method was chosen as the main method for dividing user accounts into groups. The steps
of this algorithm are as follows:

1. The initial information for clustering is an observation matrix U of size nX k (1):

U= (1)

Uy o Ugg
-

Up1 = Upg
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where n — is the number of users, k — is the number of features.
2. Using the matrix U, we can find the value of the fuzzy error criterion (2):

2 N YK (r) 2
E“(X,U) = Xi=1 Xk=1 Uik”xi - Ck” , (2)
where cj, — «centre of massy» of the fuzzy cluster k (3):

cr = XiLy Upx;. (3)

3. After regrouping the objects to reduce this value of the fuzzy error criterion, it is necessary
to return to step 2 until the changes in the matrix U become insignificant.

The minimal spanning tree algorithm [8] first builds a minimal spanning tree on the graph and
then sequentially removes the edges with the highest weight. The figure shows the minimum spanning
tree obtained for nine objects.

By deleting the link labelled CD with a length of 6 units (he edge with the maximum distance),
we obtain two clusters: {4, B, C} and {D, E, F, G, H, I}. The second cluster can be further divided
into two more clusters by removing the edge EF, which has a length of 4.5 units (Fig. 2).

X2l

Xy

Figure 2 — Illustration of the minimum spanning tree algorithm

In the n-dimensional metric feature space, the distance between two objects is considered to be
a measure of the «similarity» of two objects.

The Mankowski distance family is a very common class of distance functions and can be
represented as follows (4):

D(pip;) =wX(pi — pj)w, 4)

where w — is a parameter with a value greater than or equal to 1. Based on the value of w, different
distance functions can be represented, such as the Hamming distance (w = 1), the Euclidean distance
(w = 2) and the Chebyshev distance (w = o). Other similarity measures are the cosine correlation
measure and the Jaccard measure.

To investigate the proposed approaches, experimental information was used for both synthetic
and popular real-world datasets. The modularity of Q and the normalised mutual information used
previously in other experiments were used as evaluation metrics to show the performance and
accuracy of the proposed algorithms. The maximum modularity Q,,,,, Was estimated using the CNM
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algorithm provided by Clauset et al. [9]. The normalisation of mutual information was also calculated
using the formula of Danon et al. [7].

Based on the data in the developed software application, a network was generated and the
results were studied.

For the Facebook network, the maximum modularity value for similarity-CNM outperforms
the original CNM algorithm by more than 67%. And for the American football network, the maximum
value of modularity for similarity-CNM exceeds the value obtained by the original CNM algorithm
by more than 23%. The number of steps to achieve Q,y,4, 1s lower for CNM than for similarity-CNM.

For Facebook, the number of steps when running the original CNM is 9879 steps, while in the
similarity-CNM it is reduced to 8843 steps. For the American football network, the number of steps
is also reduced from 108 steps for the original CNM to 100 steps for the similarity-CNM algorithm.

In the course of the study, software was developed that implements existing and proposed
similarity-CNM and ECD-Jaccard algorithms to provide a better community structure. The similarity-
CNM algorithm detects similarities between nodes and creates a corresponding virtual social network.
Similarly, the ECD-Jaccard algorithm also calculates the similarity of nodes as a preprocessing step,
but these values are then assigned as weights to the edge of the network, resulting in a weighted
virtual social network, unlike the similarity-CNM approach, which has no weights. The CNM
algorithm is then used to detect communities in both approaches. Experimental analysis shows that
these preprocessing methods have an advantage over the original CNM algorithm in terms of
community modularity.

Conclusions. The article proposes a solution relevant to the cybersecurity of social networks,
which involves the development of a new method for detecting social communities. The following
analytical and practical results were obtained in the course of solving the task:

1. An analysis of modern detection methods using various pattern recognition approaches and
mathematical models. The results of testing existing methods were compared, which showed that
most of them work with a certain amount of data. In this regard, there is a need to develop a new
algorithm for detecting social communities, which allows to reduce the number of unnecessary user
checks.

2. An analysis of clustering methods, taking into account their advantages and disadvantages,
is carried out in order to select the most effective ones for solving the tasks set in the paper.

3. A method for improving the quality of account sorting with further analysis of the results and
decision-making for individual user groups is proposed.

4. A combined method for tracking the behaviour of suspicious accounts in the network is
proposed, which can significantly reduce the number of additional checks.
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BUSBJIIEHHA CIIIVIBHOT Y COUIAJIBHUX MEPEXAX

Anomauin. OOHicio 3 20/106HUX 3a2pO3 € WKIOIUGI npozpamu (bomu) — eurosi akaynmu, 30amui imimysamu
no6edinky noounu. Ha oanuti momenm 6omu cmeopioroms 6azamo npood.iem K 018 36U4AUHUX KOPUCTY8A4ie, MAaK i 015
MUX, XMO GUKOPUCMOBYE COYIANbHI MepediCi OJia NPOGEOCHHA MAPKEMUH20GUX KAMNAHIE ab0 COYIanbHUX 00CNiOMNCEHD.
Buxopucmanus npoginis-6omis y coyianvhux mepesxicax 3HA4HO CNOMBOPIOE HGOpMayilo npo peaiivhi nepesazu ma
inmepecu kopucmyeauie nopmany. Tomy HeoOXiOHO GuU3HAUUMU, AKI KOPUCMYBAui CcoyianbHOi Mepedci €
3anpocpamMosanumMy, i Mamu MOACIUGICIMb PO3OINUMU NOMIK OAHUX HA MOU, WO 2eHEePYEMbCA bomamu, i mou, wo
2enepyemvCs no0bMu. 3acpo3nueuii Macumabd GUKOPUCMANHA COYIaNbHUX OOMIE 6UMazac CMEOPEHHS eQeKmUGHUX
aneopummig 0ns ix eusienents. Inmepnem-niamgopmu ma coyianvhi cepgicu cami no codi He HAOMO NEPeUMarmMvCs
yiero npobremoro. B pesynomami cmpasicoaroms K 36UNAUHI KOPUCIMYBAYI, SIKI OP2AHI308YI0Mb PI3HI CRITLHOMU, MAK |
KoMnauii, sAKi npocyeaiomv moeapu, Openou ma nociyeu uepes coyianvhi mepedci. Takum uunom, 3a60aHHA
PO3NI3HABAHMS 3M08MUCHUX AKAYHMIG Y COYIANbHUX Mepedcax ma 6opomvOu 3 HUMU 3ANUMAEMbCA AKMYATbHUM Y
numanni Kibepbesnexu. Piwennsm npobremu cmane pospoOKa mMemooie Mepedcesoe0 anauizy, sAKi NPpusHadeHi O
ioenmugbixayii ma knacugikayii cnitbHOmM y COYIANbHUX MepeNcax, OYIHKU IX 36'a3HOCMI, cmYneHs 008ipu, a MaKodic
PO3pobKa ehexmuHUX ancoPUMMI6 BUABNEHHA 3N06MUCHUX akaynmie. Memoio pobomu € po3pobka 600CKOHANEHO20
aneoOpUmMMy 6UAGNIEHHS 3NOGMUCHUX AKAYHMIG Y COYIANbHUX MePedNCcax, AKUl 6a3yemuca Ha GUEHEHHI CYUACHUX MEMOOIe. .

Knrouoei cnosa: coyianoni 6omu, eusneieHHs, 3M106MUCHT AKAYHIMU, COYIATbHI MEPEICT, KIACMEPHUL AHANI3.
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MPOEKTYBAHHS KOMIT'FOTEPHOI CUCTEMM AHAJII3Y CTAHY POCJIMH

Anomauin. Poboma npucesuena axmyanvbHiti memamuyi GIOHOGIEHHS ASPAPHO2O 20CNOOAPCMBA HA 3BiNbHEHT
mepumopii, wo Nno8’s13aHo 3 PUUKAMU 3AMIHIO8AHHS, 3a0PYOHEHH S, 3aXIAMIEeHHS, NOOOJNAHHS HACTIOKI8 eKON0SIYHUX
Kamacmpog, ncy8awHs IPYHMIe, Mowjo mepumopitl, HeoOXIOHOCMI NPOBeOeHHs 3A3HAYEHUX pobim ma npoeedenHs
00CNi0dNCEHb WOOO MONCTUBOCMI BUPOWYEAMU POCIUHU 6 NOCMBOCHHUX YMOBAX MA NEPCHEeKMUBU epeKmUEHO20
BUPOWYBAHHS POCIUH 8 30HI PUSUKOBAHO20 3emaepobcmeda. Mema cmammi nonsicae 6 GUCEIMIEHHI CMBOPEHHS
iH(hopmayitnol cucmemu aHAi3y CMAHY POCIUH, NPUSHAYEHOI 01 30IUCHEeHHS AZpONnpOMUCIO80I OIAIbHOCMI U000
8UPOUYBAHHA DIOEHEep2eMUYHUX MA 31AKO8UX KYIbMYyp, AKa 3abe3neuye 30ip, 06pobKy ma pekomeHoayii wjooo cmawny
POCIUH, WO 6 CBOI0 Uepey 00360JA€ GUIHAYUUMU OOYIIbHICMb (PAYIOHANbHICIG) GUPOUYBAHHA NEBHO20 COPIMY POCIUH 6
NeeHOMY pezioHi, 3anany8amu 3ax00u nO1LO8UX pobim, 06poOKU Ma 3POULY8AHHS POCIUH.

B mamepiani cmammi 06tpynmosano HeobXioHicmb npo8edeHHs. YUCICHHUX eKCNePUMEHMIE w000 GUSIGNEHHS.
meHOeHYill PO36UMKY POCIUH 8 YMOB8AX O00CHIOHCY8aHUX pezionis. IIpononyemuvcsa 3a 3i0panumu cmamucmuyHUMU
OaHUMU GUHAYUMU OOPEUHY (MIHIMALHO HEOOXIOHY) KIIbKICMb Oi0eHepeemuyHUX ma 31aK08UX KyJabmyp, HeoOXIOHY
CMamucmuxy wooo ONOpHUX NOKA3HUKIE HOPMATLHO20 PO3GUMKY POCIUH, IHOUKAMOPIE NI0OOHOCIHHA. 3anponoH08aHO
cnocib ompumanis ingopmayii npo nNOMoOUHUI CMan Pocaut 3 0emaibHOI0 QiKcayiclo yMos po3sUMKY ma pe3yibmamis
8POJICAUHOCMI, CNUPAIOYUCH HA AKI 3ac00amu abcmpazy8anHs o po3pooumu niOIpyHms 00paoHuybKoi inghopmayitinol
cucmemu , no6y008aHoi i0NOGIOHUMU Memodamu ananizy i cunmesy. Hasedeno mamemamuune Onucanus GUSHAYEHHS
eexmy cepedosuwja ma ymMos UPOWY8aHHa (6NauU8 Ha pocaunu) 3a 6yO0b-aKum Oionapamempom: 3a Macoio pociuHu,
0082ICUHOI0 KOpeHe8oi abo cmebnogol cucmemu, KiIbKICMIO YUIKOOJICEHUX POCIUH abo KIMbKicmio cxo00ie moujo,
NPUSHAYEHO20 OJiA OYIHKU NPUOAMHOCME POCIUHYU OISl A2PApHO20 Oi3HeCy y 8USHAYEHOMY MepUmopiarbHOMY pecioHi.
3anpononosani Use-case-, BPMN— ma Dataflow- Odiacpamu, axi intocmpyiomsv 3 He6HUM CHYNeHeM Oemanizayii
nocniooguicms 0itl i 00POOKY iHhopmayii 05t npoyecy O0CAIONHCEHHS AHANIZY CMAKY POCTIUH, WO CIAHOBUMb OCHOBY 0.5
nobyoosu ingopmayitnoi cucmemu auanizy cmawié pociut. J{o nepcnexmue nooarbuiux po3siook Cuio eioHecmu
HeobXioHicmb Oinbw 0emanbHOi NPOPOOKU KONCHO20 3 KOMNOHEHMIE 3anponoHO8anol iHgopmayitnoi cucmemu 3i
3’ACYBAHHAM MeXaHI3MI8 2enepayii GUCHOBKIE w000 OOYITbHOCMI GUPOWYBAHHSA POCAUH )Y NEeGHOMY pe2ioHi ma
KOMROHEHMI8 00PAOHUYMEA Wo00 OpeaHizayii OisIbHOCMI Y GU3HAYEHOMY A2PAPHOMY CEKMOPI eKOHOMIKU.

Kniwouosi cnoea: nicisigocnne 6iOHOGNEHHA, ASPONPOMUCIOBA 2AY3b, CLIbCLKO2OCHOOAPCHKI  KYIbMypu,
BUBHAYEHHS CIAHY POCIUH, PO3PAXYHOK NAPAMEMPIE PO3GUMKY, Az2pOOPOHU, 3a0aya ioeHmughikayii napamempie pociuH,
inghopmayiina cucmema, Use-case, Business Process Model and Notation ma Dataflow diacpamu.

Beryn. IlicnsBoenna BinOynoBa VYkpaiHm mnoTrpeOyBaTMMe TOBEPHEHHS EKOHOMIKH Bif
BiICBKOBUX MOTPeO (3aTUIIalody MOBHE 3 HAJUTUIIKOM! JJIsl CTAJIOr0 pO3BUTKY 3a0e3MeueHHs moTped
Apwmii y MupHU# 4ac) 10 motped 0i3HECIB 1 EKOHOMIKH B IIJIoMYy. be3mOBOPOTHIM 1 BXiHUM BIUTMBOM
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y Liii cuTyalii € MOBHE pyHHYBaHHS LIUBIJIBHOTO, 1IHAYCTPIaIbHOTO, arpapHOTo, IHPPACTPYKTYPHOTO,
KaJIpoBOro, (hiHaHCOBOTO, TOIIO 3arajoM Oyab-SKOTro cerMeHTy pesepBy CximHux Ta [liBaeHHHX
obnmacreit Ykpainu i1 PecmyOnmiku Kpum. ToGTO € B HasgBHOCTI TMOBHE 3HMIICHHS KpaiHOKO —
arpecopKoO0 POCI€I0 BCIX €IEMEHTIB )KHUTTSI, IPOMHCIIOBOCTI, CLIILCHKOTO TOCIIOAAPCTBA, KUTIOBOTO 1
comianbHOro (POHIY HA OKYMOBAaHMX TEPHUTOPISAX, sIKa 3AIMINUIA MicIs ceOe BIKEHY 1 3aMIHOBaHY
OararbMa IapaMu 3eMiIr0. €AMHUM BUXOJIOM B TaKii CUTYallii € CTBOPEHHS YMOB JJIs1 MaJIOro Oi3Hecy,
SK BaXKells BIJHOBJIICHHS TEPUTOPIaJbHUX TPOMaJ i CTUMYIIOBAHHS BiTHOBJICHHS aeMorpadiuHoi
CUTYyallii Ha 3BUIbHCHUX TEPUTOPIAX.

Maif>ke BCi rpoMaay Ha 3BUIBHEHUX TEPHUTOpisAX OynyTh mepeOyBaTd B OAHAKOBO MOTAHMX 1
PU3MKOBAaHMX MOYATKOBUX TOYKaX PO3BUTKY Oi3HECIB, 10 Oyae mMoTpeOyBaTH BEIMYE3HUX OOCSTIB
3aJy4eHHs KalliTamiB, mo OyJl0 HEMOXJIMBUM 1 B JOBOEHHHH 4ac, 0COONMBO AJISi JETIPECUBHHUX
perioniB. OcoOnuBy yBary, K pyHIidHIA CHJIl, CIIII MPUILIUTH caMe MajioMy OararonpodiJibHOMY
peHTabenbHOMY Oi3Hecy, SIKui O MOXJIIMBO OyJI0 TUPaXXyBaTH BiJ TPOMaJX J0 TPOMAJIM Ta KUK OU
3a0e31eYnB BH)KMBAHHS-BIJTHOBJICHHS IPOLIAPKY HACEJIEHHS 3 HU3bKUM 1 HUXKY€ CEpEeIHbOrO PIBHEM
CTaTKiB.

OCHOBHUM aKIIEHTOM pPO3BHUTKY CIIiJ| BUALIM caMe arpapHuil Oi3Hec, CHpsSMOBaHMH Ha
3a0e3neueHHs HaCeJICHHS MPOYKTaMH XapuyBaHHS, [HKEPEIIOM ITajiBa Ta MIATPYHTIM JJISt PO3BUTKY
rpoMaJji 31 3HUIIEHUMH IMPOMHUCIOBUMH, COLIAIBHUMHU Ta IUBUIBHUMH 00’ ekTamu. CaMi 3BiIJIbHEHI
TEpPUTOpii XapaKTePH3YIOTHCS HAIBUCOKMM CTYNEHEM IOLIKO/DKEHOCTI 4Yepe3 MiHyBaHHS,
O6oMOapayBaHHS Ta CHPUYMHEHI OKYMAaHTAaMH EKOJIOT1uHI KartacTpodu HaJIBEIMKHUX MaciiTadiB.
OxpiM TOro KiiMaTW4YHi yMOBU 3BUIbHEHHUX TepuTopiii Cxomy Tta IliBmHsS HamexaTb 30 30H
pu3HKOBaHOTO 3emiiepodctBa [1, 11]

AHaJi3 ocTaHHIX JociaifxkeHb Ta nyoaikauiii. [Ipu gocnimkeHH BU3HAYEHOI MPEAMETHOI
rary3i 3HA4YHY yBary CJIiJi MPUIUIATHA BU3HAYCHHIO SIKUH caMe arpo0i3Hec CItiJl (OMUTFHO) pO3BUBATH
B 3a3HAYECHUX DPETIOHAX, alleé CHUIbHUM € HEOOXIAHICTh BHUKOPUCTAHHS HAJICy4aCHUX TEXHOJOTIH
pO3MiHYBaHHs, MMOBEPHEHHS POJIOYOCTI I'PYHTIB 1 oprasizauii 0i3Hecy, BHOOpy Oe3nocepeqHbo
pOCIMH Uil 3A1MCHEHHS TOClNoAapioBaHHsI. B OCHOBy oprasizamii 3a3Hauy€HOro MaJioro
O6aratonpo(iIbHOTO0 peHTabeNbHOro OI3HECYy CIliJi TOKJIACTH CTBOPEHHS MpOAyKTy. B  sxocTi
MIPOYKTY, BPAaXOBYIOUM PO3TAIlyBaHHS 3a3HAYCHUX PETIOHIB y 30HaX PU3MKOBAHOIO 3eMIIEpOOCTBA
[2], caig po3rasiHyTH 00’ €KT — O10€HEpreTHYH1 Ta 3J1aKOB1 KyJIbTYpPH, 1110 B CBOIO YEPry J103BOJIHTH
3a0e3MeUnTH NPOJAYyKTaMH XapuyBaHHs JIIOAEH 1 TBApUH Ta OpraHi3yBaTH BUPOOHHMIITBA Oiomanuga,
1110 3a0€3MeunTh NOTpedU 3a3HaueHHX perioHiB. [1noma 3a3HaueHnx TepuTopiit Oyae 301Ib1IyBaTUCh,
110 3pYYHO JJIs OJABIIOro MacTabyBaHHs Oi3HECY, 32 YMOBH Y3IO/DKEHHS AMHAMIK OKYITHOCTI 1
HeoOx1aHoro MacitadyBanss. Ciijl 3BEpHYTH yBary Ha «1HTEJIEKTyasi3alio» BUOOpy Ipyn 1 COPTIB
POCIIMH, OCKUJIBKM TNPOAYKTHBHICTh BHUPOILYBAHHS 3aJ€XKHUTh B1Jl BEJIUKOI 00 €KTUBHOI HU3KU
(akTopiB MPUIYCKalOYM MEHIIWKA BIUIMB Cy0 €KTHBHOI CKJIaJI0BOi, OOYyMOBJI€HOI HEBEIMKOIO
KUTBKICTIO 3aTydeHuX (axiBliB yepe3 BiliHy [2, 3].

3rimfHO NOKyMeHTIB [4, 5] € pernamMeHTOBaHWW TUIaH i 3 BITHOBJIEHHS JIEOKYITOBAaHUX
TEpUTOPii, SKUH CUCTEMHO BpPaxoOBYE BIMCHKOBI, aIMIHICTpATHBHI Ta 1HIII acleKTH. 3 TOYKHU 30pY
CUCTEMHOCTI TpOIIeCy BIJIHOBJIEHHS €KOHOMIKM Ha 3a3HAUYE€HUX TEPUTOPISX, BUAUISIOTH HACTYIHI
3aJadi B opradizauii arpo0i3Hecy: pO3MIHYBaHHS, JOCHIJDKEHHS TIPYHTIB, L0 OOYMOBIEHO
MOJIOJIAaHHAM HACIIiJIKIB €KOJOTIYHMX KaTacTpod IMITYYHO CTBOPEHHUX BOPOIOM,, 3A1MCHEHHS (3a
noTpeOu) 3aXxo/iB IIOAO0 BiJHOBIEHHS Ta/a00 MiJBUIIEHHS POJIOYOCTI IPYHTIB, 30ip, 0OpoOKka Ta
y3araJlbHeHH$ JJaHUX 1110710 KOHTPOJIIO €TaliB pO3BUTKY POCIMH y IEBHOMY perioHi (o0nacti, paiioHi,
TUISTHKW), CUCTeMaTu3allil s HHUX BIANOBIIHUX 3aXOAIB OOPOOKH, >KHUBIEHHS Ta 3pPOIICHHS.
3niliCHeHH TUIaHyBaHHS PoOIT Ta IHTErpoBaHE MPOBEACHHS MOTPIOHUX olepalliil, oTpedy B SIKUX
BU3Ha4YaTUMe 00pOoOIIeH1 CTOXAaCTHYHI JIaH1 3 TPOBEACHHS AISIIBHOCTI Y MIEBHUH Mepioj] pO3ropTaHHs
3a3HA4YEHOI TEXHOJIOT1i BIAHOBIEHHS arpoOi3Hecy. Benukuil oOcsAr nmepBUHHUX JaHUX, 310paHuil y
3a3HaYeHUU Mepiof, JO03BOJIUTH EKCTPAIOJIIOBAaTH OTPUMAHI CY/UKEHHS Ta pe3yJbTaTh Ha IEBHI
roCIoapchKi 00J1acTi, 3M1IMCHUBIIM TUIAHYBAHHSI Ta MPOBEJCHHS MOJILOBUX POOIT MPH 3a0e3MeUeHH1
ONITUMAJILHOCTI BUTPAT JUIsI TOCATHEHHS €()eKTUBHOCTI rocrnoaapchbkoi aisuibHocTi [12]. ITpu oMy
aKTyaJbHOIO € OITHUMI3allisl 3pOIIeHh Ta OOpPOOOK pOCHHH, TpH Oe3MepepBHIN TUHAMIII
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CIIOCTEPEIKEHHS Ta aHaNi3y PO3BUTKY POCIUH (CTaH PO3BUTKY, HASABHICTH XBOPOO Ta ILIKIIHHKIB,
HEOOXI1THICTh ITI/DKUBIICHHS Ta i1 MO€eqHAHHS 31 3pOIIeHHAM, ToTpeda y 3axucti pociuH) [10].

Meta aoc/IixKeHHsl TI0JIsiTae B CTBOPEHHI 1H(pOpMaNLiiHOI CHCTEMH aHaji3y CTaHy POCIHUH,
MIPU3HAYEHOT JUIs 3[1CHEHHS arpoNpPOMKCIOBO isNTBHOCTI IIOAO0 BUPOIyBaHHS O10€HEPTeTUYHHX
Ta 3JIAKOBHUX KYJBTYp, siKa 3a0e3mnedye 30ip, 0OpoOKy Ta peKoMeHAAIii Mo0 CTaHy POCIHH, IO B
CBOIO YEpry JI03BOJISI€E BHU3HAYMTH JOIUIBHICTH (pallioHAIbHICTh) BUPOIILYBAaHHS IEBHOTO COPTY
POCIIMH B IEBHOMY PETiOHI, 3aIJIaHyBaTH 3aX0H MOJIbOBUX POOIT, 0OPOOKH Ta 3pOLTYyBaHHS POCIHH.

Jlo OCHOBHHMX 3aBIaHb JOCIHIJDKEHb CJIiJ BIIHECTH: BHU3HAYCHHS MIIAOCIITHUX POCIIHUH,
Y3TO/KEHHSI METOIMKH OLIIHKU IapaMeTpiB PO3BUTKY, 3 SICyBaHHS crOocO0y OTPHUMAHHS JAHHUX PO
CTaH POCJIMH, BU3HAUEHHS CTaHy PO3BUTKY pOCIHH, (iKcallis HAsBHOCTI Ta BEJIUYUHU YMOB
30BHIIIHBOTO CEPENOBHINA, SIKI BIUIMHYJIM HA CTaH POCIMHM, BCTAHOBJCHHS (DAKTy MOIINBHOCTI
IIPOMHUCJIOBOTO BHUPOIIYBaHHS MiAJOCHIIHOI POCIHUHU, OOIPYHTYBaHHS CHOCOOY OTpUMAaHHS
iH(popMallii TPo POCIMHY IS OMEPATUBHOTO 1 JOCTATHBROTO aHANi3y 3 METOI BU3HAYCHHS
MPUAATHOCTI JIJIs1 TPOMHUCIIOBOTO BUPOIIYBaHHs, TeHepallis iHhopMaIiiHoi cucteMu Jist peanizarii
BU3HAYCHUX 3a]1a4.

Marepiain i meroau gociaimkeHHsi. Cii 3ayBaXUTH PO HEOOXITHICTH MPOBEICHHS
YHCIICHHUX €KCTIEPIMEHTIB 100 BUSBICHHS TEHACHIIIH PO3BUTKY POCIHH B YMOBAX JOCIIHKYBAaHUX
perionHiB. 3a 310paHUMU CTATUCTHUYHUMHU JAHUMH BHU3HAUUTU JTOpPEYHY (MiHIMaJbHO HEOOXIiIHY)
KUTBKICTh O10€HEpreTHYHUX Ta 3JIaKOBUX KYJIbTYp, HEOOXiTHY CTaTHCTHUKY IIOJO OIOPHHUX
MOKA3HUKIB HOPMAJIbHOTO PO3BUTKY POCIUH, 1HIUKATOPIB IUIOAOHOCIHHS. (OOOB’S3KOBO CIiJl
OOIpyHTYBaTH CII0Ci0 OTpUMaHHs iH(pOPMaIii PO TOTOYHHUI CTaH POCIUH 3 ACTAITBHOIO (iKCaIliero
YMOB PO3BHUTKY Ta pe3yJbTaTiB BPOXKANHHOCTI, CIIUPAIOYHNCh Ha siKi 3aco0aMu abcTparyBaHHs Tpeba
pO3pOOHUTH MIAIPYHTS JOPAJHULBKOI iH(GOpPMAIIHOI CHUCTEMH, MOOYIOBAHOI BiAMOBITHIMH
METOJaMH aHaIi3y 1 CHHTE3Y.

Pe3ysbTaTH AocaiKeHHs Ta iX 00roBopeHHs. 3rigHO [5,6] 171 3epHOBUX KYJIBTYpP OIIHKA
3pocTaHHs 3/iiicHIOEThCs 3a cucteMoro BBCH, e 6a3oBoto € mikana 3agokca. Biqnosigno no BBCH
JIo OCHOBHHMX €TamiB pOCTY POCIMH BIJHOCATH: MPOPOCTaHHS, PO3BUTOK JIUCTS, KYILIHHSA,
MOJIOBKEHHsI cTe0J1a, pO3BUTOK BEreTaTUBHUX OPTaHiB POCIIMH, M10sIBA CYLIBITh, IIBITIHHS, YTBOPEHHS
TIJI0/11B, I03P1BaHHS TUIOAIB, BIIMUPaHHSI.

Jlo BU3Ha4YeHHs HEOOX1IHOCTI 3pOLLIEHHS Ta )KUBJIEHHS, CJIiJ] 310paTH CTATUCTUKY LI0JI0 BILTUBY
HaWHECHPUATIUBIIIMNX YMOB Ha CTaH POCIIMHH, ii PO3BUTOK Ta B HACTYIHOMY Ha ii BpOXaiHICTb,
30KpeMa JOCIIUTH PO3BUTOK KBITIB, JUIEHHS KJITHH, PO3POCTaHHS Ta €HIAOPEIYIUIIKAII0 KIITHH
10Ty Ta JI03piBaHHS.

Bu3HaueHHs cTaHy MOCIBIB 311HCHIOETCS Ha M1/ICTaBl BUKOPUCTaHHS 00’ €KTUBHUX YHCEIIBHUX
Ta SIKICHUX MOKa3HUKIB, PErlaMEHTOBAHUX HOPMATHBHUMHU JIOKYMEHTAMH Ha 3aKOHOJ/IaBUOMY pIBHI
[7]. IlepenbaueHo cucTeMHe JOCTIKEHHS TOYHOCTI Ta pIBHOMIPHOCTI BUCIBaHHS, aHaNi3 PO3MOILTY
TYCTUHHM POCJIMH TI0 TUIOIII MOJIs, @ TAKOXK KUIbKICTh, BUJIOBUN CTaH, (a3u PO3BUTKY, PO3MOJLI TIO
ol Oyp’sHiB, TOIIO.

besnocepeHbO MOHITOPHHT TMOCIBIB 3MIMCHIOETHCS CITIOCOOaMM, HaBeACHUMU y [8], 10 SIKUX
BITHOCATh: CYNMYTHUKOBHM, 3 BUKOPHCTaHHSIM JPOHIB Ta JIUCTOBY JIarHOCTUKY POCIMH 1 aHaii3
IpyHTiB. [lepeBaru 1 HETOJIKM KOKHOTO 3p03yMiJii, ajie MepCHeKTUBHUMU € TMepIi JBa, K1 € 6a3010
s oouucnenns NDVI ingekcy.

[ToTpibHO 310paTh CTATUCTUYHI BUOIPKH, JJIA SKUX BU3HAYWUTH BIIXWICHHS BIJ] €TAIOHHUX
3Ha4eHb. B MaHOMY KOHTEKCTI Micisi MpPOBEIEHHS BUMIPIOBAaHb I KOXKHOTO 3 JOCIHIHKYBaHHX
BapiaHTIB OOYHUCITIOIOTHh CEPEAHIO JOBKUHY HAJI36MHOI 1 KOPEHEBOI YaCTUH X+m, Jie m — TIOMHJIKA
CepeIHbOr0 apU(PMETHUHOTO, SIKY BU3HAYAIOTh TaK:

m = \/% (1

ne N — KiNbKiCTh pe3ynbTarTiB; o — AUCIEPCis, Ky BU3HAYAIOTH 32 BUPA3OM:
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N =2
o2 = Zz=1(+x) (2)

JIOCTOBIpHICTH PI3HUII CEPEIHIX apUMETUUHUX f pO3PAXOBYEThCS 3a KpuTepieM CThIO/ICHTA-
dimrepa:

_ X1—X2
t - ) (3)
/m%+m%
ze X, — cepenHe apudMeTHIHEe 3HAYCHHS MMOKa3HUKAa B KOHTPOJILHOMY JIOCIIJII; X, — CEPEeIHE

apuMeTHYHEe 3HAYCHHS IOKa3HHKA y JOCTIUKyBaHOMY BapiaHTi; ml/ — TOMMIKA CEPEAHBOTO
apu(METHYHOTO B KOHTPOJIBHOMY JOCIIil; m2 — T€ %K y TOCIIIKYBaHOMY BapiaHTI.
Sxmo ¢akTHYHO BCTaHOBIEHa BelauunHa t Oimbiie abo  JTOPIBHIOE  KPUTHYHOMY

(cTraHmapTHOMY) 3HAYEHHIO tst pOOJISTH BUCHOBOK PO ICHYBAHHS CTATUCTHYHO TOCTOBIPHOI PI3HUIII
MIDXK cepelHIMU apu(METUIHUMH Y IOCITIPKYBAaHOMY Ta KOHTPOJILHOMY BapiaHTi. SIKII0 5k pakTH4HA

BeMuYMHA t MeHIIa 3a tst, PI3HUIIO0 MK CEPEHIMU BBAYKAIOTh CTATUCTHYHO HEJIOCTOBIPHOO.

BincyTHICTh CTAaTUCTUYHO JIOCTOBIPHOI PI3HUII MIXK CEpEIHIMH 3HAYCHHSIMH Oiomapamerpa y
KOHTPOJILHOMY Ta JOCIHIPKYBaHOMY BapiaHTi CBIUUTH MPO BIiJCYTHICTh 3HAYHHUX 3MiH POCTOBHX
MpoleciB y 0101HAUKATOPIB, B MOPIBHSAHHI 3 KOHTPOJILHUM BapiaHTOM.

ToOto ymMOBH Ta GakTOpH y AOCHIHKYBAaHOMY BapiaHTi MaiKe Taki caMi, K 1 B KOHTPOJIBHOMY
JOCTi/Il Ta HE MAIOTh MPUTHIYYIOUUX (CTUMYIIOIOYHX) BIUIMBIB. | HaBMaku, CTAaTUCTUYHO AOCTOBIpHA
PI3HUI MK BapiaHTOM Ta KOHTPOJBHHM JOCITIIOM BKa3y€e Ha Te, IO JJISl JIOCIIIHOTO 3pa3ka € B
HAsSIBHOCTI MPUTHIUYIOYi (CTUMYJIIOI0U1) BIUIUBH.

EdexT cepenoBuiiia Ta yMOB BUPOLTYBaHHS (BIUIMB HA POCIMHH) BU3HAYAETHCA y BiJICOTKAX 3a
OyIb-sIKUM OiomapaMeTpoM: 3a Macol POCIUHU, TOBXKHMHOIO KOpPEHEeBOi abo cTebJIoBOI cHucTeMH,
KUTBKICTIO YITKO/KEHUX POCIMH a00 KIJTBKICTIO CXOIB TOIIO. Po3paxoByeThes 3a GopMyInom:

Mo—Mx
QOE =——-100,% 4)
Mo
ne M, — 3HaueHHs OlomapaMeTpa (Maca pOCIMH, BUCOTA MAPOCTKIB, TOBKWHA KOPIHIIB Ta iH.) y

«ETaJIOHHO1» POCINHM; MX — 3Ha4eHHsI aHaJOTTYHOr o OionapaMeTpa y AOCHIIHOT POCIHUHH.

Buxozsuu 3 HassBHOCTI 00J1aiHAHHS, IEPLIOYEPrOBO CIIiJl BAHAYUTHCH 3 METOJIOM OTPUMAHHS
1H(popMalLlii PO CTaH POCIIHH, a Aajl AJI KOXKHOI POCIUHU CJIiJl BUBHAYUTH ITapaMEeTPU PO3BUTKY 3a
300paXEHHSAM DPOCIMHHU. BaXJIMBO TaKOoX y3arajJbHUTH OTPUMAaHiI MO POCIMHAX Pe3yJbTaTH Yy
CTaTUCTUYHI1 BUOOPKHU. TOOTO aKTyalbHOIO € 3ajaya JETeKIlli pOCIUH, BUPILIEHHS SKOi JO3BOJIUTh
BHU3HAYUTU HEOOXIHICTh MPOBEAEHHS IMPOLEAYpP 3POIIEHHS, *KUBJICHHS, TOIIO Ta B MOAAIBIIOMY
00OyMOBUTDH PIIIEHHS II0JI0 PAI[iOHAJIBLHOCTI BIPOBAHKEHHS JOCIIAHOI KYJIbTypH B aCOPTUMEHT
BEJICHHS TOCTIOAApYO] NisIIbHOCTI.

Buxonsuu 3 BuknageHoro, Ha Use-case miarpami iHGOPMAIIHOI CHCTEMH aHATI3y CTaHY
pociuH (puc. 1) mependadeHO HAABHICTP YOTHPHOX AaKTOPIB: 3aMOBHHUK, €KCIEPT, POCIHHA Ta
obnmagHaHHsA. B sKOCTI 3aMOBHMKAa BHCTyNa€ 3allikaBiieHa 0co0a, MaeThCcsi Ha yBaszl CyO €kT
rOCHOJApChKOi AISTBHOCTI, 3alliKaBJICHWH B HAJaroJUKEHHI arpapHoi MAisUIbHOCTI B YMOBax
neokymnartii Teputopiil. Exkcieprom MoxyTh OyTH criopigHeH1 (axiBiii 3 OUIbLI TPUBAIUM JOCBLIOM
poOOTH B aHAJOTIYHUX CUTYAIisIX Ta 3 HAKONMWYEHWMH CTATUCTUYHMMHU JAHUMH IIOJIO IMPOLECY
JISUTBHOCTI B3arajii 1 OkpeMo 1o cy0’€KTy TOCIolapioBaHHS 30Kpema. B sikocTi akTopa-o0aaaHaHHS
MO>K€ BUCTYTIATH SIK arpoJIpOH, TakK 1 JIFOJAMHA, BUKOHYIOUH METOJUKY 1eHTU(IKALllT CTaHy POCIUHH,
MO€THAH1 IHIIUMHA aKTOPaMHU MPEIeH/IEHTaMU OI[IHKH Ta HaJIaHHS PEKOMEH AT 1010 KUBJICHHS Ta
3pOILICHHS, CIIOCTEPEKEHHsI 3a HAaBKOJUIIHIM CEpPEelOBHIIEM Ta BIUIMBY Ha MapaMeTpu
HaBKOJIMIIHBOTO CEpEIOBUINA, 30KpeEMa TeMIepaTypy, THCK, CKJIaJ IOBITpS Ta IPYyHTY, depe3
BUKOPUCTAHHSA IHTENEKTYaIbHUX TEIUUIb [9].
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Excnept

OfnagHanHs

Pucynok 1 — Use-case diacpama cucmemu 360py napamempie pocmy ma eKCnepmusu pociut

Oxpemy yBary npu po3Tiisii MpeleAcHTIB (IpaBa YacTHHA puC.l), TIOB’I3aHUX 3 YMOBHHM
aKTOPOM «EKCIIePT», MPHLIEHO MPOoLecy 300py CTATUCTUYHUX JAHHUX MPO 00’ €KT TOCTIOAAPIOBAHHS
OJI0 OTPUMaHHS, OOpOOKW, 30epiraHHs CTATUCTUYHHX JaHUX MPO TMapaMeTpu pPO3BUTKY Ta
BPOXalHICTh POCIUH, Ta Mpo (hikcalio 3aJeKHOCTEH BiJ YMOB HABKOJIMIIHBOTO CEpEIOBHILA
(kmiMary), ocoOMBOCTEH TPYHTIB Ta TICBHUX METOJIMK OIEPAIlii 3pOIICHHS Ta 00POOOK, IO B CBOIO
4epry J03BOJISIE OTPUMATH MaTeMaTUYHE MiATPYHTS 15 TOOYJOBU MPOAYKIIIHHUX 3aJISKHOCTEH JUIS
EKCIIEPTHOT CUCTEMH y MEKaX CTBOPIOBAHOI iHPOPMAIIIITHOT CHCTEMH aHAJII3y CTaHy POCIIHH.

Cimig 3BepHYTH yBary Ha OTPUMAaHHS PENpPE3CHTATHBHUX pPE3YNbTATiB s OOpOOKH
CTaTUCTHYHUX JAaHUX, IO JIOCSITAETbCS TOPU30HTOM IUIAHYBAaHHS EKCIIEPHUMEHTIB MO0
HAKOITUYEHHS CTAaTUCTUYHHX JIAHUX Y JEKUIbKa CE30HIB TUIOJIOHOCIHHSL.

3rigao [4] akropamu B Use-case miarpami BUCTYIAIOTh BiiCHKOBI aMiHICTpallii HaCEIeHUX
NYHKTiB, OpraHd  MICIIEBOTO  CAaMOBpSIyBaHHS,  CUIbCBKOTOCIOAAPChKI  MiIIPUEMCTBA,
JlepKeKOIHCIeKITis, MiAMPUEMCTBA, YCTAaHOBH Ta OpraHi3ailii He3aJle:KHO BiJl (GOPMHU BIACHOCTI,
30KpeMa OyIyTh 3ajlisiHi Aep>KCayKOO0BIIi, MiIIPUEMII, arpapii, BUeHi, ekcrnepTH, Touo. Lle B cBoro
4epry 3yMOBHTH MOTpeOy B 0OpOOIli Pi3HOIUTAHOBOI HECTPYKTYPOBAaHOI 1H(OpMAIll Y BEIHKHX
o0csirax, 10 MiATBEPAUTh €(EKTUBHICTD 3alIPONOHOBAHOTO MiAX0AY B oprasizamii iHdopMariinoi
CHCTEMH aHaji3y CTaHy POCIHH 3 YiTKOW IudepeHIiamnielo GyHKIIH oOMagHaHHS Ta JIOAWHU 1
HEOOX1THOCTI BU3HAYCHHSI PETJIAMEHTIB 1X B3a€MOJIi1 Ha KOKHOMY 3 €TariB poOOTH.
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Ha puc. 2 naBeneno BPMN (Business Process Model and Notation) miarpamu geskux 6i3Hec-
MPOLIECIB CTBOPIOBAHOI CHUCTEMH, $KI MICTATH MOCTIAOBHICTh POOOYMX i 1 PyXu IOTOKIB
iHpopMarii, cipsMOBaHi Ha po3B’sI3aHHS KOHKPETHUX HarajJbHHUX MOTped iHpopManiiHOi cucTeMu
aHaJli3y CTaHy POCIIHH.
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Pucynox 2 — BPMN oiaecpama 6iznec-npoyecie cucmemu 360py napamempie pocmy
ma excnepmusu pociun
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Ha puc. 2.a HaBeneHo oOpoOKy 3amuTy Ha JOCHIJKCHHS IMEBHOI POCIMHH, MPOILEC SIKOTO
BKJTIOYAE 3’sCYyBaHHS YMOB 3aMOBIICHHS Ta OIUIATH, Iepeaadi miIoCTiIHOr0 MaTepiaity, CTBOPSHHS
iH(popMmariiiHoro 3abe3neueHHs bJl, reHeparlito MEBHOTO CIICHAPIIO il MIOJO JJOCHITHUIIBKOT
JUSTTBHOCTI CTOCOBHO BITPOBA/PKCHHSI POCIIMHY B arpapHe BUpOOHUIITBO. Puc. 2.6 imoctpye 00pooKy
iHpopMarii 1010 CTaHy 1 periIaMeHTiB pOOOTH BUKOPUCTAHOTO 001aiHaHH 171 (hiKcallii 30BHILTHIX
YMOB, MOKJIUBOTO TTiTHAJIAIITYBAHHS 1X ITiJ1 TOTPeOH POCIUH Ta 3amydeHHs (HaxiBIiB-€KCTIEPTIB IS
BHU3HAUCHHS CTaHy pociuH. DiHami3allis JOCIiHKEHb 3 MOXJIHBUMH Pe3yJbTaTaMH HOPMaJIbHOTO
PO3BHUTKY poOCiIMHH abo 3aruberni mpouTocTpoBaHa Ha puc. 2.B. JleranbHy yBary mNpHAUICHO
iHpopManii 1m010 TPOAYKTUBHOCTI POCIMH, BU3HAUYEHHS HASBHOCTI MEBHUX XBOPOO, JETAIBHOMY
BIJICTIITKOBYBaHHIO (DaKkTOpIiB 30BHINIHHOTO CEPENOBHINA I TMOAAIbINOi (ikcamii 1 0OpoOku
iHpopMaLiiHUX TOTOKIB Y BIAMOBIAHUX po3ainax B/l

Jlst Bi3yautizaliii MOTOKIB JaHUX MPH MPOEKTYBaHHI 1H(OPMAIIITHOT CHCTEMHU aHaIli3y CTaHy
pocnuH Oyina 3anpornoHoBana Dataflow miarpama, siky 300pakeHo Ha puc. 3.
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POCAMHA
Pucynox 3 — Dataflow diacpama cucmemu 360py napamempis pocmy ma eKcnepmu3u pociut

Jliarpama MOTOKIB JaHUX BinoOpaxae HasBHI MoToku naHux B IC Ta iX BUKOpHUCTaHHS
PI3HUMH CYTHOCTSIMH, 30KpeMa JieTalbHa yBara MpuaijieHa CIIOCTEPEKEHHSIM 3a CTAHOM POCIIMH Ta
¢dikcarii OTpUMaHUX pPE3yNbTATIB 3 JOMOMOrol oOJagHaHHSA Ta Qikcamii MEeBHUX MOTOYHHUX
pe3yJIbTaTIB 3 epeaayueto JaHUX aHalli3y 3aMOBHHUKY JIOCIIJIKEHb.

BucHoBku i nepcnexktuBu. B matepiani cTaTTti oOIpyHTOBaHO HEOOXITHICTh MPOBEIEHHS
YHUCJICHHUX eKCIIEPUMEHTIB 1010 BUSBICHHS TEHACHIIN PO3BUTKY POCIMH B YMOBAX JOCIIIHKYBAaHUX
perioHiB. IIpononyerbcest 3a 310paHUMH CTATUCTUYHUMU JTaHUMU BHU3HAYUTU JOPEYHY (MIHIMaJIbHO
HEOOXiHY) KUIbKICTh O10€HEpreTMYHHUX Ta 3JaKOBUX KYJIbTYp, HEOOXiJHYy CTaTHCTUKY IIOJ0
OTIOPHUX TOKA3HUKIB HOPMAJILHOTO PO3BUTKY POCJIMH, 1HIUKATOPIB IJIOJOHOCIHHS. 3apOoroOHOBAaHO
crnoci6 oTpuMaHHs iH(OpPMAIT PO MOTOYHHIA CTaH POCIHUH 3 ACTAIBHOIO (PiKCAIlI€I0 YMOB PO3BUTKY
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Ta pe3yJbTaTiB BPOXKAHHOCTI, CHHMpAIOYMCh Ha sKI 3aco0aMu abcTparyBaHHS CIiJ pO3pOOUTH
MITPYHTS TOPaIHMIIBKO1 iH(QOpMaIliiHOT cucTeMu , ToOOyA0BaHOT BiMOBIAHUMHU METOIAMH aHAITI3Y
1 cuHTE3Y.

HaBeneHo MaTeMaTH4He ONMCAHHS BU3HAYCHHS €)EKTY CEpPEIOBHINA Ta YMOB BUPOIILYBaHHS
(BIITMB Ha POCIUHM) 32 OyIb-sIKUM Oi0ImapamMeTpoM: 3a Macol0 POCIIHMHH, JOBXHUHOIO KOPEHEBOI a00
CTe0JIOBOI CHCTEMH, KUIBKICTIO YIIKOJDKEHUX POCIMH a00 KIIBKICTIO CXOJIB TOIIO, MPU3HAYCHOTO
JUIS1 OLIIHKH TIPUIATHOCTI POCIIMHHU JIJIsl arpapHoro 0i3HeCy y BU3HAUEHOMY TEPUTOPIATIbHOMY PETIiOHI.

3anpornonoBani Use-case-, BPMN— Ta Dataflow- miarpamu, sKi UTIOCTPYIOTH 3 TIEBHHM
CTyIIEHEM JeTaji3allii MocIiJOBHICTh Jii 1 00poOKy iH(pOpMAIlii 11 IPOoLecy MOCIiPKEHHS aHaTi3y
CTaHy POCJIMH, IO CTAHOBHTH OCHOBY I MOOYI0BH 1H(OpPMAIIHHOI CUCTEMH aHaII3y CTaHIB
POCIHH.

J1o mepCreKTUB MOAAIBIINX PO3BIIOK CJIIJT BITHECTH HEOOX1THICTh O1IBII JETAIBHOT TPOPOOKH
KO’)KHOTO 3 KOMITOHEHTIB 3alpOoIlOHOBaHOI iH(OpMAaIiiiHOi cucTteMH 31 3’ACyBaHHSM MEXaHi3MIB
reHeparii BACHOBKIB IIOAO JOLILHOCTI BUPOIIYBAaHHS POCIUH y MIEBHOMY PETiOHI Ta KOMIIOHEHTIB
JOpaTHUIITBA OO0 OpraHi3alii TisUIbHOCTI y BU3HAYCHOMY arpapHOMY CEKTOpi eKOHOMIKH.
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DESIGNING A COMPUTER SYSTEM FOR ANALYSING THE CONDITION OF PLANTS

Abstract. This research is devoted to the topical issue of restoring agriculture in liberated territories, which is
associated with the risks of mining, pollution, littering, overcoming the consequences of environmental disasters, soil
degradation, etc., the need to carry out the specified work and conduct research on the possibility of growing plants in
post-war conditions and the prospects for effective plant cultivation in areas of risky agriculture. The purpose of the
article is to highlight the creation of an information system for analyzing the condition of plants, designed for agro-
industrial activities related to the cultivation of bioenergy and cereal crops, which provides for the collection, processing,
and recommendations on the condition of plants, which in turn allows determining the feasibility (rationality) of growing
a particular plant variety in a particular region, plan field work, processing, and irrigation of plants.

The article substantiates the need to conduct numerous experiments to identify plant development trends in the
regions under study. It is proposed to use the collected statistical data to determine the appropriate (minimum necessary)
amount of bioenergy and cereal crops, the necessary statistics on the reference indicators of normal plant development,
and indicators of fruiting. A method is proposed for obtaining information about the current state of plants with detailed
recording of development conditions and yield results, based on which means of abstraction should be used to develop
the basis for an advisory information system built using appropriate methods of analysis and synthesis. A mathematical
description of the determination of the effect of the environment and growing conditions (impact on plants) for any
bioparameter is given: by plant weight, root or stem system length, number of damaged plants or number of seedlings,
etc., designed to assess the suitability of a plant for agribusiness in a specific geographical region. The proposed Use-
case, BPMN, and Dataflow diagrams illustrate, with a certain degree of detail, the sequence of actions and information
processing for the plant condition analysis research process, which forms the basis for building an information system
for plant condition analysis. Prospects for further research include the need for a more detailed study of each component
of the proposed information system, clarifying the mechanisms for generating conclusions about the feasibility of growing
plants in a particular region and components of advisory services for organizing activities in a specific agricultural sector
of the economy.

Keywords: post-war recovery, agro-industrial sector, agricultural crops, plant condition assessment, development
parameter calculation, agrodrones, plant parameter identification task, information system, Use-case, Business Process
Model and Notation, and Dataflow diagrams.
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INTERACTION AND FEEDBACK LOOPS IN USER INTERFACE FOR DIGITAL
ENGINEERING DESIGN

Abstract The article aims to review existing issues and look for novel ways of human-computer digital systems
design and interaction. Such interaction takes place, as a rule, through an appropriate interface, which can be
mechanical, digital, analog, with a touch screen, etc. For the end user of the relevant application or system, it is important
how this interaction process will be implemented, presented, and programmed. That is, what controls, actions for
interaction, and feedback mechanisms from the system to the user will be available. The research methods are based on
the main methodologies of design and analysis of digital products with an emphasis on user experience, research of user
requirements, the context of application use, and the presentation of the menu of interaction with a digital service. The
article presents the results of a detailed description and modeling of the main process of user interaction with the feedback
system (cyclic process). The context of using the application, the main desires and goals of the user when interacting, as
well as the types of available options for interacting with the interactive system are taken into account. The seven-step
process of user interaction presented in the paper includes functions, data, software systems and modules, appropriate
software and hardware architecture, and methods of internal communication between cycle functions. A process of
interactive interaction has been developed, which describes the full cycle from the beginning to the end of the user's work
with any digital, analog, computing device, application, or service. This process can be used by designers, software
developers, and scientists/researchers at the stage of planning a new interactive system or to improve an existing one.

Keywords: HCI, user interface, computer engineering, design engineering, design.

Introduction. Software and digital information applications are used in every area of life.
Hardware and technological advancements led to a great number of digital interactive devices and
screens available to users around the world. Digital and analog devices are used not only by the
general populace but by many professionals in all industries, from construction to aerospace engineers
to mechanical engineering to military and health care, among many other industries. What users see
and interact with, first of all, is the user interface or mechanical interface. The Human-Computer
Interaction field is responsible for researching new ways and improving existing user-computer(user-
devices) mechanics. The process of user-computer interaction happens in loops, and for every user
action or series of activities, systems provide appropriate feedback. To take a step further interaction
design is not just centered on, limited to input and output operations cycles, it affects the whole
software/hardware/system. Digital human-computer interaction systems design can be classified as a
type of engineering systems architecture and should be studied appropriately.

Analysis of research and publications. There are many prominent researchers and research
work in the fields of HCI, Ul research, and interaction engineering. The most common work in the
area of HCI is user interface and interaction feedback loops [1-5]. Besides, fundamental studies have
been carried out in the area of user interface design principles and design systems [6-9]. Emerging
Technologies, such as VR, AR, and new touch interfaces require a new view of how the interaction
loop operates [10]. Even though the area of HCI and interaction research is not new, many systems
and possibilities were left unstudied or haven't received enough focus. Among them, the field of
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digital design is focused on comprehensive system design that includes multiple simultaneous use
complex interaction actions, and multi-device feedback.

Purpose. The research work aims to describe the HCI interaction loop, break it down into
functional components, and present a robust model for interaction design context, interaction process,
as well as the view on User Interaction — Feedback Systems, and States.

Methods. List of main HCI research methods, components, and interaction systems are listed
in Table 1. Human-computer interaction is conducted using various mechanical, screen, and sound
processing devices. Major interaction systems include digital electronic and electrical devices, used
for input and output operation, data and signal processing modules. Each type of interaction has a
corresponding sample system type, ranging from LCDs to touchscreen interfaces to found speakers
and spatial sensors.

Table 1 — User-Interface Interaction Classification™®

Interaction Components Data Example systems
Type
Mechanical |Input Device Analog/Digital Signal Electrical device
Input Sensor Spatial coordinates Singal processors
Output Device Input/Output Type Transistors
Group of devices Input/output signal Programmable components
Processing Machine End-point comms. message Camera and motion recognition,
Singal Processing Device control data tracker
Touch screen device
Mechanical control device
Text Direct physical input/output | Screen size and type BW screen
Virtual Input/output Language model LCD screen
Input/output text Paper/Magnetic Ink
Voice Physical Signal data (wave) Sound wave signal converters
microphone/speaker Recognition and sensory data Sound processing engine
Audio processing Timer and buffer data
Audio recognition software
Visual (CGI) |GPU 2D/3D Coordinates Game Engine
Rendering Software Geometry Modeling Software
VFX and Animation sequences | End-user application

* prepared based on author work and public research data [1-10]

Data and programming functions are included in user, software, and hardware system design.
Data types are broken down into categories based on interaction type, and listed in Table 1, column
3. List of the most common user-interface interaction functions (based on Table 1 Interaction Types),
each of which can take input data and/or return result data:

e ProcessingEngine();

e ScreenRender();

e ViewMode();

e InteractionMode();

e MenuSystem();

e Getlnput();

¢ SetOutput();

e StoreData();

e ConnectToDevice();

e SingalProcess();

e and others.

When developing and designing new interaction systems both scientists and industry specialists
have a wide range of tools at their disposal. The most commonly used hardware and software
solutions are listed in columns 1 and 2 of Table 2. HCI and Interaction design rely on many
methodologies and patterns, as the product/applications design process starts with the Business and
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product planning, followed by design and technology development (column 3 in Table 2). What the
end-user gets is not some random number of signals or misc. messages, but specific text, and visual
elements and has access to several possible menus and navigation panels (column 4 in Table 2).

Table 2 — Hardware, Software, Methodology Classification in HCI*

Hardware Software Methodology Presentation
Glasses: Software development Business and Product development: Physical dimension:
- VR suits and stacks: - Stakeholders - presentation
- AR - native platform - Requirements - size
- MR - cross-platform - Planning and Resouces allocation - interaction type
- use case specific - context of use
Sensor Screen: Interface design: Design and Interaction: Input and Output:
- phone - physical - Form - direct
- tablet - digital graphic design - Interface - loop
- general screen - digital UX, Ul - Presentation - contextual
Mechanical: 2D and 3D graphics Technology and Design: UX:
- joystick/ programs: - Analytics - Objective/Goal
gamepad/controller - modeling - Development - Functionality
- Virtual Mouse and - rigging - Materials - Interaction
Keyboard - animation - Electronics - Information
- Mechanical Mouse and | - industrial - Aesthetics - Sensory
Keyboard
Sensors and trackers: Embedded and hardware | Manufacturing and Production: UL:
- detection and development software: - Packaging - Layout
recognition - firmware - Supply and Delivery - Navigation
- motion - application - Menu
- Screen Elements
Misc. Input&Output Testing and Evaluation: User and Behavior: Special:
devices: -UX - Goals and desires - notifications
- digital - product and market - Information Architecture - sound
- analog - software - Psychology and behaviors - music
- social and group interaction - 3D effects
- spatial effects
- misc.

* prepared based on author work and public research data [1-10]

Human-computer interaction is a three-phase process, as presented in Figure 1.

)

Human - Goal

Computer -

Processing

* Action * Signali/o | ¢ Datailo ‘
e Sensory e State and ¢ Interpratation
* Memory control * Jobs Que
¢ Interaction * Input ¢ Type of

Type e Output Response
* Expected * Feedback * Interacion

Response cycle/loop

X
Figure 1 — General Human-Computer Interaction Components [6-9]
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The essential first step is the user (human) defined goal that he/she needs to accomplish with
the help (usage) of digital/analog/mechanical/misc. type of interactive device. User input is processed
depending on the interaction medium and input type by the software system (computer,
microcomputer, etc.). A list of underlying components, actions, and conceptual functions is presented
in the bottom section of Figure 1 under the respective Interaction phase.

Results. At the center of applications, software, and systems interaction is human — the user.
The reason the interaction process is initiated and instanced is due to the user having a single or
several goals that they wish to accomplish. The interaction systems in the process are just a tool used
by the used to achieve the desired goal. Figure 2 highlights the user-centered interaction loop with a
focus on the interaction processing feedback loop. The interaction activity consists of the user
interface, input, and output processing functions, that send appropriate commands towards the main
System Processor unit.

Processing Unit

Job 1

Job 2

Job 3

\Interpretatlo[l/

O

Interacts i

1

<<U|>>
Application

Response feedback  |nteraction Device \l @
P 2SN v, g
Y Queue
<<functions>>
Input
Output

Commands

Feedback processing loop

User

Input 1

Qutput 2

Input 2

HCI Activity Cycle

Figure 2 — Feedback loop in Ul and Digital Engineering Design Systems

Figure 3 illustrates the Human-Computer Interaction Process with a focus on major users,
functions, and underlying systems. The process is divided into three layers — conceptual programming
functions, applications modules and components, main systems, and data processing units. There are
several types of users who directly or indirectly affect the interaction cycle, user or player directly
influences and interacts with the systems, while the rest of the stakeholder's team is responsible for
the production and maintenance of the deployed application/system. Systems' internal
communication and processing logic can be broken down into two parts — user-centered services and
system internal processing services modules.

Interaction processes happen not in the vacuum space, but rather in a real-world environment.
This is especially true for industrial, medical, and mobile applications. Figure 4 visualizes the context
of use and design impacting factors. Each of the interactive systems should consider usage
environment, time and location, where the device and application can be and will be used. Certain
tasks and interaction activities influence how a user will interact with the given system, which might
add additional constraints and limitations. Differentiating user type and purpose of the system usage
is vital in early system design stages, as certain industries and professional environments place a large
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weight on the end-user goal and step-by-step user-system interaction flow. All of these factors and
more are highlighted in Figures 3 and 4.

Interaction Medium

feedback loop-

g yperation loop |
g I =L -
Goal i ConductTask I 1 F or Event
Stakeholders I | ‘ l
User/Player Interaction Actor
Designer 1N
Developer
Business owner/ ul Event Manager Main Application
Management
i Data processing
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Software O
Module

Hardware ()
Module

Application
Data Base

Functions

Applications

Systems

Figure 3 — Human-Computer Interaction Process — Users, Functions and Systems

Interaction processes happen not in the vacuum space, but rather in a real-world environment.
This is especially true for industrial, medical, and mobile applications. Figure 4 visualizes the context
of use and design impacting factors. Each of the interactive systems should consider usage
environment, time and location, where the device and application can be and will be used. Certain
tasks and interaction activities influence how a user will interact with the given system, which might
add additional constraints and limitations. Differentiating user type and purpose of the system usage
is vital in early system design stages, as certain industries and professional environments place a large
weight on the end-user goal and step-by-step user-system interaction flow. All of these factors and
more are highlighted in Figures 3 and 4.
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Table 3 presents six core interaction process phases (stages, steps). Each new interaction loop
starts with the system boot (loading) and concludes with the system shutdown. After the system is
loaded and operational, it loads the appropriate user interface (or similar input-output system) and
enables a user-system interaction interface. The next phase is the user-system interaction loop and
feedback loop, both of them are operating, and loading in parallel. Feedback and interaction can
consist of “n” number steps, which are determined by the user or/and by the system. At each
interaction cycle of the loop, the decision can be made to either move to the next step or get to the
initial system step, or completely shut down the system. The interaction loop stops when the user
decides to stop the interaction and the system saves its state and powers off. With this phase the
interaction loop is complete, and system is disabled or is operating in the background listening to new

input or internal event messages.

Table 3 — Interaction Process

No Interaction phase Systems Components Result
Actors Feedback
1 System boot Power controls Electricity Load the previous state
Direct Interaction Device Load new session
Authentication User Status indicator
2 Load UI GUI Electronic device Enable HCI process
Enable Interaction | Input/Output PC Hardware Controls -> On
functions Application Interface -> Render
Menu/Controls SDK/Libraries Direct/Indirect Ctrls
3..n | Interaction Loop Tasks User System Input Interpretation
General Functionality | Interface system User Task(s) Execution
Enhanced Input Ul
Menu and Navigation
3..n | Feedback Loop Enhanced Output System Event Manager User Feedback
Notification UI Manager System Task(s) Execution,
Event manager Data Manager Scheduling
n Decision making Action Evaluation Application Internal Application
System Planning User Data save/load
Task Manager Job Status Check
n+1 Shutdown System save state Electricity Save State
Power Controls Device Check Special Status
User Status Notification
Data Manager
System Event Manager

The more detailed presentation of phase number 3 can be viewed in Figure 4 — Interaction and
Feedback loops. Two actors interact with the systems during the loop — the user and the computational
(general) system. In the center of the diagram denoted by the yellow rectangles are major system
states. The interaction starts with the user action and the input information/task threads. Each new
action is recorded and currently being processed by the event queue and Event Manager systems.
While the user interacts and waits for the response, computational systems also engage in the
interaction process by firing appropriate response and communications messages. The interaction
process is part of larger server/client applications and database services (listed at the bottom section
of Figure 4).

Algorithm step-by-step for feedback loop design (Figure 4):

1. The user has a goal — and needs to complete the action;

2. System loads and provides appropriate interaction interface;

3. A user interacts with the Ul via micro-interactions, input action can be single or multiple;

4.  Event Manager processes actions and makes a queue (in case of multiple user activities or
based on system requirements/architecture);

Information Technologies in Economics and Environmental Sciences No. 1 (2024)

s |




HazapeHko B.A., Kacamkin [.10. DOI: 10.31548/itees.2024.01.053

5. System loads output — provides feedback based on User Action and Event Manger System
via Communication interface system depends on software and hardware architecture, as well as
specific application and embedded device software;

6. A user reviews feedback or receives notification from the list of output types, he chooses
whether to continue the micro-interaction or stop (or a system event can force a user to stop or
continue);

7. The system stops or moves into hibernation/standby modes.

INTERACTION PROCESS

Wicr nlraction, . ) = ) .
. Event(s) Communication
. —Action User Interaction Input Thread(s) Queue loop —Process Request: Interface 3
/ \ J \

TR equests
Available Actions
USER Number of Input
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Elements:
Screen
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Embedded Device(s)

0s A
Firmware
Device Drivers| <>

Code

Figure 4 — User Interaction — Feedback Systems and States

Discussion. The modern user interface is a very multilayered and complex system. The user
interaction process is no longer limited to simple keyboard types or single-button interactions. There
are a great number of widely available interaction devices and output mediums, mobile phone screens,
VR glasses, gamepads, and game controllers, but the input-output system is not limited to just the
number of devices listed. The user interaction has many steps and stages to it the list of available
interaction activities is also great in number. As discussed, the human-computer interaction goes in
loops, feedback loops to be precise. The essence of the Human-Computer interaction process revolves
around tasks and activities started by the user and processed by the system. The context of use plays
an important role in the interaction cycle, as it provides experienced designers with awareness and
knowledge of the user, when and how the system will be used. The interaction process itself is made
of some steps, components, actors, and systems. Each application has its own interaction and
feedback loop. However, implementation can be done based on the system abstraction and certain
algorithms, such as feedback loop system and algorithm.
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CUCTEMHU KOPUCTYBAJIbHUIILKOI B3AEMO/III TA 3BOPOTHOI'O 3B'SI3KY B
THTEP®ENCI KOPUCTYBAYA ITPU ITIPOEKTYBAHHI IIU®POBUX CUCTEM

Anomauin. Obracme «Bzaemodis nodunu i xomn'tomepay 6i0nogioae 3a 00CHONCEHHS HOBUX CNOCO0I8 [
B600CKOHANEHHSL  ICHYIOUUX — MEXAMIK — «Kopucmyeéauy-komn'iomepy  (kopucmysau-npucmpoi). Ilpoyec  63aemo0ii
Kopucmysaua 3 Komn'romepom 6i00y8acmvcs YUKIUHO, [ 01 KOJCHOI Oii Kopucmyeaua abo cepii Ol cucmemu
3abe3neuyioms 6i0N0GIOHULL 360pomHUll 36'a30K. € bazamo uOamHux OOCHIOHUKIE Ma OOCTIOHUYLKUX poOim y 2any3i
HCI, oocrioacenv Ul ma inoicenepii 63aemooii. Hanibinow nowupeni pobomu ¢ oonacmi HCI, inmepgheiicy kopucmysaua
i 83aeMO0il yurie 360pommno2o 36'a3xky. Hessasicarouu na me, wjo obnacmo 0ocnioscens HCI ma 63aemodii ne € nosoro,
icHye 6azamo cucmem ma MONCIUBOCMEN, KL 3ANUUUNUCS He8USYeHUMU abo He ompumanu docmamuwoi yeazu. Cepeo
HUX cgepa yugposozo ousaiiny, sAKa 30cepeddicena HA KOMIIEKCHOMY WPOEKMYSAHHI CUCMeMU, W0 6KII0YAE
bacamopazoge 00HOYACHE BGUKOPUCMAHHS, B3AEMOOTI0, CKIAOHI 63A€MO0ii ma 360pOMHUL 38'S30K 3 KilbKoMda
npucmposimu. Cmamms npucesyena po3esidy aKmyaibHux numans wooo cnocio 63aemooii 1I0OUHU- KOPUCY8aya 3
Komn'tomepuumu yugposumu cucmemamu. Y yeumpi 63aemooii 000amxis, npocpamHoz2o 3abe3neyenHs i cucmem
3HAX0OUMbCA M0OUHA — Kopucmysay. Ilpuuuna, no axiu iHiyiroemMvbes i IHCMATIOEMbCA NPoYecC 83AEMO0IL, NOAA2AE 8
MOMY, WO KOPUCMY8Aay Mae 00HY abo KinbKa yinel, AKux i xoue oocsemu. Taxa 63aemo0is 8i06y8acmucs, sIK NPAUilLo,
yepes GIONOGIOHUL iHmepghetic, KUl Modice OYmu: MEXAHIUHUM, YUPDPOBUM, AHALO206UM, 3 CEHCOPHUM eKPAHOM MOUO.
Icnye kinbka munie Kopucmysauis, SIKi NPIMO Y ONOCEPEeOKOBAHO GNAUBAIOMb HA YUK 83AEMOOIL, Kopucmysay abo
2paseyb 6e3n0cepednbo GNIUBAE HA CUCMEMU MA 63AEMOO0IE 3 HUMU, MOOL K Pewma KOMaHOU 3ayiKAGIeHUX CHOPIH
8I0n06i0ae 3a GUPOOHUYMBO MA NIOMPUMKY PO320PHYmMOo2o dodamky/cucmemu. IlegHi 3a80anHs ma aKmueHicmb
63a€MO0IT 6NIUBAIOMb HA Me, K KOPUCMY8ay 0yoe 63aEMO0ismu 3 OAHOK CUCMEMOT0, MONCYMb 000a8amu 000aAmKosi
obmedcenns ma obmedcenns. Jugpepenyiayiss muny KOpUCmysaia ma Memu GUKOPUCTNAHMS CUCEMU € JICUTNMESO
BAICTUBOIO HA PAHHIX emAanax npoeKmy8anHs CUCeMU, OCKIIbKY NeGHI 2aly3i ma npopeciini cepedosunya Haoaioms
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6EIUKO20 3HAYEHHST Memi KIHYe8020 KOPUCTY8ayd md NOEmAanHoMy NOMOKY 63AEMOOI] KOPUCmy8aya 3 CUCMEMOIO.
Buympiwnio komynixayito ma 102iKy o6poOKu cucmem MONICHA po30umu Ha 08i 4ACMUHU — Cepeic, OPIEHMOBAHI HA
Kopucmysaua, ma MoOyl GHYMPIWHIX CIysHcO 00pobru cucmemu. J{is KiHyesoeo Kopucmyeaua 6i0nogioHo20 000amkKy
abo cucmemu 8adCIUSUM € me, K came Oyoe pealizosanuil yeil npoyec 63aemodii. Tobmo, siki Oy0yms 00CMynHi opeanu
Kepy6anHsl, Oil /1 83aEMO0II Ma MeXaHizMu 360POMHO20 363Ky 6i0 cucmemu 00 Kopucmysauda. Memoou 00CnioHceHHs
Oasylomvcs  Ha  20N0BHUX MEMOOOA02IAX Ou3auHy mMa auanizy yu@dposux NPoOYKmie 3 aKYeHmom Ha
KOPUCMYBATbHUYLKOMY 00C8I0I, OOCHIONCEHHI GUMO2 KOPUCHMYBAYI8, KOHMEKCHY GUKOPUCMAHHS 3ACMOCYHKY md
NpeoCcmagients Menio 63aeMo0ii 3 yupposum cepgicom. Y cmammi npedcmasieno pe3yibmamu 0emaibHo20 ONUcy ma
MOOENOBAHHST 20I06HO20 NPOYecy G3AeMOOIl KOPUCMY8aud i3 CUCHEMOI0 360POMH020 36'A3KY (YuKiuHuil npoyec).
Bpaxosano konmexcm UKOPUCMAHHS 3ACMOCYHKY, 20A06HI 6AXNCAHNS Ma Yiii KOPUCMY8aya npu 83aemo0ii, a maKoic
munu 00CMYRHUX 8apianmie 63aemo0ii 3 inmepaxmugnotlo cucmemoro. Ilpedcmasnenuil y pobomi cemu-KpoKosuii npoyec
KOPUCMYBATbHUYbKOI 83A€MO0IL 8KI0OUAE 8 ceDe OYHKYIL, OaHi, npoSpammi cucmemuy ma Mooy, 6i0n08IOHY apXimeKmypy
NPOSPAMHO20 MA ANAPAMHO20 3a0e3NeUeH s MA MemoOu HYMPiuHboi KOMYHIKayii misic pynryismu yuxny. Pospobreno
npoyec inmepakmugHoi 63aemo0ii, AKULL ONUCYE NOBHUILL YUK 810 NOYAMKY 00 3a8epuleHtst poOOmu Kopucmysaya 3 6yos-
SAKUM  YUPPOBUM, AHANO2068UM, OOUUCTIOBATLHUM — NPUCMPOEM, 000amKoM, cepgicom. Taxuii npoyec MOdiCHA
BUKOPUCMOBYBAMU  OU3AUHEPAM, PO3POOHUKAM NPOSPAMHOLO 3A0E3NeYenH s, MEeXHIYHUX 3ac00i6 Ha emani NAAHYEAHHs
HOB0I iHmepakmueHoi cucmemu abo YOOCKOHANEHHsL ICHYIOUOL.
Knrouosi cnosa: HCI, inmepgetic kopucmysaua, Komn'iomepHa iHiceHepis, NPpOeKmy8anHs, OU3aUH.
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IHTEJIEKTYAJIBHI CUCTEMMH PO3III3BHABAHHS KIBEP3AI'PO3, SIK CKJIA/IOBA
CUCTEM IH®OPMAIIMHOI BE3NEKH HA TPAHCITIOPTI

Anomauin. Tpancnopmua eanyss, 30Kkpema U 3anizwuunuti mpaucnopm (3T) 6ce 6Ginvuie GuKopucmogye
KOMR'tomepu306ani cucmemu 051 YnpagiHHaA, wo pooums 1020 8pasiusum 00 Kibepamax. /{ns zaxucmy ingpopmayitinoi
ma KibepHemuunoi 6e3nexu Ha MPAHCNOPpMi CIMAIOMb 8ANCTUSUMU THMENEKMYANbHI CUCMeMU PO3NIZHABANHS 3A2PO3.
3abesneuenns xibepbesnexu Ons iHGOPMAYIIHUX cCUCEM A A8MOMATNUZ08ANUX CUCTIEM KePY8aANHs HA MPAHCNOPMI €
BAJCIUBUM 3AB80AHHAM Ol 3a0e3nedenHst HayloHanvbhol besnexu Yxpainu. Ile 0oszsonsie 3anobiemu MOMCIUSUM
kibepamakam, 36epeemu KOH@IOeHYIUHICMb iHpopMayil, 3a6e3neuumu HAJIHY poOOMy MpPAHCROPMHOL cucmeMu ma
30epeemu 6esneky epomaodsn. Pozsumox ma enpoeadcenis egpexmusnux 3axo0is Kibepbesnexu € HeoOXIOHUMU KPOKAMU
05 3abe3neuenus cmiukocmi i HAOIHOCMI MPAHCROPMHUX CUCeEM Mma 30epedxceHHs HaylOHATbHOT be3neku 8 Ykpaini.
Lls cmamms onucye memoo iHMeieKmyaibHo20 pO3NIZHAGAHHA 3a2p03 ONsl IHGOpMAYIiHUX cucmem KepyBaHHs Ha
mparcnopmi (ha npuxiadi 3aniznuynozo mparcnopmy - 3T). Memoo rpynmyembcsa Ha OUCKpemHux npoyedypax ma
BUKOPUCMAHHI T02TYHUX OYHKYIL MA HeYIMKUX MHOJNCUH.

Knrouoei cnosa: mpancnopm, agmomamu3oeani cucmemu KepyeamuHs, Kibepnemuuna 6e3nexa, po3nizHAGAHHA
3a2po3, IHMeNeKMyanbHi CUCIEMU.

Beryn. 3abe3nedenns kibepoesneku st iHpopmatiitnux cuctem (IC) Ta aBTOMaTH30BaHUX
cucteM kepyBaHHs (ACK) Ha TpaHcmopTi Mae BUpIIIaJbHE 3HAUYEHHS B KOHTEKCTI 3a0e3reueHHs
HaI[lOHANBbHOT Oe3Mekn YKpaiHu.

[To-nepire, TpaHCTIOPTHA CHUCTEMA € OJHIEID 3 HAWBAKIMBIMIUX 1HOPACTPYKTYPHUX chep y
KpaiHi. Bona 3a6e3neuye TpaHCOpTYyBaHHs JIFOJIeH, BAHTAXKIB Ta IHIIHUX PECYPCIB, 1110 € HEOOX1THUMHU
JUIsL EKOHOMIYHOTO PO3BUTKY Ta (DYHKIIIOHYBaHHSI CYCIIIbCTBA. B pa3i mopyuieHHs kidepOe3neku B
TPAHCIOPTHUX CHCTEMaxX MOXKYTbh BUHHUKHYTH CEPHO3HI HACIiJKH, BKJIIOYAIOYM aBapii, IepepBH y
poboti Ta 30uTKM. Taki moxaii MOXYTh TNPHU3BECTH JO 3arpo3u JJs TPOMaAChKOi Oe3nekH,
€KOHOMIYHUX 30MTKIB Ta HaBITh 3arpo3u sl )KUTTS 1 3710poB'ss rpoMassH. [lo-apyre, IC ta ACK
TPAaHCIIOPTOM BKJIIOYAIOTh B ce0e 3HAUHy KUIbKICTh KPUTHYHHUX 1H(PACTPYKTYPHHUX O0'€KTIB, TAKHX
SIK MEPEeXi 3B'SI3KY, CHCTEMH TUCTIETYEPH3AIlil, CHCTEeMH Oe3MeKH Ta KOHTPOII0, CHCTEMH KepyBaHHS
pyxoM TpaHcnopTy Tomio. Lli cucremMu MICTATH BETMKY KiUIbKICTh KOH(iIeHIIHHOI iHdopMarlii,
BKJIIOUAIOYH JIaHI PO PyX TPAHCIIOPTHUX 3ac001B, PO3KIIAIH, MACAKUPCHKY 1H(OpMALliIO0 Ta 1HIIE.
HecaHkuioHOBaHUHE JOCTYN 10 IIMX CHCTEM MOXKE MPU3BECTH 0 KPaaDXKW JaHUX, PO3KPHUTTS
KoH(piaeHIiHOT 1HGopMalii abo HaBITH 3JIOBKMBAHHS BIaA0K0. Taki cHUTyalii MOXYTh MaTH
Cepio3HI HaCHiAKU JUIs Oe3MeKku KpaiHu Ta 3a0e3neueHHs HalioHanbHUX iHTepeciB. [lo-Tpere, y
3B'SI3KY 31 HIBUJKHUM PO3BUTKOM TEXHOJIOTIN Ta MoIMpeHHsM [HTepHeTy pusuku KidepaTtak Ha
TPAHCHOPTHI CHCTEMH 3pOCTAalOTh. 3TOBMUCHUKH MOXYTh BUKOPHUCTOBYBATH Pi3HI METOAM, TaKi 5K
BTOPTHEHHS B MeEpexy, OINMHT, BIPYCH, IMIKJIMBI TporpaMd Ta IHIN, JUIsI OTPUMAaHHS
HECAHKIIIOHOBAHOT'O JTOCTYITY /IO CUCTEM KepyBaHHS Ta 3aBIaHHs mKoau. EdexTuBHe 3a0e3neueHHs
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KiOepOe3neKku BUMarae po3poOKU Ta BIPOBAPKEHHS CYyYaCHUX 3aXOMIB 3aXHMCTy, MOHITOPHUHTY Ta
BUSIBJICHHS BTOPTHEHb, KOHTPOJIIO JOCTYILY Ta HAaBYaHHS IEPCOHATY 3 MMTaHb Ki0epOe3neKu.

Sanizanunuii Tpancnopt (3T) € oxHier0 3 HAWOUTBIT BOXKIMBUX 1HPPACTPYKTYPHUX Tally3ei
eKOHOMIKM YKpainu. Bin 3a0e3neuye O6e3nepediliHe epeBe3eHHs BAaHTAXIB 1 HAaCaXHPIB, @ TAKOXK €
BOXJIUBUM (PaKTOpOM Oe3IeKH JIepKaBH.

VY cyyacHUX yMOBaX TPaHCIIOPT € BCE OLIBIT ypa3auBUM JI0 Kibeparak. Kibep3mouuHIll MOXKYTh
BUKOPHUCTOBYBAaTH pi3HI METOIW Ui TOpPYIIEHHS pPOOOTH TPAHCHOPTHOI i1HPPACTPYKTYpH,
HanpuKial, 100: BUKIMKATH 3aTPUMKH a00 CKACOBYBaHHS PEHCIB; MOIIKOAUTH 00JaJHaHHS abo
iH(MpaCcTPyKTYypy; BUKpAIATH a00 MiIpoOIISITH BXIIUBY 1H()OPMAIIi0; Ta iH.

MerTa ctatrTi oyisirae B aHajii3i Ta mopiBHAHHI 3ac00iB 17151 3axucTy IC Ta ACK TpaHcnopty Bif
Ki0epaTak, BAKOPHCTOBYIOUM KOMIUIEKCHI 3aX0H, BKIIOUat0un: (pi3udHuil 3aXucT iHQpacTpyKTypH;
3ampOBaDKEHHS CTAHIAPTIB 1 Ipolexyp O0e3MeKu; MiABUICHHS KBaji(ikallii mepcoHany.

Pe3yabTaTH JociaigikeHHsi Ta iX O0OroBopeHHs. Y CTarTi 3allpONOHOBAHUN METOJ
IHTENEKTYalbHOTO pO3Mi3HABAaHHS 3arpo3, sKHi Oa3yeTbCs Ha AMCKPETHHUX IHpoLeaypax Ta
BUKOPHCTAaHHI JIOTIYHUX (YHKIIA Ta HEYITKMX MHOKMHAX, IMPOIOHYETHCS 3 METOIO ITiBUIICHHS
e(EeKTUBHOCTI PO3II3HABAHHS 3arpo3 Ul aBTOMATU30BAaHMX CUCTEM KEpyBaHHsS Ha TPaHCIIOPTI,
HaNpUKIIal, 3aJ1i3HIYHOMY, aBTOMOOUIEHOMY Ta iH.

Opuum 13 kmouoBux enemeHTiB 3axucty IC ta ACK Big kibepaTak € BHUKOPHUCTAHHS
IHTENIEKTyaIbHUX CUCTEM KiOepOe3neKu.

InTenextyanbHi cucteMu KibepOe3neku BUKOPUCTOBYIOTH IITy4yHui iHTenekT (LHI) nmms
BUSIBJICHHS 1 pearyBaHHS Ha KiOepartaku. BoHU BiJpi3HSIOTBCS Bil 3BHYAHHHX CHUCTEM 3aXHUCTY
iH(popMallii HACTYITHUMHU OCOOIUBOCTSIMHU:

- IHTEJNEeKTyalbHI CUCTEeMH KiOepOe3neku MOXyTh BUSBIATH KibepaTaku HabaraTo IIBHILIE,
HiX 3BHUaiiHi cuctemu. Lle 703BoIIsi€ MBHUKO pearyBaTi Ha aTaKH Ta 3al00IrTH 1X MOIIMPEHHIO.

- IHTEJNeKTya bHI CHUCTeMHU KibepOe3nmeKn MOXKYyTh BUSBISATH KiOepaTaku 3 OUIbII BHUCOKOIO
TOYHICTIO, HIX 3BHYaiiHiI cuctemu. lle 103Boiisie yHUKATH TOMUJIIKOBUX CIpPAIlbOBYBaHb 1 HE
OJI0KyBaTH 3aKOHHUH Tpadik.

- IHTEeJIEKTyaIbH1 CUCTEMU KiOepOe3nekn MOKyTh aJanTyBaTHUCs A0 HOBHX 3arpo3 1 arak. Lle
703BOJIsIE 3a0e3meuyBaTd €(PEeKTUBHUM 3aXUCT 3aJI3HUYHOTO TPAHCIOPTY B yMOBaxX HOCTIHHO
MIHJIUBUX KiOep3arpos.

KpiMm 3a3HaueHMX mepeBar, BHUKOPHUCTaHHsS IHTENEKTyaJlbHUX CHUCTeM KiOepOe3mekH,
Harnpukiaj, Ha 3T TpaHCTOPTI MOYKE TaKOK MAaTU HACTYIHI TO3UTHUBHI HACIIIIKH:

3HWKEHHS BUTpaT Ha KiOepOesneky. IHTenekTyanbHI cHCTeMH KiOepOe3nekd MOXKYyThb
JIOTIOMOTTH ONTHUMI3yBaTH BUTPATH Ha KiOepOe3neKy, OCKIIbKM BOHU JO3BOJIIIOTh aBTOMATHU3YBATU
JesIKi 3aBJIaHHS Ta MiABUIUTH €EKTUBHICTH pOOOTH MEPCOHATY.

[TokpamienHss iMIKy Komnalii. BrpoBagkeHHs IHTENEKTyaJlbHUX cuUcTeM KiOepOe3mneku
CBIIYUTH MPO T€, LII0 KOMIIaHis MIKJIYyEThCS PO Oe3MeKy CBOIX cHcTeM 1 AaHuX. Lle Moe MO3UTUBHO
BIUIMHYTHU Ha IM1/IK KOMIaHI1 1 i KOHKYpEHTOCITPOMOKHICTb.

3 posButkoM iHpopmariiiaux TexHosoriit (IT) 3T craB Bce OuTbII 3anexHUM Big HUX. Lle
MIPU3BEJIO 0 3pOCTaHHs aKTyalbHOCTI pobiemu iHpopmaniiinoi 6esneku (Ib) 3T, sixa € ckinanoBoro
nepxaBHoi 6e3nekn Ykpainu. Ib 3T monsrae B 3a0e3nedeHHi CXOpPOHHOCTI, KOH(IIEHIIITHOCTI Ta
nuUTicHOCTI 1HQopMarllii, sika BUKOPHCTOBYETHCS Ha 3ali3HUYHOMY TPAHCIOPTI. YPaxoBYIOUH
PI3HOMaHITHICTh MOTEHLIWHUX 3arpo3 y KiOepmpocTopi, CKIAJHICTh iX CTPYKTYpH Ta (YHKIIH, a
TaKOXX y4acTh JIOJIeH B TexHonoriyHux nporecax Ha 3T, 3abe3neuenns Ib 3T, 3oxkpema ACK 3T,
BUMarae cTBOpeHHs KoMmriuiekcHux cucteMm 3axucty (KC3I). KC3I nmoBuHHI MICTUTH 3aXO0jw,
cupsimoBani Ha 3axuct IC tTa ACK 3T Bif ycix BUJIIB peleBaHTHUX Kibep3arpos.

[Tpo6nemu kibepoesnexku B IC ta ACK 3T maroTh BakuBe 3HA4YCHHs 3 KIUIBKOX IMPHYUH,
30KpeMa:

1) Bpa3zaugicms 0o xibepamaxk. 1C Ta ACK MOXyTb CTaTu 00'€KTOM aTak yepe3 MiAKIIOUeHHS
JI0 MEpeX, BUKOPUCTAHHS 3acTapiIuX MPOTPaMHUX 3ac00iB a00 BPa3IMBOCTEH y MEPEKEBHUX
MIPOTOKOJIAX.
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2) Ingpacmpyxkmypua 6paznugicme. 30inpmieHHs aBroMatu3zanii Ha 3T mpusBoauTH 10
OUTBIIIOT BPA3JIMBOCTI MEPEXK 1 CUCTEM JI0 aTakK Ta 30UIbIIYE PU3HK MOPYIICHHS HOPMAJIbHOT POOOTH.

Jnst Ykpainu nutaHHs 3axucTy iHpopmarii Ta 3a0e3nedeHHs iHpopmariitHoi (kibepHeTHIHOT)
oesmnexu (mani Ib) st IC ta ACK 3T maroTh ocoOnuBe 3Ha4eHHs. [I[puunHa bOTo MOJsTae B TOMY,
mo YKpaiHa € BEJIHMKOI KpaiHOI 3 TEONOJITHYHO BAXKJIMBHM pO3TallyBaHHsM.. [lpuknaau
HECaHKI[IOHOBAaHOTO BTPY4YaHHS 3J10BMUCHUKIB (XakepiB) B podoty IC Ta ACK 3T Oyno HaBeneHo y
po6orax [1, 2, 3]. Pasom i3 TuM, 3aBHaHHsA BuU3HauyeHHs pusukiB kibeparak Ha IC ta ACK 3T,
HQJICKHUM YUHOM HE pO3MVIAJAEThCA Ta, Y HaMKpalloMy BUIAJIKY, IIJIMIHIOETbCS Ha eTami
npoektyBanHs C31 sKicCHUM aHaIi30M HaIIHHOCTI CUCTEMH 1 MOKJIMBUX HACIIKIB IPOHUKHEHHS 10
Hei [3].

3axuct Bix kibep3arpos Ta kibepaTtak aTak 3sudaiiHux iHpopmarniitnux cucrem (IC) na 3T gemro
Biapi3HsAeThes Bix 3axucty Big ACK 3T.

3Buuaiini IC Ha 3T BUKOPUCTOBYIOTHCS /JIsl BAKOHAHHS PI3HUX 3aBAaHb, TAKUX SK YIPABIIHHS
¢diHaHCaMu, NEpPCOHAIOM, JIOTICTMKOIO Ta MapKeTMHroM. BoHu, sK mnpaBuio, MaiTh MEHIILY
KPUTHYHICTB 1151 Oe3neku pyxy noi3zis, Hix ACK 3T.

ABromatuzoBani cucremu kepyBaHHA (ACK) na 3T BUKOPHCTOBYIOTHCS AJISl YIpaBIiHHS
PYXOM TOi3/1iB, 3aTI3HHYHOIO iIHYPACTPYKTYPOIO Ta IHITUMH KPUTHUYHUMH CUCTEeMaMu. BoHU MarOTh
BUCOKH piBEHb KPUTUYHOCTI JJ1s1 O€3MEKU pyXy MOi3/1B, TOMY JIO IXHBOT'O 3aXHCTY MPE ABISIOTCS
0COOJIMB1 BUMOTH.

OcHOBHI BiIMIHHOCTI MiXk 3aXHUCTOM BiJl Kibep3arpo3 Ta kibepatak IC na 3T Ta 3axuctom ACK
3Te:

Kputnunicts. ACK 3T maroTh BUIIMI piBE€Hb KPUTUYHOCTI Uil O€3MEeKH PyXy MOI3MiB, HIXK
3pryaiini IC. Tomy 10 IXHBOTO 3aXHCTy PE SIBIAIOTHCS 0COOIMBI BUMOTH.

Bronus Ha Gesneky pyxy moizniB. Kibepsarposu ta kibepataku, cupsimoBani Ha ACK 3T,
MOXYTh NMPHU3BECTH 10 HAWMEHII 10 CEPHO3HUX MOPYIIEHb Oe3MeKH pyxy moi3miB. ToMmy 3axuct
ACK 3T Big xibep3arpo3 Ta kibeparak € )KUTTEBO BaXXIUBUM s 3a0e3neyeHHs Oesmexu 37T.

Cxunagnicts. ACK 3T, sik mpaBuiio, MatoTh OLJIbII CKJIA/IHY apXITeKTypy, HIk 3Bu4aiiHi IC.
ToMy ixHiii 3aXUCT BUMarae OiBIINX PECYPCIB.

st IC ta ACK 3T xapaktepHUMHU € HACTYIIHI BUIU €JIEMEHTIB: OOPTOBI 3ac00M (HATTPUKIAI;
€JIEKTPOHHI JATYMKH, sIKI BUMIPIOIOTH pi3HI (I3UYHI BEIMYUHM; KaMepH, sKi 3a0e3nedyroTh
B1JICOCIIOCTEPEKECHHSI 32 HABKOJIMIIHIM CEpPEAOBHUIIEM; 3aco0u 0O0poOkH iHdOpMaIlli; cucreMu
KOMIT'FOTEPHOT'0 30pY, sIKi BUKOPUCTOBYIOTh JUIsl OOpPOOKH JJaHUX, OTPUMAHUX BiJieOKaMep; CUCTEMHU
po3ni3HaBaHHA 00pa3iB, K1 BAKOPUCTOBYIOTH JJIsl pO3Ii3HABaHHS 00'€KTIB Ha 3aJII3HUYHOMY IIIJISXY;
CHCTEMHU pajlio3B'sA3KY, sIKI BAKOPHUCTOBYIOTHCS JIIsl 0OOMiHY 1H(OpMAIi€l0 MK PyXOMHUM CKJIaJI0M Ta
IHIIMMH 00'€eKTaMH Ha 3a113HUYHOMY IIJISIXY; Ta 1H.); 3acO0H, 110 BCTAHOBIIIOIOTHCS Ha CTAI[lOHApH1
o0'extn iHMpacTpykTypu 3T (Hampukian, cucTeMHU: aBTOOJIOKYBAaHHS, CHUTHai3amii Ta iH.);
JUCTAHLIMHO KEepoBaHI BUKOHABYl Ta 1HJAMKALIMHI HPUCTPOi (HANPHUKIAJ, CUCTEMH: YIPABIIHHA
rajJbMyBaHHSM; YIPaBJIiHHA JBEpUMa; YIPABIIHHS OCBITJICHHSM Ta iH.); CEpBEPHU ISl ONPALFOBAHHS
Ta 30epiranns iHpopmaniitHux MacusiB (IM); cuTyaliiiHi HEHTPH, TUCIIETYEPChKI LIECHTPH KEPYBAHHS
3T; 3acobu 3abe3neueHHs Pi3HOMaHITHOTO 3B'sI3KY; iH(OpMaliifHO-TeIeKOMYHIKalliiHI CHCTEMH Ta
1H.

HenoBnota indopmartii npo 3arposu Ib mast ACK 3T moxe nposiBIsSTHCS IBOMa CIIOCOOaMH.
[To-nepire, Mu MO’KEMO HE MaTH MOBHOI 1H(QOpMAIIl PO CTPYKTYpy 00'ekTa KibepaTaku, HaBITh Ha
6a3oBoMy piBHI. OcoOIMBO AKIIO LIel 00’€KT Mae CKIAAHY apxiTektypy. [lo-apyre, Mu MoxkeMo He
OyTH B 3M031 TIOBHICTIO CIIOCTEpIraTH 3a 00'€KTOM KibepaTaku i po3mi3HaBaTH BCi Kibep3arpo3u Ta
aTakH, K1 BIH MOXe 3a3HaTH.

s no6ynosu epexkruBHoi C31 ACK 3T, BuOopy Ta BIpOBaI>KEHHIO a/IeKBaTHUX TEXHIYHUX
3ac00iB KiOepOe3neKy MOBUHEH MepeayBaTH OIKC, aHali3 1 MOJENIOBAHHS 3arpo3 W ypa3iuBOCTeH
ACK 3T. Takox notpiOeH perenbHuil pospaxyHok ¥ anamiz pusukiB Ib mms ACK 3T. Otxe,
OYEBHJIHUM € Te, II0 CII0YaTKy KOXHA 3arpo3a MOBUHHA OYyTH BIi3HAHA i ieHTH(IKOBaHA.

CyuacHi cuctemMu BUSBIICHHS Ta poTuaii kibeparakam (CBAII) Ha 3ami3HUYHOMY TPaHCIIOPTI
y kpainax €C, CILIA, Snonii, [TiBnennoi Kopei BUKOpuCTOBYIOTh METO/IH, K1 € €(hEKTUBHIUMH JIUIIIE
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B TOMY BHUIAJKYy, SKIIO BioMo, siKi Kibeparaku abo 3arpo3u Ib mMoxyTe Oyt peamizoBaHi
3JI0BMUCHUKAMH.

Came ToMy, HOBI JOCIIJDKCHHS, MOB'S3aHI 3 METOJAMH IHTENIEKTYaJbHOTO PO3Ii3HABAHHS
3arpo3, MarTh BHpimanabHe 3HaueHHs isg 3abe3nedeHHs Ib B IC a6o ACK 3T. Ile, 30kpema
00yMOBJIEHO MOKJIMBOCTSIMU 320€3EUUTH:

Peaxmuenuii ma npoenocmuunuii  nioxio. MeTonu 1HTEIEKTYaJbHOIO pPO3II3HABaHHS
JI03BOJISIFOTH HE JIMIIIE pearyBaTH Ha BXKE BiZIOMI 3arpo3H, aje i MporHo3yBaTH HOBI aTaky Ha OCHOBI
aHaI3y MONEPeIHIX Mojene abo aHOMaJbHUX BIJIXWJICHB, IO MMiJBHINYE piBeHb 3axucTy IC abo
ACK 3T;

Busenenns nosux 3a2po3. 3acTocyBaHHsI IHTEIEKTYaJIbHOTO PO3Ii3HABAHHS JO3BOJISIE BUSBIIATH
HaBITh paHillle HeBiIOMi aTaky, 3arpo3u abo anomanii B moeainui IC abo ACK 3T, mo BaxiumBo st
3aro0iraHHs IXHbOTO PO3BUTKY Ta MOLIMPEHHS;

Aemomamuzayis ananizy eeauxux oocsaeié oanux. MeToau 1HTENEKTYaIbHOTO PO3IMi3HABAHHS
J03BOJISIOTh €PEKTHUBHO OOPOOIISITH Ta aHANI3yBaTH BEJMKI 00cary iHGopMallii, Mo BaKIUBO IJIS
BYACHOTO BHSBIICHHs aHOMaTiii Ta 3arpo3 s IC abo ACK 3T;

Iiosuwenna weuokocmi peacysanHs. 3aBASKU aBTOMATH3allil MpoLECy aHalizy Ta
pO3Mi3HaBaHHs, MOYIJIMBO IIBUIIE PearyBaTH HA MOTEHIIIHI 3arpO3H Ta BYACHO NMPUIMATH 3aX0H
1010 1X 3armo0iraHHs 4Yu MiHiMi3allii BIUTHBY;

Aoanmayist 0o 3min y 3aeposax Ih. MeTon HTENIEKTYaIbHOTO PO3Mi3HABaHHS JT03BOJISIFOTE [C
a06o ACK 3T anmantyBaTHcs 10 HOBMX BMJIIB aTak Ta 3arpo3, Ta 3MIHIOBAaTH CTpaTerii 3aXUCTy B
peanbHOMY Yaci.

Ominka MOXIMBOCTI peami3anii koHkperHoi 3arpo3u mig Ib IC a6o ACK 3T 3anexuTts Bin
OaraThox (hakTopiB. 3arpo3a, sKa MOXKe 3aBJIaTH IKO/HU, € TOTeHIIHHO HeOE3MeUHO0 1 TOMY TOBUHHA
Oytu orinena. Ominka 3arposu st IC Ta/abo ACK 3T nependauae popmyBaHHs MO 3arpo3, sSKa
OMHCYE MOTEHITIHHI crTocoOM peai3aliii 3arpo3u Ta ii HaCiIKH.

Memoou ma moodeni. Hux4ie 3ynuHUMOCS Ha 3arpornoHoBaHoMy y [1, 2, 3] Meroai 1 Mojeni
IHTENeKTyalbHOTO po3mizHaBaHHs 3arpo3 i Oesneku IC ta ACK 3T, 3acHoBaHMX Ha 1moOy10Bi
MOKPUTTIB KJiaciB 3arpo3 1b.

Hexaii icHye psin 3arpo3 o0'exty iHdopmariitHoi 6e3nexu (OIb y namomy Bunanky ACK 3T)
(3aranpHa Kkimacudikarlis 3arpo3 HaBeneHa y [1]). PiBens 3arpo3u mans ACK 3T 3anexuTs Bij TOTO,
HACKUIBbKH cUcTeMa 3axulieHa. PakTopH, siki MOXKYTh IpU3BecTH 10 nopyueHHs 6e3neku ACK 3T —
e ¢akropu pusuky. dakropu, sAxi crnpustoThs nigsuiieHH0 6e3neku ACK 3T, Oyaemo HazuBatu
(bakTOopamMM 3aXHMIEHOCTI.

Sk Oyno mokazaHo B poOotax [2, 3] amapaT HEUITKOi JIOTIKH BUSBIISETHCS MEPCHEKTUBHUM
HanpsMOM JUIsl CTBOPEHHSI CUCTEM IHTEJeKTyalbHOro posmizHaBaHHs 3arpo3 Ib IC a6o ACK 3T.
[pomy cnpusitoTs HacTynH1 pakropu [2, 3]:

Pobacmuicmv 0o nesusnauenocmi. HediTka 5orika J03BOJIS€ BpaxoBYBaTH Ta OOpOOIATH
HEYiTK1 a00 HEBM3HAYCHI JaH], IO I03BOJISE aHAII3yBaTH Ta PO3IMi3HABATH AHOMAJIbHI TATEPHH, KOJIH
TOYHI 3HAYEHHS HEBIIOMI a00 HEOIHO3HAYHI;

Aoanmusnicms 00 3minHux ymoe. Cuctemu posmizHaBaHHA 3arpo3 Ib, mo OasyroTecs Ha
HEYITKI} JIOTiLli, MOXKYTb JIETIIE aJalTyBaTHCS 0 3MIHHMX YMOB POOOTH Ta HOBUX BUJIB 3arpo3, 110
BaXJIMBO y KOHTEKCTI KibepOe3neku, Jie aTaku MOCTIHHO €BOTIOI[IOHYIOTb.

Menwa uymausicmv 0o wymy 6 oanux. HediTka Jiorika MoXe HpaioBaTH €()eKTUBHO MPHU
HasgBHOCTI IIyMy a00 HETOYHOCTEH Yy BXIMHUX JaHHWX, IO JO3BOJISIE TOKPAIIATH TOYHICTH
po3mi3HaBaHHs 3arpo3 npu 06po61i peansuux ganux 3 IC abo ACK 3T.

BukopucranHs amapaTy HEYITKOi JIOTIKM BHMAara€ MaTeMaTHYHOTO MOJICITIOBAHHS HEYITKHX
MHOHH, PO3POOKM HEUITKUX MPaBUJ Ta AJTOPUTMIB, SIKI MOXKYTh OyTH BUKOPHMCTaHI JUIs aHAIII3Y
JAaHUX Ta MPUNHATTS PIIIEHb y CHUCTEMaX 1HTENEKTYaJIbHOTO PO3Mi3HaBaHHs 3arpo3. J{Js KoKHOTO 13
CMIBBIAHOIIIEHb JiepeBa BUCHOBKY B [1] moOynoBaHi HewiTki 0a3u 3HaHb (AMB. Tabu. 1, MoOKa3aHO
yacTUHY 0a3u 3HaHb), AKI MPEACTABISIOTH CyKymHicTh HeuiTkux mnpaBui «AKHIO-TO/I», mo
BU3HAYAIOTh B3a€MO3B'SI30K MK BXIIHHMM Ta BHXIOHOIO 3MIHHHUMH, OuB. Ta0n. 1. 3a HEUITKUMHU
0a3zaMu 3HaHb CKJIAJICHI JIOT1YH1 PIBHSHHS, TUB. Ta0J. 2.
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Tabnuys 1 — @paemenm b6azu 3uams 01s posniznasanus 3aepos IB ons IC ma ACK 3T (06'ekmy
ingpopmayivinoi 6esnexu (OIB), ananociuno cknadaemovcs ons inwux IC na mpancnopmi)

Kaacu .
O3Haku YHuiBep- . T
3arpo3 ATpudyTH Tepmu 11s JiHrBicTHYHOI OLIHKH
1B {paxli SLy] paxn} cym
HE TIPEJICTABIISIE 3HAYHOI 3arpo3u
BigmoBa B |1 — CTtanmapTHI KOMIIOHEHTH st Ib ACK 3T (ue xputuanuit
1 . [051],
KL, |obciyroBy- |ACK 3T He QyHKIIIOHYIOT; v. 0 — HKD),
- BaHHI 2 —in npeILCTaBn%e 3HA4YHY 3arposy
: (KpUTHYHHHA — KD)
®) 1 — hakTHuHI 03HAKH 3Hai/IeHi B paMKax MOHITOPUHTY
i . (HampuKIIad, TIosiBa Ib (BusBIICHI — B),
5 2 KL Bukpanenns |koHdinenmiitnoi inpopmarii |[0,1], HE TMOBHICTIO BUBYCHA (YaCTKOBO
Q- . . . .
=g 2 |kommnomnentis |y 3MI ); y. 0. He 3a(ikcoBaHi / HEBHUSIBIIEH] —
E s 2 — Heo0 €KTUBHI O3HAKH; YB),
? 5 3 —in He 3HalifieHi (HB)
.; -2 1 — dakTuyHi 03HAKK
= (Harmpukiaz, OyJio BUSBIICHO
£ [IpuBnacHeH- |cripoOn HECAHKITIOHOBAHOTO 3Hai/IeHi B paMKaxX MOHITOPUHTY
E KL HA nmoctymy 1o ACK 3T mig [0,1], Ib (B),
3 locobucrocTi |uykuM 06TiKOBEM y. 0 HE TMOBHICTIO BUBYCHI (UB),
3aIllCOM.); He 3Hai/ieHi (HB)
2 — HeoO’ €KTHBHI O3HAKH;
3—iH.
Inme ....

Cranu IC a60 ACK B koHTeKcTi 320e3nmeuennda 1B

S10 — HasBHICTH 331.

S, — BcTaHoBJeHe 113 Ta OHOBNIEHHS 10 HBOTO;

S, —B ACK 3T npucyTHi MepexeBi cepBicy;

Sz — ACK 3T niarpumye Oarato3agauHicTb;

S, — MIATPUMKA 0araTOKOPUCTYBAI[LKOTO PEKHUMY;
S5 — BCTAHOBJICH] IPUCTPOT BBEJICHHS / BUBOLY;
S — HAsIBHICTD PUCTPOIB «rapsioi 3aMiHN;

S, — HasIBHICTH 30BHIITHIX KaHATIB 3B'SI3KY;

Sg — HAsIBHICTh CUCTEMH BiJICOCIIOCTEPEKEHHS, sika 3’eqHana 3 ACK 3T;
Sg — HAsIBHICTh CHCTEMH CYITYTHHKOBOI HaBirariii, sika 3’ eqana 3 ACK 3T;

MeTtoau npoTHii 3arpo3aM Ta aTakam

D12 —1H.

D, — ineHTU]IKAIA | ayTeHTH(IKAIIIS;

D, — 610KyBaHHS1 0€3KOHTPOJIBHOTO AOCTYILY;

D3 — 3aXUCT BiJ] IIKIJJTMBOTO MPOTPAMHOTO 3a0€3TICUeHHS;
D, — KOHTPOJIIb IIJTICHOCTI IaHWX;

D5 — 3HUIIEHHS 3IMIIKOBUX JIaHUX;

D¢ — 3axuct 13 Ta indopmauniiinux macusiB IC ta ACK 3T Big nocmimkeHHs;
D, — pesepByBanns iHpopmariii IC ta ACK 3T;
Dg — BiiHOBJICHHS 1 caMoBiaHOBIeHHs kKomnoneHTiB IC ta ACK 3T;
Dy — nepeBipka cepTudikaTa Oe3meKu;
D, — 6nokyBanHa 3amycky [13;

D, 1 — KpunrorpagiyHuil 3aXKCT;

| e |
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Tabnuys 2 — @paemenm 6a3u 3Hans y Ui NPasuL

IIpaBuia
PRI | IF(KLyV S8;V S;) THEN D, PRI0 IF (KLgV S;) THEN Dg
PR2 | IF(KL{V S,V S;) THEN D, PRII IF (KLyg V S;) THEN D,
PR3 | IF(KL,Vv S,V S;) THEN D, PRI2 IF (KLi1 VS84V S;) THEN D,
PR4 | IF (KL3 V S,) THEN Dg PRI3 IF (KLy4 V Ss) THEN D,
PR5 | IF (KL4V S1) THEN D, PRI14 IF (KLi1 VS84V S;) THEN D,
PR6 | IF (KLs V S3) THEN Dy PRIS5 IF (KLsV S;) THEN D,
PR7 | IF (KLgV S1) THEN D5 PRI6 IF (KLsVKLgVKL{;VSsVSy)
THEN Dy
PRS | IF (KL, VS4VS5VSeVSy) PR17 IF(KL3;V KLy V KL,) THEN Dq
THEN Ds
PR9 | IF (KLg Vv S,) THEN D, PRIS...PRum | Inwi

SIKIIO ICTHHHICTH YMOBH JIOTIYHOTO PIBHSHHSA OUTbINA 32 HYJIb, TOAI MPABUIIO aKTHBYETHCS. B
0a3zax 3HaHb 715 00'€JHAHHS YMOB B MPaBUIaX BUKOPUCTOBYIOTHCS HEUITKI JIOT1YHI onepallii, Taki sk
HEYITKa KOH'FOHKIISI, HSUiTKA JW3'FOHKIIISA, HeUiTKa BIIMOBA Ta iHIIII.

3anponoHOBaHO METOJ, J03Bojsie (OpPMYBAaTH BHpIIIAJIbHI MNpaBUia I JUCKPETHUX
MpoIIeAyp po3mi3HaBaHHs 3arpo3, Ha npukiani, ACK 3T. Meton 6a3yeThcs Ha aHami31 KpUTUIHOCTI
okpemux enemeHTiB ACK 3T.

CyTh MeTOIly TIOJISITa€ Y BU3HAUEHHI KOH IOHKIIIN 3a MOKPUTTSAM KjaciB 3arpo3 Ib, Ta skumii
BIJIPI3HAETHCS BiJl HABHUX METOJIB 3aCTOCYBAaHHSIM JTUCKPETHHX MPOLEAYp 13 BUKOPUCTAHHAM
amapary JIOTiYHUX (PyHKII# Ta HeUITKUX MHOKHUH o3HaK atak Ha ACK 3T, 1o 103Bosisie CTBOpIOBaTH
e(eKTHBHI MPOrpaMHi, aHATITHYHI Ta CXEMOTEXHIYHI PILIEHHS JUI CUCTEM KiOEpHETUYHOI Oe3neKu
ACK 3T.

Takox 3anpomoHOBaHO MeToJ ()OPMYBAHHS BHPIMIANBHOTO TMpaBWiIa I JUCKPETHHX
npouenyp posnizHaBanHs 3arpo3 Ib ACK 3T, axuil 6a3yerbcs Ha mpoueaypl aHaimizy KpUTUYHOCTI
okpemux enemeHTiB ACK 3T, ta Ha BiAMiHYy BiJl HasBHHUX, 3a0e3Meuye MOXKIUBICTb BUKOHYBATH
IHTEJIEeKTyalbHE PpO3Mi3HABaHHS 3arpo3M 3 MIHIMAJIbHOIO KUIBKICTIO TMOMHJIOK Ta ypaxOBYBaTH
HETHUTIOBI O3HAKH KibepaTax.

BucHoBkn i mnepcnexktuBM bBynp sKkuil TpaHCHOPT, BUKOPHUCTOBYE 3HAUHY KUIBKICTh
KOMIT'IOTEPU30BAHUX CHUCTEM ISl YIIPaBIiHHSA, IO pOOUTH MOTO ypa3iMBUM Iepe]] KibepaTakaMu.
[HTenexTyanbHi cUCTEMH MOXYTh MOHITOPHUTH Ta BHSBISITH TOTEHIIMHI 3arpo3u Oesmeri
aBTOMAaTH30BaHUX CHCTEM KepyBaHHS Ha TpaHcnopTi. Y cdepi kiGepnetnunoi Oesneku (Kb),
IHTEJIEKTyaIbHI CUCTEMH PO3Ii3HABaHHS 3arp03 CTalOTh KJIOYOBUM eJIeMEeHTOM 3axucty. Lli cuctemu
JI03BOJISIFOTh ABTOMATHYHO BUSBIISTH aHOMAJIbHY MOBEJIHKY Ta IMOTEHLINHHI 3aTpO3U B Mepexax Ta
aBTOMATH30BaHUX CHUCTEMaxX KepyBaHHS Ha TPAHCIOPTi, CIPHUSIOYM MIBHIKOMY pearyBaHHIO Ta
3armo0iraHHI0O  MOXKJIMBHUM — aTakaM. 3alpoliOHOBAaHMM Yy CTaTTi METOJ 1HTENEKTyalbHOIro
PO3Mi3HAaBaHHA 3arpo3, KUl 0a3yeThCsl Ha TUCKPETHHUX MPOIEAYypax Ta BHUKOPUCTAHHI JIOTTYHUX
GyHKLIH Ta HEUYITKUX MHOXHMHAX, TPOMOHYETbCA 3 METOK MiJBUINEHHS e(EeKTUBHOCTI
pO3Mi3HABaHHA 3arpo3 JJisi aBTOMAaTU30BAaHUX CHUCTEM KEpYBaHHS Ha TPAHCIOPTI, HAMPUKIAJ,
3aJI3HUYHOMY, aBTOMOOIJTbHOMY Ta iH.
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INTELLIGENT CYBER THREATS RECOGNITION SYSTEMS AS A COMPONENT OF
THE INFORMATION SECURITY SYSTEM IN TRANSPORT

Abstract. The transport industry, in particular the railway transport (RT), is increasingly using computerized
systems for management, which makes it vulnerable to cyber attacks. Intelligent threat recognition systems are becoming
important for the protection of information and cyber security in transport. Ensuring cyber security for information
systems and automated control systems in transport is an important task for ensuring the national security of Ukraine.
This makes it possible to prevent possible cyber attacks, preserve the confidentiality of information, ensure the reliable
operation of the transport system and preserve the safety of citizens. The development and implementation of effective
cyber security measures are necessary steps to ensure the stability and reliability of transport systems and the
preservation of national security in Ukraine. This article describes the method of intelligent recognition of threats for
information systems of transport management (on the example of railway transport — TZ). The method is based on discrete
procedures and the use of logical functions and fuzzy sets.
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AJITOPUTMHU PO3POBKU BA3U 3HAHDB /IS BIOCKOHAJIEHHA CUCTEM
NIJITPUMKHU NPUAHSATTA PILIEHD ITPU BUPIIIEHHI TPOBJIEM KIBEPBE3INEKH

Anomauin. Y cmammi npedcmasieHo po3pooxy Mooyivhoi cucmemu niompumxu nputinamms piwens (CIIIIP)
s Kibepbesnexku, CnpsMOBany HA NiOGUWEHHSL 3AXUUEHOCMI KPUMUYHO 8axcaueux komn'tomepuux cucmem (KBKC). B
OCHOBI cucmemu JiesHcums Mooensb niocucmemu Hewimrkozo 8ugody (HeuB), axa, suxopucmogyiouu oaui 3 0amyuxie ma
cucmem SIEM, 30amua eusgismu O03HAKU 3A2p03, AHOMAI MAd amaxk wisxom Gasudixayii exXiOnux 3HauyeHs.
Pospobnenuii ancopumm popmysanns 6asu 3HaHb NPO MUNOGI MA ABAPIUHI cumyayii 00380JA€ cUCmeMi He MITbKU
epexmusHo peazysamu Ha 8i00Mi 3a2po3u, ae il ananizyeamu Henepeddbayyearni cumyayii. 3acmocyeants mooyns HeuB
dae 3moey cmeopumu bazamonapamempuunuti oopasz ypasnusocmi KBKC, wo 3abe3neyye 0inbur KOMNIEKCHY Ma MOYHY
OYIHKY IX 3aXULeHOCHI.

Knrouoei cnosa: kpumuuno sadxcaugi xomn'tomepui cucmemu, Kibepbesnexa, cucmema niOmMpUMKY RPULTHAIMSA
piuens, bacamonapamempuunuil "obpaz”, oyinka 3axuuieHocmi.

Beryn. V npoueci ekcrutyaranii KpuTHYHO BaxuBux KoM ' torepHux cucteMm (KBKC) ogaum
13 IPIOPUTETHUX 3aB/IaHb OMPAIIOBAHHS JAaHUX, 110 HAJXOAATH BiJl pI3HUX MPHUCTPOIB, SIKi BXOJATH
710 CTPYKTYpPH KOMITJIEKCHUX cucTeM 3axucty iHpopmanii (mami — KC3I, quis sxkux MaeThes Ha yBasi,
nepul 3a Bce, anapaTHO-IPOrpaMHi CKJIJOBI), € OTPUMaHHs BIJOMOCTEH NMPO CTaH KOMITIOHEHTIB
3axucty. EdexTtuBHiCTh 1 O€3MOMUIIKOBICTH IiJi Yac OMNEPATUBHOTO OLIHIOBAaHHS CTYIEHS
zaxumeHocTi KC3I moxke yckiaHUTUCS Yepe3 BIUIMB HaBeeHUX HIpK4e dakTopis. [lepumii — nai,
10 HaaXxoATh (Bix AaTunkiB SIEM, MynbTHareHTHUX CHCTEM, CEHCOPIB, 110 BU3HAYAIOTH HAsIBHICTD
3arpo3, kibeparak, aHomaiiil, gaii 3ampoBaKeHO abpeBiaTypy naTdukoBi migcucremu — Jlatll),
MOKYTb OyTH pI3HUMH 3a CBOIMH NapaMeTpaMu. Jpyruii — y npoueci OTpMMaHHs JaHUX MOKIMBHUN
BIUIMB 30BHIIIHIX BIUIMBIB, 1[0 BIUIMBAIOTh HA aBTEHTUYHICTh XapaKTEPHUCTHUK, IO BiICTEKYIOThCS.
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Tpere — peakuis Ha AECTPYKTUBHI BTpY4YaHHS OOMEXEHI YacCOBUMH paMKaMH, INPH LOMY
3IMIIAETHCA MIHIMAJIBHUNW 4Yac JJIA Pe3yJIbTaTiB aHaiizy. UeTBepTe — MOXKIMBI CHUTYyaIlii, KOJIH
koMmOiHaris ouiHtoBanux napamerpiB y KBKC npusBoguts 10 "HewiTKoOCTi" mix 4ac yxBaJeHHS
pileHp 3 OmiHKK MoTo4YHMX craHiB 3axuieHocti KBKC (Ha BinmMiHY Biag THMOBHX). 3 OrJIsAy Ha
nepepaxoBaHi NPUYMHHM, OINEPAaTHUBHI Ta e(QEKTUBHI pIlIEHHS B NpPOIECI aHami3y CKJIaJIHUX
tapreroBannx kibeparak Ha KBKC 1 BiAmoBimHMX mpoleayp YyXBaJieHHS pillleHb, BHUMAararmTh
3aCTOCYBAaHHS CHEIIAIbHUX aHAMITHYHUX cucTeM. L[iTkoM o4eBUAHO, M0 MOAI0OHI CHCTEMU MaroTh
OyTu 3acHOBaHI Ha cyuyacHux Merogax aBTeHTHdikarii craniB KBKC i1 KC3I. Takox momiibHO
3aJyYUTH TOTEHINAN 1HTENEKTyalli30BaHUX aJalNTHBHUX CHCTEM MIATPUMKH YXBaJCHHS pillIeHb
(CIIITP) y 3amavax kibepoOesneku (Kpb), a Takox 1 po3mizHaBaHHS 3arpo3, aHOMalliid Ta KidepaTak
[1].

VY mepion JTaBUHOMOIIOHOTO 3pOCTaHHS CKJIQJIHOCTI Ta KuTbkocTi kKibepatak Ha KBKC [2], i
3pOCTaHHS YHUCEILHOCTI MapamerpiB, 1o Haaxoaarh Bix ceHcopuux Jarll KC3I, Bunukia
HeoOximHicTy BrpoBamkeHHs B cTpykrypu KC3I agantuBHux excneptaux (AEC) 1 CIIIIP. Lle
HEOoOXiTHO [T KOMIUIEKCHOTO OaratokputepianbHoro anamnizy nanux Bin datll KC3I, sxi popmyroTs
nmani s omiHroBaHas 3axuiieHocti KBKC.

3ayBakuMo, 1110 OJHUM 13 Halpe3yJIbTaTUBHIMINX METOIB Y PO3B'sI3aHHI IbOTO KJIaCy 3aBIaHb
€ Meron, mo nepeadadae moOyaoBy AEC i CIIIIP na 6a3i teopii Hewitkux MHOXuH (THM).
MoIIMBe TaKOX BUKOPHCTaHH anapaty HediTkoi soriku (HJI) [1, 3, 4].

Buxopuctanus AEC 1 CIIIIP 3naTHe MiHIMI3yBaTu BILTUB "NMIOJAChKOro (akTopa" Ha SIKICTh
NpUAHATHX pimeHb. KpiM Toro, 3pocTae MBUAKICTh yXBajeHHS pimeHHs. CKOpOUyIOThCS MOXKIIUBI
CHUTYallli, TOB's3aHi 3 BIABOJIKaHHSAM IEPCOHANY CITy>k0 iHpopMarliitHoi 0e3rneku Ha pyTUHHI pOOOTH.
Takox 3pemroro, CKOpOuy€eThCsl COOIBApPTICTD BOJIOIHHS MOAIOHUMH KOMIUIEKCAMH.

Orusig JliTepaTypu Ta MOCTAHOBKA MPO0JeMH OCTaHHIMU POKAMHU YCKJIQHWINCS CLieHapii
peamizanii kibeparak [2, 5]. Dikcyerbest 3pocTtanHs KigbkocTi (ikcoBannx y KBKC anomaiii Ta
IHIINX CPOO HECAHKIIIOHOBAHOTO BTPYYaHHs B POOOTY CKIAQAHUX IUPPOBHUX cuUcTeM [2, 6]. Y nux
yMOBaxX BUHUK HalPSIMOK JOCII/IKEHb 3 IHTEJIEKTyalli3allii Npoueayp MiATPUMKY IPUNRHATTS pilIeHb
y Ipolieci po3Mi3HaBaHHA 3arpo3, KibepaTak Ta aHOMaii. AHali3 HasBHOT'O CBITOBOIO JIOCBiNy [2,
4-8] miaTBEpAKYE, 110 eKCTEHCUBHUH MiAX1] 10 po3B'sa3aHHs 3aBAaHb Kibepoesnexku KBKC komrom
HapOILlyBaHHA 3ac00iB 1 3aX0/iB 13 3axucty iHpopmarii (31), yacTo He TPUBOAATH 10 OUIKYBAHOT'O
pe3ynbTary. llepcieKTHBHUM HampsMKOM TOCHTIJDKEHb CTald pPOOOTH, MPHUCBSUEHI CTBOPEHHIO
IHTENeKTyali30BaHUX CUCTEM MIATPUMKHU yxBaneHHs pimeHs (CIIIIP) [1, 4] Ta ekciepTHUX cucTeM
(EC) [3, 8] y 3amauax omiHIOBaHHA 3axUIIeHOCTI 00'ekTiB iHMopmaTu3aiii. L1 gociimkeHHs me He
3aBEepIIIeHI.

VY [1, 3, 4, 8] nmpoananizoBaHo gocBija ynposamkenHs komepuiaux CIITP ta EC ns 3amau
aHaJi3y 3arpos, aTak i aHoManii. 3a3Ha4eHo, 10 KOMEPIIiiHI CHCTEeMHU MalOTh 3aKpUTHH XapakTep, 1
iX mpuaOaHHA OKPEeMHMMM KOMIIaHIIMU ab0 OpraHi3alisiMH IOB'A3aHe 31 3HAUHUMHU (IHAHCOBHUMH
BUTpPATaMH.

Taxum unHOM, 3 OTJISAY Ha MOJNIEMIKY B poboTax [1, 2, 8], BuAaeTbcs peeBaHTHUM 3aBIaHHS 3
PO3p0o0JICHHS HOBHX 1 BAOCKOHAJICHHS HassBHUX MoJieneil Ta anroputMis 11 agantuBHux CIIIIP, mo
3aJli5H1 B MIpoIlecax OoIpalioBaHHs JaHuX BiJ pisHomaHITHUX JaTll mincucrem kibepbesneku 1 (Kpb)
3axucry iHpopmarii (31) y KBKC.

MeTta nocaigeHHs: — PO3pOOUTH HOB1 00 BJOCKOHAIMTH HASBHI MOJIEII Ta aITOPUTMU IS
amantuBaux CIIIIP, mo 3anisHi B mporecax ananizy nanux Bix Jlatll migcucrem kibepOesneku Ta
3axucty iHpopmanii B KBKC.

VY pamKax CTarTi po3rJIsSTHYTO 3aBJaHHS 3 pO3pOOIEeHHS:

MOJ1yJIsl "HEYITKOTO JIOT1YHOT0 BUCHOBKY" 1151 ekcriepTHoro BuBueHHs Aanux Bin Jatll KBKC;

anropuTMmy, 1o ¢popmye 6a3y 3Hanb (b3) npo Tunosi Ta HenepenbauyBani cutyauii (HenC) y
KBKC (110 3a0e3neuye excriepTHuii aHani3 crynens 3axuiieHocti KBKC).

Mopaesi Ta MeTOAM 3araibHa CTPYKTypa pO3poOIIOBAaHOI MOAYJIBHOI CHCTEMH IiITPUMKHU
yXBaJICHHS PIIICHb Y 3a/1adax KiOepOe3neKku HaBeIeHa Ha puc. 1.
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Pucynox 1 — 3acanona cmpykmypa mooynsHoi cucmemu niOmMpuMKy nPUtiHAMms piuleHsb
¥ 3a0auax Kibepoeznexu

Hosnauenns, nputinami na cxemi: 1 — IpUCTPiit BBeIeHHS; 2 — cepBep; 3 — MOIYJIb Bizyali3allil; 4 — MOIyJb
nedazudikamii; 5 — Mmoxyms dasudikamii; 6 (6x) — MOAYINI MACUCTEMH HEUiTKOro BuBeneHHS; 7 (7k) —
MIPUCTPOI BUBEICHHS, 8§ — MOAYJb BUBEACHHS pE3yNbTATIB aHANi3y Ta PEKOMEHIAIH MIOA0 BUXOIY 3
Herepen0dadyBaHUX CHTyallii; 9 — MOy MEPBHHHOTO OMpAIfOBaHHS iH(OpMAIlil, 10 HAAXOIAWThH Bix
JATYHKIB, MyJbTHATCHTHHX CUCTEM, CEHCOPIB, SIKIi BU3HAYAIOTh HASBHICTH 3arpo3, Kibeparak, anoMaii; 10
— MonyJb cepBepa 3 6azamu 3HaHb (B3); 11 — Moxysp aHai3y OCHOBHHMX NapaMmeTpiB (YyHKIIOHYBaHHS
KBKC 3 iHTerpoBaHOI0 OLIIHKOO 3aXHIIEHOCTI; 12 — MOIyJIi criiBpOOITHHKIB CiIy)0 3axucTy iH(popmaril
ta kibep6e3nexun KBKC (3a kinbkictio miacuctem KBKC); 13 — HoBi npaBuiia (pekoMeHallil), SKi 101ai0Th
1o B3; 14 — pekoMenaariii 3 BUXoay 3 Hemepea0adyyBaHux cUTyaii, mos'szanux i3 Kpb KBKC.

Monyne HeuiTkoro joriunoro Busony (HJIB) Tta anropurmu, mo ¢opmyiors b3 Tumosux
(eranonHi) Ta Henepen6aueHux cutyauiit st CIIP 3 ananizy 3axunienocti KBKC onucani Huxkye.
Monyni HJIB npusnaueni st peanizamii cuctemMu HewiTkoro BuBony (HeuB) na puc. 1
no3HaueHi sk 6—6x. [ pyHTyrouncs Ha nipaBuiax Heuitkoro BuBoay (HeuB), 3a BXiqHMMU 3HAYEHHSAME

Jatll {Rd (Ri,n,- (t)) , m (Rl-,ni (t))} (i ZﬁcnIZI_N,) BU3HAYAIOTHCS BUXIHI 3HAYCHHS

{Rac (R, @), m(Rdc], 0)} (i=Tkn=TNy3j = T.J).

IIpu 1pOMy BBaKaemo, L0 BXIJHI 3HA4YeHHS OYyJIM OTPHMaHI SIK pe3yJbTaT MPOLEAYypU
¢daundikariii y BIIIOBIAHOMY MOy (MO b 5, puc. 1). KoxHuil eneMeHT BUX1IHUX 3Ha4Y€Hb, CBOEIO
Yeproro, XxapakTepusye HasBHICTb (BiICYTHICTh) o3Haku HenC (mani BBeeHO mo3HaueHHs — EmS).
Toni KOHKpeTHY O3HaKy HemepenbadeHol cuTyauii (j), HampHUKIa[, IO BUHUKIA SIK HACHIJIOK
kibeparaku Ha KBKC, Mo)xHa onucaryu 3a 10OMOT00 3MIHHUX, 1110 OMHMCaH1 HIKYE.

BBoagrnest Taki 3MiHHI:

Md,-’/,,i(t) — XapaKTePUCTHKA JUCKPETHOTO CTaHy N;-T0 Param, Hanpukiaj, KUIbKICTh OalTIB

BIJI JDKEpena J0 aapecary, KUIbKICTh OalTiB BIAMOBI/II KIIEHTY, O3HAKH 3'€JHAHHS, KIIBKICTh "root"
JOCTYIIB, KUIBKICTb oOmepauiid CTBOpeHHs (QaiiiB, KUIbKICTh 3amHUTIB HAa HaJaHHA OOOJOHKH,
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KIUIBKICTh OTepalliii Ha oCTyn o0 KOHTpoIto ¢aimiB Ta iH. (mpuitmaemo 3a KDD 99) [11 , 12]. L
3MiHHA MO€ HaOyBaTH OJTHOTO 3 HACTYITHUX 3HAYCHb, JHB. PHC. 2:

«1» — BiZXUJICHHS BiJ HOPMH 3BEPXY;

«0» — TumoBa cutyartis (a6o Hopma);

«-1» — BIIXWJICHHS BiJl HOPMU 3HU3Y;

«2» — BIIXWUJICHHS BiJl HOPMH 3HU3Y a00 3BEpXY;

m (M d{ n,(t)) — eKCIepUMEHTaIbHA OIliIHKA CTYINEHS €KCIUTIKOBAHOCTI BIUIUBY #;-1 BETUYMHU
[aad

(mapametp — Param) (i) migcucremu KBKC Ha BunukHenHs j-i EmS (Hanpukiaa, aHoManil B
mepexi KBKC), y koxxHuit MomenT vacy (t).
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Pucynok 2 — @opmyeanns sminnoi 015 Moy niocucmemu HeuimKo20 UGE0eHH:s.

Iosnauennsi: "0" — Tunosa curyariis (a0o Hopma); "1" — BiIXUIICHHS Bill HOPMH 3BEPXY;
"-1" — BIAXWJICHHS BiJl HOpMH BHH3Y; "2" — BIIXWJICHHS Bil HOPMH BHH3Y a00 Bropi

[IpaBuna BusABIEHHS j-1 EMS MOXHa onvcaTy TAKUM YMHOM:

if RD(Rin,(t))V Mdl.{ni(t) =1 that is (j)

31 CTyIIEHEM EKCIUTIKOBAHOCTI M (M dl] n (t)); (1)

if RD(Ryn, () v Md], (t) = —1 that is (j)

31 CTYIIEHEM EKCIUTIKOBAHOCTI M (M dlj ni(t)); )

if (Rd(Rim () =1V Mal, (©) =—1) v (Mal, () = 2 that is ())

31 CTyIIEHEM EKCIUTIKOBAHOCTI M (M dl] ni(t)); (3)

Ha puc. 2 nokazaHo npukiang GopMyBaHHA 3MIHHMX JUIS MOAYJS MiJCUCTEMH HEYITKOTO
BuBeAeHHS i yac HanoBHeHHs b3 CIIIP manumu momno tpadiky nporokony TCP (s koHKpeTHOT

72 Information Technologies in Economics and Environmental Sciences No. 1 (2024)




Kacamkin A.10., BonowuH C.M., l'yces b.C., Mamieacobkuli B.B. DOI: 10.31548/itees.2024.01.069

KBKC na npuxuazi araku TCP-flood). Ha rpadiky, mokazanomy JiHi€l0 i3 ABOMa IITPUXaMH, 3aJ1aHO
(dakTH4YHE cepenHe TOporoBe 3HaueHHs Tpadiky. Skmo mnpotsarom Big 30 cekyHn Oynae
3apeecTpOBaHO BIAXHMIEHHS Big HOpMHU (depBoHa miHis), no b3 CIIIIP 3anocuthcs BiamosimHa
iHdopmartis, sKa omuCye aHOMalilo abo 3arposy. SIKIIo MPOTATOM 3aJaHOTO MPOMDKKY CEepelHi
3HA4YEeHHS METPUK MEPEBHUILATH IIOPOrOBl 3HAYCHHS, TO AHATITUKY Oy/ie BUBEIEHO ITOBIIOMIICHHS ITPO
BIIXWJICHHS BiJ HOpMH 3Bepxy abo 3Hu3y ("1" abo "-1"). Imdopmartis mpo BIIXHICHHS TaKOX
JOCTYIHA JUIS TIeperisiay anMminictpatopy mepexi KBKC.

VY koxeH MOMeHT (t) aust BUsiBJIeHHsT EmS 3a 03Hako1o (j) MoXe 3MIHIOBATHCS TIIBKH OJHE 3
nepepaxoBaHux Tprox npasui (1) — (3).

BBaxaemo, mo koxkHe mpaBwmiio, onucane B b3 CIIIIP 3 po3nizHaBaHHS 3arpo3, aHOMAJIH i
kibeparak B KBKC, 10010 j-if EMS, MOXe€ 3iCTaBUTH 3HAYCHHSI BiIXUJICHb R, (1) B MomenT (f) st

ni-ro Param i-i muacuctemu KBKC 31 cTyneHeM eKCIUTIKOBAaHOCTI BIUIMBY 7;-TO MapameTrpa Ha EmsS,
sIKa JJOPIBHIOE M (M d{ n,(t));
M
Sk Hacmigok Bukopuctanus npasui (1) — (3) anst ni-ro Param ta i-i nincuctemu KBKC moxHa
chopmyBat (J) BUXiTHUX 3HAUYEHBb TOOTO .

{(Rdc (R, @), m (Ra’c{ni(t))} (i=Lkn=1N;j = T.J).

3ayBakuMo, 110 JUTst (PiKCOBaHMX (HANIPHUKIIAA, KPUTUIHUX HOMEPIB j-X EmS) BBaxkaeMmo, 1m10:
e gkIIo € akTuBHE MpaBmio 3 (1) — (3) To moxuBa j-a EmS, To0To

Rdd], (1) = m (R., (1)) v m (Rdc{nxr)) =m (Mcéfni(f))):
e KIIO HeMae akTUBHMX npaBui 3 (1)-(3) To He MoxiuBa j-ta EmS, To0TO
Rd‘{ni(t) =0vm (Rdc{ni(t)> =m (Mdz]n,(t)>)

Y monayni aedaszudikarii (J) BUXiTHUM 3HAYCHHSIM

{(Rde (Rl{ni(z)), m (Rdc{ni(t)>} (i=Tkn=I.N;j = 1.J)

CTaBUTHCS YMCIIOBE 3HAUYEHHS (HEUiTKe). 3a JaHUM 3HAaYEHHSM y NoAaNbIIoMy 3a goromoroto CIITTP
BHU3HAYae€MO Hadip peKOMeH alliil 1010 BUXOIy 3 Herepen0aueHux curyarii (EMS).
Barosi xoedinienTu, Hanpukiaz, st j-id EMS, BU3HaU€H1 TaKUM YHHOM:

J_ Zoes™ (Rdcl{n,» (’)) Rdc],, () (&)
qu\?zl m (Rdcl{ni (f)) :

i

Baaxaemo, mo EMS () Binbymacs B i-iit migcuctemi KBKC, sxmo:
. . . )
fij (Z):m% (flj(y) v Cfl'j (t) Z thvi:
J=1,

zie thv; — IOpOTOBE 3HAYEHHS CTYIICHS BUSBJICHHS (HAITPUKJIIA, OJTHOPA30BO BUSIBJICHO, YaCTKOBO
BUSIBIIEHO, HE BUsABIEeHO0) EMS. Beaxaemo, mo thv; € [0,1].
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-

Axwio & (1) <thv; To EmS B i-if nifcucteMi Ha JJaHUH MOMEHT (t) He i1eHTUu(iKoBaHo. Y
TaKid cuTyarii ciia po3novyaTy iHTepakTuBHUM aHaii3 ekcriepra 3 Kpb 1 CIIIIP. [Ipu nbomy MoxxHa
3axisTa anroput™ popmysanns b3 mis cucremu HeuB, nus. puc. 1.

Anroput™m, mo (opmye B3 nmns TUOBHUX (€TAJIOHHWX) 1 HemMepeadauyBaHUX CUTYAIlld IS
CIIITP omucano nai.

[ToyaTkoBi qaHi AJIs MACUCTEMH HEYITKOTO BUBOY BKJIIOUYAIOTh:

- JIOIyCTHMI MEXi [rl-n,li‘i“, Tin, " |» O BU3HAYAKOTH THIOBI pexumu pynkuionysanns KBKC;

- QYHKIIIO TPHHAISKHOCTI 10 HemependayeHnx pexumiB y KBKC mms mapamerpis, 1o
BIJICTEXKYIOTBCS, JJIsl CUTYaIlii BIIXUIJIECHHS 1X BiJl JOIyCTUMHUX MEK.

[Tepconanbae QpopmyBanns b3 mis tumoBux pexumiB podotn KBKC nHamoBHIOETBCS 3
ypaxyBaHHSM IHCTPYKIIii s mraTHoro moBeainku KBKC.

3a miacyMKaMu poOOTH MporpaMHoi Ta anapatHoi ckiianoBux KC3I BinOyBaeThCsl 3aIIOBHEHHS
b3 CIIIIP pakTHYHMMHU TaHUMHU PO IITATHI PEKUMH POOOTH CUCTEMHU.

BBaxkaemo: pyHkiis m (R,;ni (t)) Ui (DaKTHYHUX JOMYCKIB — 1€ KyCOYHO-JIiHIHA QYHKIis, 32

JOTIOMOTOFO SIKO BCTAHOBJIIOIOTH CTYIIHb €KCIUTIKOBAHOCTI (ITPHHAIEKHOCTI):
Sxuo «0», To Param nepedyBae y hakTUUH1 30H1 MEXI, 1110 TOMYCKAEThCS;
SAxmo «1», To Param niepedyBae mo3a po3paxyHKOBOiI 001aCTi MEXi, IO TOMYCKAETHCA.

[ToporoBi 3HaueHHS qui(t)' qn, = 1,Qn, po3paxoByBamucs mnpu samuti jgo b3 3

BUKOPUCTAHHSM HACTYMHUX (OPMYIL:

Stn,
(qni — 1) '
(0, (8) = tvg,
n ni (Q _ 1) nj
i (6)
1
St,, =u-—
i su
ne St— CTymiHb 3anoBHEHHs b3 Ui KOHKpeTHOro mapamerpa; U — KUIbKICTb TECTIB, SKI

BpaxoBaHi B craTucTull; Su— KiibKicTh TecTiB CIIIP, y skux b3 BBakaeTbcs 3aloOBHEHOIO
(¢pparment b3 nporotuny CIIIIP «AnanizaTop 3arpo3» nokasaso Ha puc.3 [11]).

[Iponenypy popmyBanus b3, mo BkIIto4ae rnpaBuia AJiss MOIYJISI HEUITKOTO BUBOJY B IIpoIIeci
aBTOMaTH30BaHOI 0OpPOOKH Moka3aHb Bix AaTuvkiB SIEM, MynbTHAareHTHUX CHCTEM, CEHCOpIB, 110
BHU3HAUYaIOTh HASBHICTb 3arpo3, KidepaTrak, aHoMalliii OMMCaHO HUKYE.

Hoge a0o icHytoue npaBuiio BusiBieHHs1 HenepeabadeHoi cutyanii B KBKC 3a 3HaueHHsM n;-

ro mapamerpa n;=1,N; 1y1s miacuctem (i =],_k) KBKC ¢popmyemo Ha 0CHOBI

RA(R!, ). Md!,, (1)),

Jami cii BU3HAYUTU CTYIEHI eKCIUTIKOBAHOCTI BIUIMBY m(Mdi] n_(t)) n;-apamMeTpa Ha
(e’

BUHUKHEHHS j = 1,J EMS.
BukopucToBytoThcs npasuia, onucadi supazamiu (1)-(3).

[TouaTkoBi BenmuuuHU 1Jis1 BusiBneHus j = 1,J EMS:

M di{ n; (£) — TApaMeTpH, IO XapaKTepH3yIOTh AUCKPETHI CTanu 71, —ro mapamerpa (n; = 1, N,);
JUTSL T ACUCTEMU (i =1, k) KBKC, sixi BrutnBaroTh Ha BUHUKHEHHS (j = 1,]) EmS ;
m (M d{ ni(t)) — TmapaMeTpH, sKi XapaKTepH3yHTh CKCIIEPTHE OI[IHIOBAHHS CTYIICHSI

eKCILTIIHOBAHOCTI BILIUBY n,-T0 napamerpa Ha nosisy (j = 1,J) EmS .
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Otpumani 3HaueHHs 3aHocwiucs B b3 CIIIP "Awnanizarop 3arpo3" [12] — puc. 3 — mpu
NEpBUHHOMY ONHKCI eKclepTaMu. TakoX MOJMJIMBE 3aHeceHHS JaHux y b3 mig dac
aBTOMaTHMYHOI'0/aBTOMAaTU30BaHOTO 30MpaHHsA NOKa3aHb Bif naTuukiB SIEM, MynbTHareHTHHX
CHCTEM, CEHCOPIB, 110 BU3HAYAIOTh HAsBHICTH 3arpo3, kKibeparak, aHOMaJiu.
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Pucynox 3 — Inmepghetic CIIIIP "Ananizamop 3azpo3”

SIKmo ekcrepT BHUSIBMB HOBY HemepenOadyBaHy (MO3aIUTaTHY) CHUTYAIl0 13 3aXMIIEHICTIO
KBKC, BiH, Ma€ MOXXIHMBICTD BifjpearyBaTH Ha moBigomiieHHs BikoHHOTO 1HTepdeiicy CIIIIP. [Ticns
qyoro ekcrnepT poOuth 3amuc y b3. HoBuil 3amuc xapakrepusye MOTOYHMH CTaH MiJCHCTEM, SKi
11eHTH(IKyBaIM HEIITATHI CUTYAITii.

IIpu oMy omiHIOBaHHS (axiBIAMH BHMKOHAHO Ha MIiJCTaBli CaMOCTIHHOIO Bi3yallbHOTO
BIJICTe)KEHHSI TIOKa3aHb BiJl naTtdukiB SIEM, MynbTHAareHTHHUX CHCTEM, CEHCOpIB, III0 BU3HAYAIOThH
HasIBHICTb 3arpo3, kideparak, anomaiii (uepBoHuii koiip) 13a gonomoroto CIIIIP (cuniit komip), sk
noka3aeHo Ha puc. 4. ETanoHHe 3HaueHH OI[IHIOBAHOTO MapaMeTpa 3aXUIEHOCTI MPUUHATO PIBHUM
1[1, 11, 13]. Sxmo orinka mapamerpa nopiBHIOE 0 — 3aXHUCT BiACYTHIA. AHAJIOTIYHE OLIIHIOBAHHS
BHKOHAHO JIJIs MOKa3HUKa 3axuiieHocTi cepBepiB KBKC, mo npoinrocTpoBano Ha puc. S.
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Pucynok 4 — Pesynbmamu oyiniosanms ekchepmamu camocmitino ma 3a oonomoezoro CIIITP
"Auanizamop 3aepo3" cmynens saxuwenocmi KBKC
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Pucynok 5 — Pe3ynomamu oyino8auHs excnepmamu camocmitino ma 3a oonomozoro CIIIIP
"Auanizamop 3aepo3" cmynens saxuwenocmi cepsepie KBKC

Ha puc. 4 1 5 BuzaHO, mo po30DKHICTH y AYyMI €KCIepTiB, ki BuKopuctoByBanu CIIIIP
"Ananizarop 3arpo3", mpubmuzHo Ha 14-18 % MeHma, HDK JUIs BapiaHTa OLIHIOBaHHS 0e3
Bukopuctanus CIIIIP.

ITix gac TecryBanns npororumny CIIIIP Takox anmpoOoBaHO MeXaHI3MH B3a€EMOJI] €KCIEPTIB 1
CIIITP "AmnamnizaTop 3arpo3" y mporieci CHHTE3y KEpiBHUX MPaBWI Yy 3a71adax OI[IHIOBAHHS CTYICHS
zaxumeHocti KBKC.
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BucHoBku. Y po0oTi Brepiue 3arpornoHOBaHO: MOJIENb JUIsI MOZYJSI «HEUITKOTO JOT1YHOTO
BHBOJY», KWW MPU3HAYECHUW I peaiizarii miacuctemMu HediTkoro BuBoay (HeuB). Ha ocHoBi
npaBwiI HeuiTkoro BuBony (HeuB) 3a Bxigaumu 3naueHHsmu Jlarll Bu3HauaroThCsl BUXiTHI 3HAYCHHS
st omiHoBaHHS 3a gornomororo CIINP crymens 3axumenocti KBKC. Mopnens 3acHoBaHa Ha
MPUITYILEHH], 10 BXiHI 3HaUeHHs A7 mijgcucreMu HeuB Oyiu oTpumani Sk pe3ysbTaT npoueaypu
dazudikanii y BianoBigHoMy Moayti. KoxkeH eneMeHT BUXITHUX 3HAYEHb XapaKTepPU3ye HAsIBHICTh
(BiACYTHICTB) O3HaKH HemependaueHoi cUTyarlii, MOB'I3aHOT 3 aHOMAJIsIMH, aTakKaMHd 9H 1HITUMHU
crpo0aMu HecaHKITiOHOBaHOTO BTpy4aHHs y poboty KBKC; anroputm dbopmyBaHHs 0a3u 3HaHb
HenepenOaueHnx ta TunoBux cutyaniii y KBKC. Anroput™m Bigpi3HS€THCS B BIIOMHX THM, IO
JI03BOJIMB C(POPMYBATH CYKYMHICTh BUIAJKIB TUIIOBUX BaplaHTIB pearyBaHHsS Ha 3arpo3H, aHOMaTii
ta araku y KBKC, a Takox npaBuia BUBOAY JAJsl aBTeHTH}IKaIil Hernepeq0adyeHnx CUTyalii, sKi
MOB'sI3aH1 3 MUJIECIIPSMOBAHUM JeCTPYKTUBHUM BrutnBoM Ha KBKC.

[TokazaHo, 110 3aIpPOIOHOBAaHI MOJIETIi Ta AJITOPUTMHU €KCTIIEPTHOTO BUBUEHHS Janux Bix Jlatll,
BIJIPI3HAIOTHCS BiJl BIIOMUX THUM, II0 Y HUX 3aCTOCOBYIOTHCS €JIEMEHTHU TEOPil EKCIIEPTHUX CHCTEM,
HEYITKUX MHOXXWH, a TaKOX arapar HediTKOl JIOTiKW. BUKOpHCTaHHS IUIsi MOMAYJIS «HEYITKOTO
JIOTIYHOT'O BUBOJIY» J103BOJISIE 3a0€3MEUNTH B110OpaKEHHS CTaHy HAaHOUIbII ypa3TUBUX KOMIIOHEHTIB
KBKC sk 6araronapamerpuunmii oopas (bBI1B). Orpumanuii BIIO BukopucroByetbes B CIITIP ms
aKicHO1 OIIHKHU mporueciB, mo npotikaioTe y KBKC. Ilpu nmpomy Opanacs 10 yBarm MOXKIHBa
«HEYITKICTB» B OI[IHIOBaHHI cuTyarlii i3 3axumeHnictio KBKC.
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ALGORITHMS FOR THE DEVELOPMENT OF A KNOWLEDGE BASE TO ENHANCE
DECISION SUPPORT SYSTEMS IN ADDRESSING CYBERSECURITY CHALLENGES

Annotation. This article presents the development of a modular decision support system
(DSS) for cybersecurity, aimed at enhancing the protection of critical computer systems (CCS). The
system is based on a fuzzy logic inference subsystem (FIS) model that utilizes data from sensors and
SIEM systems to detect signs of threats, anomalies, and attacks through fuzzification of input values.
A developed algorithm for forming a knowledge base of typical and emergency situations allows the
system not only to effectively respond to known threats but also to analyze unforeseen situations. The
application of the FIS module enables the creation of a multi-parameter image of CCS vulnerability,
which ensures a more comprehensive and accurate assessment of their security.
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