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TRENDS IN INCREASING THE CRYPTO-STRENGTH OF SYMMETRIC BLOCK
CIVERS IN THE CONTEXT OF THE MODERN CRYPTOSYSTEMS DEVELOPMENT

Abstract. The article examines the combination of analytical and applied approaches to improving symmetric
block ciphers in light of current trends in the development of cryptographic systems. The study analyzes the current SOG-
1S standards and recommendations that define the basic directions of symmetric algorithm evolution, such as the
transition from outdated Feistel-based schemes to optimized structures (AES, lightweight block ciphers for IoT). Using a
modified version of the Simple-DES (S-DES) cipher, the paper proposes a method for enhancing cryptographic strength
without changing the key or block length. The main improvements involve an enhanced design of S-boxes and their
dynamic selection based on a key graph. The results of the comparative analysis demonstrate a significant increase in
resistance to brute-force and differential cryptanalysis compared to the standard S-DES, while maintaining low
computational complexity. The conducted research confirms the relevance of using educational and experimental models
such as S-DES to explore modern methods for improving the security of symmetric ciphers, which is of practical
importance for prototyping and lightweight implementations in Internet of Things systems.
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Introduction. Symmetric block cryptosystems are a fundamental component of modern
information protection methods that ensure data confidentiality and integrity in both networked and
autonomous environments. The rapid development of asymmetric algorithms has had little effect on
the evolution of symmetric ciphers, since symmetric encryption remains crucial due to its
combination of high performance, implementation simplicity, and low computational cost.

Recently, there has been a growing interest in lightweight block ciphers designed for Internet
of Things (IoT) and mobile systems, as well as in improving the components of block algorithms—
namely, S-boxes, key generation mechanisms, and round functions. However, the study of trends in
the evolution of well-known and thoroughly analyzed symmetric cryptosystems, particularly those
based on classical Feistel networks, remains relevant. For this reason, in many studies, the S-DES
cipher is considered primarily as an educational symmetric block cryptosystem with research
potential.

Literature Review. The principles of constructing symmetric block ciphers, particularly
Feistel networks, are presented in the classical works of W. Stallings [1] and B. Schneier [2-4]. A
generalization of approaches to the development of modern cryptographic algorithms is provided in
the works of AES standard developers — J. Daemen and V. Rijmen [5].

The current trends in the evolution of block ciphers, described in [6-13], indicate a gradual
transition from complex and cumbersome algorithms to energy-efficient and secure implementations,
such as those used in the PRESENT, GIFT, and SPECK ciphers, among others.

As shown in several studies [2, 8-10], the modernization of a basic Feistel-based cipher solely
through an increased number of rounds leads to a noticeable improvement in cryptographic strength.
At the same time, enhancing resistance by increasing key length results in significant complications
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in cryptographic transformations and increases the computational load. Therefore, in practice, the
only feasible way to improve the cryptographic strength when modifying the S-DES cipher is by
refining the design of its S-boxes. Some possible improvements are described in [14, 15]. Although
for 4-bit S-boxes used in the S-DES cipher there are no ideal variants with perfect cryptographic
properties, it is possible to select tables with similar properties among 4—4 or 6—4 mappings, or
even use S-boxes from the DES cipher.

Ukrainian studies [ 10, 11] and national standards [16, 17] emphasize the importance of adapting
international cryptographic solutions to national security requirements and educational applications.

Among many works devoted to an in-depth analysis of modern trends in symmetric
cryptosystem development, sources [7-10] deserves particular attention. It explores the prospects for
improving S-boxes, key-schedule methods, and integrating post-quantum principles into classical
symmetric encryption structures.

A review of block cipher development reveals the dominance of AES (Advanced Encryption
Standard). Numerous sources note that AES is currently the most widely used block cipher,
particularly in the context of NIST certification [18]. In most cases, practical data protection
mechanisms are implemented using AES-based systems, which firmly establishes it as the “standard
block cipher.” However, there is also a growing interest in lightweight block ciphers.

Recent research (2025) covering 58 lightweight block ciphers — spanning the period between
2018 and 2025 — highlights this trend [6, 7, 11, 12]. The emergence of lightweight block ciphers
suitable for microcontroller implementations is directly linked to the rapid growth of the IoT market
(52 such ciphers introduced in the current year) [7, 11].

Thus, while major computer systems primarily rely on AES-based cryptosystems, the
increasing demand for specialized encryption solutions in resource- or energy-constrained
environments drives the development of new lightweight block ciphers. Numerous studies note that
algorithms such as DES or 3-DES are recommended exclusively as “legacy” solutions rather than
viable options for new computer systems.

The recommendations of the European organization SOG-IS (Senior Officers Group —
Information Systems Security Mutual Recognition Agreement, Crypto Working Group) describe
current and legacy symmetric algorithms for data protection and specify their permitted usage
periods. For instance, the 3-DES algorithm with two effective keys (effective key length =112 bits)
is officially considered obsolete and permitted for practical use only until 2024, after which its use is
discouraged due to insufficient cryptographic strength. The 3-DES algorithm with three independent
keys (effective key length =168 bits) is permitted only until 2027.

According to the SOG-IS Crypto Working Group documents (2023, v1.3), AES is recognized
as the only symmetric cipher recommended for new applications in Europe. The 3-DES cipher may
be allowed only for compatibility with existing systems but should be gradually phased out of use
[19].

Objectively, there is a lack of comprehensive statistical data on the practical use of most existing
symmetric block ciphers; however, some sources provide sufficient information to assess the overall
trends in this field [1, 9, 10].

Purpose. The main point of research is to develop and substantiate an integrated approach to
enhancing the cryptographic strength of symmetric block ciphers, which combines the modification
of internal structural components of the cipher, the use of multilevel encryption schemes, and the
application of modern methods for assessing resistance to differential and linear cryptanalysis, taking
into account current trends and the potential for the development of cryptographic systems.

Results and Discussion. In the context of modern trends, the focus is not merely on the choice
of the encryption algorithm itself but on its implementation and the optimization of security.

The dynamics of the development trends of symmetric block ciphers from 2001 to 2025, shown
in Figure 1, demonstrate a steady increase in the number of various AES system implementations and
an intensive growth in the number of new “lightweight” block ciphers within the IoT segment.
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Figure I — Dynamics of the symmetric block ciphers developmene from 2001 to 2025

Existing statistics and assessments of the use of symmetric block ciphers for the period from
2018 to 2025 show that NIST certifications of symmetric block cipher variants indicate a continuous
increase in various implementations of the AES cipher (over the reviewed period, the number of
implementations has grown more than 7,000 times compared to 2001) [7, 8, 10]. In the IoT segment,
according to research data for 2025, 58 new “lightweight” block ciphers have emerged during the
period from 2018 to 2025.

To enhance the encryption quality of the Feistel-based block cipher Simple-DES (S-DES), a
specific set of S-boxes was generated (a pool derived from the PRESENT cipher S-box), and a
modified version of S-DES was implemented. The modified cipher uses 12 rounds (R = 12),
incorporating an improved key-schedule transformation and dynamic S-box selection. It was
compared to the original S-DES (2 rounds) using two metrics:

- average avalanche effect — the mean number of ciphertext bits that change when a single
plaintext bit is inverted (averaged over 500 cases). In the original S-DES, this value was
approximately 3.94 bits, while in the modified S-DES (R = 12) it increased to about 3.99 bits;

- maximum differential probability (DDT probability) — the worst-case value from the
differential distribution table of the S-boxes. For the original S-DES (So/S:1 mapped as a 452
equivalent), this probability was approximately 0.75, whereas for the modified PRESENT-based S-
DES it decreased to about 0.44;

- both variants were compared according to the criterion of resistance to differential
cryptanalysis (Fig. 2).

As shown in Figure 2, the implemented modification significantly reduced the maximum
differential probability of the S-boxes, which directly complicates differential cryptanalysis.
Moreover, the avalanche effect in the original cipher was already very close to the ideal (~4 bits out
of 8), and the modification slightly improved this parameter.

Despite the unchanged key space (10 bits), the proposed enhancement has effectively increased
the cipher’s resistance to analytical attacks, particularly differential and linear cryptanalysis. During
testing of the developed S-DES cipher modification, it was also found, that even a very significant
modification is unable to somehow increase the theoretical cryptographic strength of this cipher. This
can be attributed to the fact that both of its variants (S-DES with two rounds of iterations and with 12
rounds of crypto transformation iterations) use a similar length of the common key — 10 bits. That’s
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why the estimate of the complexity of the full enumeration for both variants of the cipher is the same
and is the number of: log,,(21°) = 10 * log,((2) ~ 3,0103.
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Figure 2 — Indicator of equivalent resistance against differential cryptanalysis
(logarithmic scale)

At the same time, the equivalent resistance against differential cryptanalysis for the modified
version of the cipher has improved significantly, which can be seen in the graph (Figure 3).
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Figure 3 — Comparison of resistance to linear cryptanalysis for the modified and unmodified
version of the S-DES cipher (logarithmic scale)

It is known that the standard S-DES cipher with the number of encryption rounds R=2 requires
approximately 10%* ~ 251,84 pairs of plaintext and ciphertext for key computation. While the
modified S-DES cipher with the number of rounds R=12, in one of its modifications, the PRESENT-
based S-box pool modification, requires already 10%® ~ 3981 pairs, i.e., approximately 16 times
more.

The obtained data indicate a real increase in the cryptoresistance of the cipher to known types
of cryptanalysis, achieved only by optimizing the structure of S-boxes and increasing the number of
rounds. Moreover, such changes in the design of the S-DES cipher were not accompanied by a change
in the length of the key.
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Conclusions. Improving the design of S-boxes is the most effective way to improve S-DES
stability without increasing the key size or block size. Using a pool of S-boxes based on proven
schemes (example, Serpent cipher, PRESENT, etc.) allows to significantly reduce the number of
linear and differential dependencies in the output sequences. To complicate the construction of
analytical attacks, it is effective to use dynamic selection of S-boxes, which depends on the current
round key (key-dependent S-box selection).

It is expected that increasing the number of rounds of the S-DES training cipher from 2 to 12
in the modified version of this cipher performs an avalanche effect and allows to ensure a more
uniform distribution (dispersion) of the ciphertext bits. Although legacy algorithms like DES or 3-
DES are increasingly used in new systems, their role is still important because it allows for the
exploration of the design of S-boxes, which are part of modern encryption algorithms.

As can be seen from the conducted research, improving the quality of the design of S-boxes of
symmetric block ciphers, even without increasing the key length, allows in practice to increase their
resistance to differential cryptanalysis by approximately 16 times, and to linear cryptanalysis by
approximately 2—3 times, which is confirmed by Linear Approximation Table type cryptanalysis.

As a result of the analysis of modern trends in the development of symmetric cryptographic
systems, it should be noted that the AES cipher today remains the main practical cipher for use in
large information and communication systems.

Prospects for improvment. Given the current trend towards smaller systems with limited
resources, as well as the development of Internet of Things or Smart Home technologies, the current
trend is to use lightweight block ciphers. Today, the key parameters in choosing a block cipher are
not only the algorithm itself, but also its implementation (hardware/software), resistance to side-
channel attacks, and adaptability to new threats (such as post-quantum ones). This indicates that one
of the directions for improving symmetric block ciphers may involve changes to the key space and
enhancements to the design of S- and P-boxes. Increasing the key space of such a “lightweight” loT
cipher can significantly improve its practical cryptographic strength. A similar effect can be achieved
by refining the structure of the round functions.
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TEHJEHIII NIABAUIMEHHS KPUIITOTPA®IYHOI MIITHOCTI CAUMETPUYHHUX
BJIOKOBHUX HIU®PIB Y KOHTEKCTI CYHACHOI'O PO3BUTKY KPUIITOCUCTEM

Anomauin. Y cmammi po3ensioacmubcs nOCOHAHHA AHANIMUYHUX MA NPUKIAOHUX NIOX00i8 00 800CKOHANEHHS
cuMempudHux OJ10KOBUX WUPDPIE Y CEIMIT CYUACHUX MEHOeHYIll PO3BUMKY Kpunmoepa@iynux cucmem. Y docrioxceni
ananizylomocs  cydacui cmamoapmu ma pexomenoayii SOG-IS, wo eusnauaiomv OCHOBHI HANPIAMKU €80TI0YIl
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CUMEMPUYHUX ANeOPUMMIS, MAKIL sIK nepexio 6i0 3acmapinux cxem Ha ocHogi aneopummy Daiicmens 00 ONMUMI308AHUX
cmpykmyp (AES, nonecweni 61o0ko6i wugpu ona lnmepnemy peueii). Buxopucmogyouu mooughikosany eepciro wiugpy
Simple-DES (S-DES), y cmammi npononyemucs memoo nioguiyjeHHs: Kpunmozpagiunoi cmitkocmi 6e3 3MiHu 008X4CUHU
Kat0ya abo 610ky. OCHOBHI 80OCKOHANEHHS NONAAIOMb Y B00CKOHANEHI KOHCMpPYKYii S-00Kkcie ma ix ouHamiuHoMy
8UbOpI Ha OCHO8I epagha Katouie. Pesynvmamu nopieHAIbHO20 AHANIZY OeMOHCMPYIOMb 3HAYHE NIOBUUeHHs CINIUKOCTI
0o bpym-gopc-ananizy ma ougepeHyiarbHo2o Kpunmoaanizy nopisuano 3i cmandapmuum S-DES, 36epicarouu npu
YbOMY HU3BKY OOUUCTIOBANbHY CKAAOHIcmb. I[Ipogedene O0CHiONCceHHsT RIOMBEPOAICYE AKMYANbHICMb SUKOPUCTHAHHSL
HABUANLHUX MA eKCNePUMEHMANbHUX Mooenel, makux aAx S-DES, 015 euguents cyuachux memooig niosuwenis desnexu
CUMEMPUYHUX WUPPI6, Wo Mae Npakmuyne 3HAUEHHA ONs NPOMOMUNYBAHHA MA JIe2KUX peanizayii y cucmemax
Iumepnemy peueil.

Knrouosi cnosa: cumempuune wugpysanns, 0Onoxosi wugpu, mepexca Daiicmens, S-DES, S-6okcu,
Kkpunmoepaghiuna cmitixicmo, AES, noneauweni wiugpu, Inmepuem peueir, SOG-IS.
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