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FROM MERKLE-DAMGARD TO SPONGE: ARCHITECTURAL IMPACT ON HASH
FUNCTION SECURITY

Abstract. The paper investigates the influence of cryptographic hash function architecture on their cryptographic
strength. The main focus is on a comparative analysis of the classical Merkle—Damgdrd architecture used in the SHA-2
family and the Sponge architecture implemented in the SHA-3 standard. It is shown how the design features of the Sponge
architecture, in particular the division of the internal state into speed (rate) and capacity parts, provide an increased
margin of cryptographic strength and ensure low vulnerability to the inherent Merkle—Damgdrd constructions, including
the message extension attack. The possibility of estimating the dispersion index for attributing a hash function to a
cryptographic type has been confirmed. At the same time, the question remains about the unambiguity of the
correspondence between theoretical statistical indicators of the quality of hash functions. The only known indicator of
the quality of hash functions is based on the variance indicator and unambiguously shows only whether a particular hash
function belongs to cryptographic or non-cryptographic. At the same time, it has been confirmed that the y’ test, as a
“bias detector” can prove that the hash function is hack-resistant with high probability. But the question remains about
the unambiguity of the correspondence between theoretical statistical indicators of the hash functions quality.
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Crypto Resistance; Safety Margin; Post-quantum Security.

Introduction. Today cryptographic hash functions play a critical role in contemporary
cybersecurity, enabling secure data storage, digital signatures, authentication subsystems, blockchain
technologies and others applications. Modern secure hash function must satisfy principal properties
such as preimage resistance, second preimage resistance, collision resistance.

For decades, the construction of Merkle-Damgard, using in SHA-1, SHA-2 hash-functions
served as the de facto standard for building the most popular iterative hash functions. Despite its
theoretical foundations, practical cryptanalysis has demonstrated that the MD paradigm introduces
structural vulnerabilities that can be exploited independently of the underlying compression function
[1,2].

Otherwise, the Sponge construction, standardized through SHA-3, demonstrates a significant
architectural departure.

The purpose of the research is to establish and demonstrate the relationship between the
statistical parameters of hash functions based on the Merkle-Damgérd and sponge architectures and
cryptographic stability and the Security Margin parameter.

Literature Review. Today, there are three main approaches to constructing cryptographic hash
functions:

- Merkle-Damgérd.

- HAIFA;

- Sponge.
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It is known from a number of sources that the sponge architecture of the SHA-3 hash function
is significantly different from the architecture of the SHA-2 function based on Merkle-Damgard [3-
4]. From practical application and results of cryptanalysis, it is known that the architecture determines
the resistance to structural attacks, the possibility of expansion and the level of cryptographic reserve
[5-7].

Modern cryptographic hash functions mainly consist of: 1) a block of internal
permutation/compression function; 2) message processing mode block. At the same time, the sponge
architecture has a unique resistance not only to the existing traditional methods of cryptanalysis, but
also to quaternary methods of co-promotion of the function [4, 8, 9].

The sponge architecture of the SHA-3 function provides a disproportionately higher level of
structural cryptoresistance compared to the classic Merkle—-Damgérd architecture used in the SHA-2
function. The division of the internal state into "rate" and "capacity" in SHA-3 allows this algorithm
to formally control the margin of cryptographic strength. The same division eliminates the
vulnerabilities of the SHA-3 hash function by the length-extension type, which makes it optimally
suitable for modern information systems with increased security.

Comparing the theoretical cryptographic strength, one can see a strong difference between these
three basic architectures (Table 1).

Table 1 — Comparison of theoretical cryptographic strength of basic hash function architectures

; Architecture of hash functions
Indicat
or n tt)c:es(;;:a(:lce Merkle-Damgird HAIFA Sponge

P (MD5, SHA-1, SHA-2) | (BLAKE, SHAvite-3) (SHA-3)
Construction type iterative iterative (extended) permutation
Inner state n bits n bits + salt + counter | b = r + c bits
Function of available available disable
compression (modificated)
Padding obligated obligated obligated
Length-extension attack possible removed partial removed
Salt / randomization disable available available (capacity)
Formal security limited partial strong
evidence
Output length disable disable available (XOF,
flexibility SHAKE)

Materials and Methods. Merkle-Damgérd is a classic iterative scheme that involves initial
addition of the input bit data, dividing it into blocks, followed by compression on each block. The
scheme includes an initializing vector (IV) for 4 registers. At the end of the last round, we get the
final hash value. This architecture is used in hash functions MD5, SHA-1, SHA-2.

In connection with the revealed presence of problems related to the cryptoresistance of hash
functions based on the Merkle—-Damgard architecture, described in [10-14], its modification - HAIFA
architecture (Hash Iterative Framework Alternative) was proposed over time. This construction is an
extension of Merkle-Damgérd with some modifications. Namely: the cryptographic "salt" is a
pseudo-random value for each call (eliminates reproducible hashes); block counter — takes into
account the position of the block in the message; a modified compressor including an initialization
vector (IV), a salt, and a counter.

All modifications of the basic Merkle-Damgard scheme available in the HAIFA architecture
significantly improve its quality. This provides the following advantages to the HAIFA architecture:
the Salt mechanism protects the architecture from attacks using "rainbow" tables by pre-calculating
hash tables; the block counter counter neutralizes certain forms of attacks related to block positions.
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Overall, such architectural improvements provide better security control compared to the
classic Merkle-Damgard architecture. At the same time, there are certain limitations associated with
the fact that the Merkle—-Damgard architecture is based on an iterative approach. Therefore, not all
the weaknesses of the well-studied Merkle-Damgard scheme are excluded (the "length-extension"
type dependence is only partially reduced, but not completely excluded - unlike the sponge
architecture). Therefore, the HAIFA architecture requires the use of additional mechanisms for
increasing stability (salt, counter) — therefore, it has a more complex implementation.

Table 2 summarizes the comparative characteristics of resistance to popular vulnerabilities of
all three considered hash function architectures.

Table 2 — Comparative characteristics of resistance to popular vulnerabilities of the Merkle—
Damgard, HAIFA, Sponge architectures

Hash function Sensitivity to vulnerability type
arcl;::::éure Length-extension | Capacity-based Flexibility Theo:‘f!it(iizz:llczafety
Merkle-Damgard | possible disable fixed limited
HAIFA partially reduced | partially improved avarege
available
Sponge disable yes high (XOF) formal, strong

A theoretical comparison of the security levels of the classical (Merkle-Damgéard) architecture

of hash functions of the SHA type, its modernized version (HAIFA, and the Sponge architecture is
particularly revealing. Table 3 shows the results of the collision resistance of classical and quantum

evaluation.

Table 3 — Security level comparison under classical and quantum attack models

Construction Collision resistance Prototypical Quantum assessment
(classical) resilience (Grover)
Merkle-Damgard (SHA-256) ~ 2128 ~ 2256 ~ 2128
HAIFA (256 6ir) ~ 2128 ~ 2256 ~ 2128
Sponge (SHA3-256) ~ 2128 ~ 2256 ~ 2128
Sponge (SHA3-512) ~ 2256 ~ 2512 ~ 2256

When interpreting the quantum security assessment for all hash functions listed in Table 3, we
take into account that the Grover algorithm is optimal [15]. As can be seen from the data in Table 3,
the overall estimates of collision occurrence in hash functions for classical brute-force and the
quantum estimation algorithm (Grover) coincide, which is expected. The advantage of the Grover
algorithm is that it speeds up traditional brute-force by allowing collision detection much faster than
classical methods, while reducing the computational complexity to @(2”/ 2).

Therefore, to counter quantum attacks, it is considered necessary to at least double the hash size
(for example, from SHA-256 to SHA-512, etc.).

For a more objective comparison, we programmatically implement the MDS5 hash function
algorithms according to its official description given in the source [14], and the SHA-3 hash function
algorithms according to the description given in [16].

Results and Discussion. We have the obtained results for the data of the input test examples,
formed in the following indicators:

1) the average proportion of "1" bits;

2) bit dispersion values for hash functions;

o
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3) indicator of the avalanche effect;
4) distribution of integer values of digests.

Mean proportion of 1s (128-bit digests)
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md5 sha256 sha3_256

Figure 1 — The average proportion of "1" bits

The average proportion of "1" bits (Fig. 1) for MD5 is 0.499548 (0.0904%), for SHA3-128 this
parameter = 0.5005 (0.1%), and for SHA-256 it is 0.499444 (0.112%). All indicators are very close
to the theoretical 0.5.

To further investigate the quality of hash functions, we will use §* tests. Such a test is an
important statistical tool for assessing the quality of hash functions because for cryptographic
applications, a hash function should have a uniform distribution of values (resulting in a reduced
probability of collisions). This is the uniformity of the distribution (uniformity) [17].

If a hash function has such flaws, it will most likely create “hot spots” — areas where values
fall more often than others.

The generalized analysis with the added y>-test of uniformity and comparison of MDS5 against
SHA-2 (SHA-256) and SHA-3 (SHA3-256) is shown in Table 4.

Table 4 — Bit uniformity values

Characteristics
Algorithm’s name | Avarage proportion Dispartion »2 (bits) p-value
of bis «1»
MD5 0.499548 0.250000 0.522 0.46999
SHA-256 0.499444 0.250000 0.792 0.37347
SHA3-256 0.498905 0.249999 3.071 0.07969

Analyzing the data presented in Table 3, it can be stated that all statistical indicators are very
close to theoretical ones: the average proportion of bits "1" = 0.5, the dispersion value typical for
cryptographic functions = 0.25 [7], and the p-value parameter > 0.05 in all cases (there is no reason
to reject the existing hypothesis of uniformity). But the SHA-3 algorithm showed a slightly larger
value of the y* parameter, but this is a statistically insignificant number. Next, we obtain the y>-test
for uniformity of bytes (0..255) — Table 5.
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Table 5 — y>-byte uniformity test (0..255)

Algorithm’s name 1* (bytes) p-value
MDS5 282.94 0.11045
SHA-256 314.38 0.00660
SHA-3-256 251.90 0.54315

In the y? test for byte uniformity, the SHA-3 algorithm showed the best uniformity of byte
distribution, and SHA-256 has a uniformity index of p <0.01, which is formally a statistical deviation
from ideal uniformity (Figure 2). But such a deviation does not mean cryptographic weakness - under
the conditions of using a large sample, even small fluctuations remain statistically significant. The
MD)5 algorithm in this test showed the accepted uniformity.
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Figure 2 — Graphics of byte distribution for SHA3-256 truncted

The avalanche effect is of great importance as a characteristic of a hash function. The theoretical
1deal for a 128-bit value is calculated as: 128/2 = 64, for a 256-bit value it is 128 bits.

Table 6 — Parameters of hash-function near-perfect avalanche effect

Algorithm’s name Average Hamming’s distance Std
MD5 63.953 5.695
SHA2-256 64.034 5.599
SHA-3-256 63.888 5.894

All algorithms are shown on Table 6 demonstrate a near-perfect avalanche effect, but SHA2-
256 showed a result closest to the theoretical value of 64. Graphically, the distribution has a shape
close to normal (corresponding to the binomial distribution B(128, 0.5)) and is shown in Figure 3.

The definition of the Security margin parameter in modern hash functions is particularly
relevant. This is due to the fact that the Security margin is the difference between the declared
theoretical stability of the algorithm and the computational complexity of the most effective known

cryptoattack (expressed in the number of rounds or bits of endurance).
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Figure 3 — Avalanche distribution for SHA-256 truncted

In fact, this parameter shows how reliable the function is if some of its rounds are compromised.
Naturally, the increased reserve provides resistance to future cryptanalytic discoveries. Let's evaluate
the Security margin parameter for two candidates (SHA2-256 and SHA3-256) as the most promising
functions (Figure 4).

250

200 A

150 4

Security Margin (bits)

SHA-256 SHA3-256
Hash Function

Figure 4 — Security Margin Comparison: SHA-2 vs SHA-3

We show in Figure 5 a graph with a comparison of the traditional and quantum estimates of
the Security margin parameter, taking into account the results of the classical birthday paradox
algorithm and the Grover algorithm for the SHA2-256 and SHA-3 hash functions. As you can see,
due to its Sponge architecture, the Security Margin parameter is clearly almost an order of magnitude
higher for the SHA3-256 algorithm. At the same time, all algorithms demonstrate: proximity to an
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equiprobability distribution and a dispersion close to 0.25 (typical for all purely cryptographic
functions) and a perfect avalanche effect. But, although MD5 algorithm statistically "looks good" by
qualitative statistical parameters, it is not cryptographically secure. At the same time, SHA-2 and
SHA-3 demonstrate equally good basic statistical properties. SHA-3 algorithm based on Sponge
architecture demonstrates slightly better byte uniformity. Although SHA-256 and SHA3-256 provide
the same nominal collision resistance of 2'?® operations, SHA-3 offers a significantly larger security
margin due to its sponge construction with a 512-bit capacity, resulting in an effective margin of 2%¢
operations.

Security Margin (bits, log2 scale)

SHA-256 (Classicsia3-256 (ClassicAHA-256 (GroverdHA3-256 (Grover)
Hash Function and Attack Model

Figure 5 — Security Margin Comparison of SHA-2 and SHA-3 (Classical vs Quantum)

Conclusions. As can be seen from the research, the sponge architecture provides a safety
margin of up to 2*¢ operations for collision attacks and completely eliminates the class of length-
extension attacks for the Sponge type construction. It is clear that the internal state of the Sponge
architecture, with a volume of 1600 bits, provides a theoretical increase in structural cryptographic
strength of more than 2'?® times compared to the minimum required level of security.

At the same time, it can be stated that the security of a hash function is determined not only
by the cryptographic strength of its internal compression function and the length of the output value
It can be possiblebe also by the architectural scheme of construction, although for a long time this
paradigm of improving the security of hash functions prevailed in a number of scientific sources.

These findings, combined with advances in attack methodologies and increasing security
demands, led to a paradigm shift toward more flexible hash constructions. At the same time, the
question remains about the unambiguity of the correspondence between theoretical statistical
indicators of the quality of hash functions. After all, in practical application, the ¥* test, as a “bias
detector”, can only prove that the hash function is hack-resistant, but does not assess the quality of
the functions.

The results of the evaluation of the Security Margin Comparison of SHA-2 and SHA-3
(Classical vs Quantum) parameter obtained in Figure 2 differ significantly, although they characterize
the same indicator. This raises the question of which algorithm (classical brute force or Grover's
optimal target algorithm) is more appropriate for estimating the security margin in hash functions.
This issue requires further research.
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BIJI MEPKJIE-TAMI'APJIA J1O SPONGE: BIIIUB APXITEKTYPU HA BE3INEKY XEIII-
O YHKIIN

Anomauin. Y cmammi 0ocnioxcyemvcsa 6nau8 apXimekmypu KpunmoepagiuHux xewi-@yHKYill Ha iXHIO
Kpunmoepaghiuny cmitikicmo. OCHO8HA y8aza NPUOLIAEMbC NOPIBHATLHOMY AHANIZY KiacuuHoi apximexmypu Mepkia-
Jameapoa, wjo suxopucmogyemscs 6 cimevicmsi SHA-2, ma apximexmypu Sponge, peanizosarnoi ¢ cmanoapmi SHA-3.
Tlokazano, ax KoHcmpykmugni ocobnugocmi apximexmypu Sponge, 30Kpema nooii 6HympiluHb020 CMAHKY HA YACMUHU
rate ma capacity, 3a6e3neuyoms nioguenull 3anac Kpunmozpa@iunoi cmiikocmi ma 2apanmyons HU3bKY 8paA3IUeicms
00 eracmusux koncmpykyiti Mepkna-/lameapoa, exuouaiouu amaxy posuiupenns nogioomaenus. Iliomeepoxceno
MONCIUGICMb  OYIHKU THOEKCY Oucnepcii Onsi iOHecenHs. Xeul-(IyHKyii 00 Kpunmoepagiunozo muny. Boououac
3AMUUMAEMbCA NUMAHHA WOOO 0OHOZHAYHOCMI GIONOGIOHOCII MIdC MEOPemUYHUMY CIMAMUCIUYHUMY NOKA3HUKAMU
sxkocmi xewl-@yHKyiu. €Ounull GI0OMULl NOKAZHUK SKOCMI Xeul-QOyHKYil 0a3yemvcsi HA NOKA3HUKY Oucnepcii ma
O0O0HO3HAYHO NOKA3VE Nuuie me, YU HANeHCUMb NesHA Xew-QYHKYIA 00 KpunmoepagivHux du HeKpunmozpagiyHux.
Boonouac niomeepooiceno, wo y>-mecm, K «0emeKmop 3MiujeHHs», MOJce 3 BUCOKOI0 UMOBIPHICMIO 008eCmu, WO Xeul-
@yHKYis € cmilikolo 00 310MYy. Ane 3anuuaemvcsa NUMAaHHA Wo00 0OHOZHAYHOCMI 8IONOBIOHOCMI MIdC MeopemuyHUMU
CMAMUCMuYHUMU NOKAZHUKAMU AKOCMI Xeut-QYHKYIL.

Knruoei cnosa: kpunmoepagiuni xew-pynxyii, SHA-3, SHA-2, apximexmypa Mepxaa-Hameapoa, apximexmypa
Sponge, kpunmocmitikicmo, 3anac MiYHOCMI, NOCMKEAHMO8A be3neKd.
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