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BUKOPUCTAHHA :[“EXHO.JIOI’IFI OLAP TA DATA MINING B CUCTEMAX
HIATPUMKU IPUMHATTSA PIIHEHD Y TEIIVNIMYHOMY I'OCIHOJAPCTBI

Anomauin. Y cyuacnomy ceimi mexnonozii 6idicparoms Kuo408y poib y 6a2amvoX HANPAMKAX HCUMMA,
BKNIOUAIOYU CITbCbKE 20CNO0ApPCmB0. Bupowyeanns 080uie ma Qpykmis y cnopyoax 3aKkpumozo IpyHmy cmac éce Oinviu
NONYIAPHUM | 8UMA2AE KOHMPOTIO HAO YMOBAMU A pecypcamu Ojis 30ilbueHHs 8POACATHOCTI, NPOme i3 3DOCMAKHAM
00cs2i6 0anux, AKi 30UparomsbCs 8 CUCMeMax MOHIMOPUHEY, CIAE 8adicue e(heKMUBHO anarizyeamu 3ioparny iHgpopmayiro.
Jana cmamms posensoae euxopucmanua mexuonocii OLAP ma Data Mining oOna niosuwenHs egexmugnocmi
BUPOWYBANHS 080UIE MA PPYKMIE Y CHOPYOAX 3aKpumozo rpyumy. Memoio 0ocuiodcents € 8U3Ha4enHs 00YitbHOCMI ma
eexmueHocmi 3acmocy8anta Yyux MmexmHonoeiti Onsl aHaxizy eIuKuUx 006ca2ié Oanux, 3i0panux nio 4ac eupoufyeanHs
ogouie ma gpykmie. Aemopu Odocniodcenns auanizyromo, ik OLAP ma Data Mining moocyms Hadamu KOpucHy
iHGhopmayito Oist nPUIHAMMS PilleHb Wo00 ORMUMIZAYLL NPOYecie BUPOUY8anHsL 01 NIOBUUECHHS BDONCAUHOCIIL.

Kniouosi cnoea: cucmema niompumxu npuunamms piwenb, OLAP, Data Mining, cxosuwe Oanux,
bazamosumipruti Kyo.

Beryn. CyyacHuii CBIT TOBHICTIO 3aJI€KUTh B1J TEXHOJIOT1H, SIKI CTPIMKO pO3BUBatOThCs. BoHn
3aiiMalOTh KIIOYOBE Miclle Maike y BCIX HalpsMKaxX Halloi AiSUTBHOCTI Ta JONOMAararTh Yy
MOBCAKACHHOMY HUTTI Mai’Ke Ha KO)KHOMY KPOIIi.

[Tix yac BUpOITYBaHHS BaXJIMBUM €TAIlOM € caMe BUBUCHHS Ta aHalli3 BCIX YMOB, sIKI HEOOXiTH1
IUIE HOPMAJIBHOTO POCTY W PO3BUTKY POCIHHH. Y TPOIECI POCTY POCIHH BaKIMBO BPaXOBYBAaTH
ONTHUMAJbHI TOKA3HUKU MIKPOKIIMATy TEIUIMI A MiABUIICHHS €(QEeKTUBHOCTI BHUKOPUCTAHHS
pecypciB JuUisi BHUPOIIYBaHHS Bpoxkaro. J(MBisiuMch Ha 3rajaHi OCOOJIMBOCTI KOPHUCHUM €
BUKOPUCTaHHS MPOrPaMHUX 3ac0o0iB JUIsI MOHITOPUHTY, 30€peKeHHs Ta aHali3y MOKa3HHKIB, sKi
BaYKJIMBI JUUIS M1IBUILIEHHS €(pEKTUBHOCT] BUPOIILYBAaHHS.

Ha ocHOBI BciX HasiBHUX JJaHUX Y CHCTEMi BUPOOHUK MOXe ITPOBOJIUTH aHaNi3 BCIX KIFOUOBHX
MOKA3HUKIB, XHI 3MIHU Ta BIUIMB Yy pO3pi3l 4Yacy Ta NpUMaTH BIAMOBIAHI PIMIEHHS AJs CBOTO
nianpueMctBa. [IpoTe cTBOpeHi CHCTEMH 3 YaCOM PO3LIMPIOIOTHCS, a BIANOBIIHO iH(OpMaIlis Y HUX
TEX, TOMY CTa€ HE3PY4YHO Ta HEee(PEeKTHUBHO aHalli3yBaTH TMOIMEPEJIHbO BHECEH1 JaHl. Y TaKkoMy
BUMAJIKY ICHy€ HEOOXIJHICTh Yy CTBOPEHHI CHCTEMH, sika OyJe MPOBOJMTH aHali3 MOKAa3HMKIB Ha
OCHOBI HAaKOIIMUEHHX JTIaHUX.

Came cuctema miarpumku npuiiHaTTa pimens (CIIIIP) nomomarae ananizyBatu HaKOIMWYEHI
JlaHi, a TAKOX MPUIMATH PIllIEHHS, SKI BUMararoTh OI[IHKH, PIIITYYOCTI Ta MOCTiAOBHOCTI Mii. Taka
iH(popMalliiHa cucTeMa JoloMarae KepiBHUUTBY MIJIPUEMCTB CEPEIHBOTO 1 BHCOKOIO PpIBHS
opraizanii, aHaJi3yl0ud BeJHKI OOCSATM HECTPYKTYpPOBAaHMX [aHMX 1 HAKONMMYYIOYH MaHl, Y
BUPIIICHH] IEBHOT MPOOJIEMH Ta JOTMOMOTTH Y IPUMHATTI PilLIEHHS.

Ha rocmonapcrBa CIIIIP BUKOPHCTOBY€ETBHCS SK Ui OJHOTO OO’€KTY, Tak 1 A MeEpexi
rOCIOApPCTB, IO JOMOMOXKE Yy KpamoMy BHWBYEHHI JaHUX Ta BIAMOBITHO MOJATBIIIOMY
MPOTHO3YBaHHI HEOOXIMHUX SBUI, iH(POpMAIii Npo HasABHI Ta MOXJIMBI (DaKTH, a TaKOX IS
npeAcTaBiIeHHs 1HGopMarii KopucTyBadyaM y 3po3yMiniid ¢dopmi. Taki cucreMu 0OMOMararoTh
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JleHOen M.I., Fony6 b.J1.

CBO€YACHO MPUUHATH KepyIoUe pillleHHs I NOKpAIleHHs pe3yIbTaTiB BUPOOHHUIITBA Ta BIAMOBIIHO
30UIbIIICHHS TPUOYTKY.

AHaJii3 oCTaHHIX J0cJiTKeHb Ta My0aikauiii. Y mporeci aHanizy npeaMeTHoi obmacti Oyio
MIPOAHAII30BaHO HAYKOBI pOOOTH, K1 ITOB’s13aH1 3 BUPIIIICHHSAM MUTaHHS aHATi3y pOOOTH TEINTUYHOTO
rOCIOAapCTBA.

Astopu Yenr Banr, Jlini Benr, ITinr Jlonr, Keso Kso y cBoiit po6oTi «JlociimkeHHs cuCTeMu
MIATPUMKH TpUAHATTS pimeds (DSS) mist Terumie Ha OCHOBI BHAOOYTKY NaHUX» PO3TISHYIH
CUCTEMY IMIATPUMKH MPUNHATTS PIIICHD JUIS TETUIUI, TOOYA0BAHOT 31 CXOBHINA JAaHUX Ta TEXHOJIOTIT
BUO00YTKY Aar. Y cucreMi OyJi0 CTBOPEHO CXOBHIIE JaHUX 3 METOI JuBepcUdikaimii mam’sri,
BUKOPHUCTAHHS OHJIAWH aHATITHYHOI 0OpOOKM Ta BUAOOYTKY AaHMX 30aradye 0a3y 3HaHb HOBOIO
iH(OopMaIli€r0 PO CLIBChKE TOCToNapcTBO. JlaHa poOoTa moKa3zye CTPYKTYPY CUCTEMH IMiITPUMKU
MPUIHATTA pilIeHb 3arajioM: BUKOPUCTAHHS TeXHOJIOr11 aHamTuuHoi 06pooku OLAP, sika nonomarae
aHAIITUYHO 0OpOOISITH JaHi, sKi 30epiraroThcs y 0a3i 3HaHb. TaKOXK MOSCHIOE CTPYKTYPY MOIYJIIS
BUJIOOYTKY JIaHUX, a caMe T00YyI0BY OKpPEMHUX MOAYJIiB, KOKEH 3 SIKUX BIATOBIIAE 32 MOACIIOBAHHS
Ta MPOTHO3YBaHHSI, MOIITYKY CX0XKOCTI, ITOOY0BHU aCOIiaTUBHUX MPaBuII TOLIo [7].

B inmiit poboti «ExkcmepTHa cucTteMa yOpaBlliHHA TEIUIMYHUM BHUPOOHUIITBOMY» aBTOPHU
Wonryaur Xy, Ixuranr Banr ta Iinrmiar JTi po3moBiim po Bax/IHBICTh BUKOPUCTAHHS TEILTHIII Ta
MPAaBWJIBHOTO YMPaBIiHHSA BCIMa BHYTPIIIHIMU MpoLecaMd 1 1€ MiJIITOBXY€E OO0 PO3POOKHU
eKCIIEPTHUX CHCTEM.

VY pob6oti onucaHo Ta 300pakeHO (DYHKIIOHAIBHY CTPYKTYPY CHUCTEMH, sIKa CKIIAJA€ThCA 3
JEKUIBKOX MiJcucTeM. BaxknuBy yacTuHy 3aiimMae 6a3a 3HaHb, IKa MICTUTh CIIOBHUK MPaBUi. Takox
OyJ10 omKrcaHo cucTeMy 300py JaHHUX Y PEKUMI PEabHOTO Yacy.

VY pe3ynbTati aHaizy Oys0 onmrcaHo KOPOTKi (PyHKIIOHATBbHI XapaKTePUCTUKH CUCTEMHU:

* MOHITOPHHT MIKpPOKJIIMaTy TEIUIHII Y PEKUMI PeaIbHOTO 4acy;

* OHOBJICHHSI 1H(OpPMAIIiITHOT 023 TOBKIUIS JIJISl €KCTIEPTHOT CUCTEMU;

* BUBEJIEHHS Ta BiJoOpakeHHs iHQopmauii 3 TekcToM, rpadiyHoo Tabaumero ado
PO3APYKIBKOIO;

* TPUBOXKHUI CUTHAN y pa3i eKCTpeMaJIbHUX CUTYallill a00 3HUKEHHSI BPOXKAMHOCTI.

KpiMm mporpamHoro y po6oTi O0yi0 pO3IJIsiHYTO anapaTHe 3a0e3le4YeHHs] Ta BIPOBAJKEHHS
cCHCTEeMH Ta 11 pe3yJbTaTH poOOTH, /i€ MOKAa3aHO MPUKJIA] JIarHOCTUKU 3aXBOPIOBAHHS Ha OCHOBI
BBE/ICHUX O3HAK, a TAKOXK aHAJi3y ONTUMAIBHUX YMOB MIKPOKJIIMATy Ta MOJUBY [8].

Merta pocaimkeHHss. MeTor0 JOCHIDKEHHS € BHU3HAUEHHsS JOLUIBHOCTI 3aCTOCYBAaHHS
texHosoriit OLAP 1 Data Mining 1715 niaBUIIEHHS €()eKTUBHOCTI BUPOIIYBaHHS OBOYIB Ta PPYKTIB
y CHopyJax 3aKpHTOro IPYHTY.

Marepiayu i MeToan AOCaiIzKeHHs. Y TIpolIec T0CIIKEHHs Oy Il BUKOPUCTaH1 TaKi METOIU:

1. Texnomnorii OLAP nns HakonuueHHs JaHUX y OUIbLI 3pyuHill CTpyKTypi: GaraToMipHUH
KyO, Akl epeKTUBHUI ISl MPOBEIEHHS aHalli3y y pO3pi3i pI3HUX HMapaMeTpiB, popMyBaHHS 3BITHOI
iHpopMmaii Towo.

2. Texnomorii Data Mining ayis 3HaXOKEHHsS 3B’SI3KIB MK HAMIOBHEHUMH JIaHUMH, SIKi
BiJI0OpaxaroTh pe3yabTaTH poOOTH TEIIIMYHOTO TOCIOAAPCTBA.

Pe3yabraTi gociaimkeHHs1 Ta ix o6roBopeHHs. /[ poOouoi craHuii oneparopa TeIIUI
Oyno po3poOJeHO MiJACUCTEMY MOHITOPHHTY, $Ka NpaIoe 3 JaHUMH, fKi 30epiraiotecsi B
orepaTHBHIM 0a3i JaHUX, a TAKOXK anapaTHe 3a0e3MeueHHs 3 BUKOPUCTaHHSIM JaTYMKIB TeMIIepaTypu
i BOJOrOCTI, AKI MIAKITIOYEHI 0 MiKpokoHTponepa Arduino. J{isi BUMIpIOBaHHS ITOKa3HUKIB
BUKOPUCTAHO JaT4MK Temnepatypu 1 Bosorocti moBitps DHTI1. Ilincuctemy MOHITOpUHTY
peasizoBaHO 3 BUKOPUCTaHHAM MOBH IporpamyBanHs Python, e 3a0esnedyerbes nmepenada JaHUX
PO OTpUMaHI MOKa3HUKU TeMIlepaTypd M BOJIOTOCTI 7O omepaTuBHOi 0a3u manux. Ha puc. 1
300pakeHa cxeMa OIepaTUBHOI 0a3M JaHUX, Jie 30epiraroTbCs MOKa3HUKU MIKPOKIIMATY Y TEIUIUIAX,
BpPOXKaHICTh, ONITUMAaJIbHI MTOKa3HUKH TOIIIO.

Ha ocHOBI OTpHMMaHOTO OINEPAaTUBHOTO JDKEpesla JaHWX Ui TPOBEIACHHSA aHali3y
BUKOPHUCTOBYEThCs cxoBulle nanux (CJI), ssike 103BOJUTH MPOBOAUTH aHATI3 Y pi3HUX po3pizax. Lle
3a0e3Meuy€eThCsl HasBHICTIO JIEKUJIBKOX BHMIpIB, SIKi SIBJISIOTH COOOIO CYKYIHICTH JOBIIKOBOT
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iHpopMalii Tpo BUMIPIOBaHY MOAiI0. Y KOHTEKCTI CXOBHIN JaHUX MOIISMH SBISIOTHCS (DaKTH, sKi
OIHCYIOTh PE3YyJIbTaTH MEBHOTO Oi3Hec-nporiecy. CTpyKTypa CXOBHUIIA TaHUX 300pakeHa Ha puc. 2.

Temperature
% id_greenhouse

% id_sensor
% create_datetime

value

Sensor
% id_sensor

OO 0 name_sensor

un_measurement

8

8

Greenhouse
7 id_greenhouse

name_g reenhouse

Humidity
7 id_greenhouse

% id_sensor

?

max_temperature
min_humidity
max_humidity

harvest

% id_culture

¥ id_sort
min_temperature
max_temperature
min_humidity

max_humidity

OptConditionDim

=09 .
address ? create_datetime
square value
Opt_humidity
Harvest Sort # id_culture
? id_harvest . KO ¥ id t
. ? id_culture id_sor
? id_greenhouse 1| id sort min_humidity
? id_culture - -
- O————6%  name_sort max_humidity
7 id_sort
start_datetime 8
finish_datetime
harvest ‘
® Opt_temperature
Culture # id_culture
? id_culture # id_sort
name_culture I— min_temperature
max_temperature
Pucynox 1 — Cxema onepamuenoi 6azu oanux
HarvestFact
% id_date
SortDim % id_greenhouse
% id_culture S % id_culture
® id_sort 2 id_sort GreenhouseDim
name_sort avg_temperature % id_greenhouse
name_culture avg_humidity ——— name_greenhouse
. address
min_temperature
square

DateDim

% id_date

year

month

day

Pucynox 2 — Bimpuna menauunoeo ecocnooapcmaa
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Po3pobrene cxoBuie qaHuX Oyino0 BUKOPHUCTAHO AJIE PO3TOpTaHHS 0araTOBUMIpPHOTO KyOy,
BuKopucToBytoun ciyk0y SQL Server Analysis Services (SSAS). Came aisa aHamnmizy JaHux OyJio
pearizoBaHO HAIIOBHEHHSI CXOBHIIA JaHUX, AKe BiAOyBa€ThCS HA OCHOBI IaHUX 3 ONEPaTUBHOI 0azu
naHux, 300pakeHoi Ha puc. 1. [Iporec mepenavi nanux OyB peayi3oBaHU 3a JOIMIOMOTOK CITYKOU
SQL Server Integration Services.

VY mpoueci ananizy orpumanux nganHux y CJI Oyio peani3oBaHO PO3paxyHOK KIFOYOBOTO
noka3Huka epexruBHocti (KPI), sixuii OyB peanizoBaHuil 3 BUKOPUCTaHHAM MOBH 3anutiB MDX nms
JOCTYITy 10 OaraTOBUMIPHHX CTPYKTYp AaHUX (puc. 3).

OTo6pazuTb CTPYKTYpYy 3HaueHne Uenb Cocrosiune
& KPL_Sort1_Opt_Avg_Humidity 66.00% 67.5% TN
& KPL Sortl_Opt_Avg_Temp 21.11°C 22.0°C SR
& KPI_Sort4_Opt_Avg_Humidity 75.22% 77.5% ﬂ
& KPL_Sort4_Opt_Avg_Temp 19.89°C 22.5°C SR

Pucynok 3 — Pesynbmamu po3paxyHKy KI0408020 NOKA3HUKA eheKMUSHOCmi

Jlnisi IpOBEACHHST 1HTENEKTyaJbHOTO aHamizy naHux Oyno Bukopucrano SQL Server Data
Tools-Business Intelligence(SSDT-BI), sikuif micTuTh HaOlp TeXHOJNOTIM s Oi3HEC aHamizy:
cTBOpeHHsT Moxenei manux Analysis Services (AS), makeriB Integration Services (IS) Ta 3BiTiB
Reporting Services (RS).

BukopucToByoun po3ropHyTHii kKyO Oyno moOymoBaHo rpadik 3MiHM BpOXKAWHOCTI 3
BUKOPUCTAHHSM QJITOPUTMY YaCOBUX PSIiB, SIKUH 300pakeHO Ha puc. 4.

1000 —— Harvest (actual)
----- Harvest (predicted)
----- Harvest (histarical predidion)

950 |

500

|
NI
NINEREIERNAGN -
0 LT =

'-|l . Harvest (actual) 833
\/ \/ . Harvest (historical prediction) 79868786

Harvest t

650

| ‘
600 1
20190211 20190628 20200223 20201010 20210223 20211018 20211033
Time

Pucynox 4 — Cihopmosanuii epagix 3 suxopucmaHnus aneopummy 4acosux psoie

VY mporieci aHaiizy 3a J0MOMOTOI0 YaCOBHUX PSAJIIB OYJIO MTPOAHAII30BAHO 3MIHY BPOXKaHOCTI.
YacoBi psau T03BOJSAIOTH NMPOTHO3YBaTH K Oyne aajii po3BUBaTHCA cuTyaris. Tomy Ha OCHOBI
OTpUMaHOro rpagiky MokHa Mob6auuTH, 1110 MOYMHa04M 3 moyatky 2021 poky cymapHa BpOKaiHICTb
y TemuIEIX 3MeHmmiack. Hanpuknan B3uMky 2021 BposkaltHICTh J0CSTIa HAWHUKYOTO 3HAUCHHS,
MIPOTHO30BAaHE 3HAYCHHS BIAPI3HIETHCS Bl (PaKTHUHOTO.

Takox Ha OCHOBI PO3TOPHYTOI CTPYKTYypH OyJi0 MOOYIOBAaHO MEPEKY 3aIeKHOCTEH Ha3BU
KyJBTYpPH Ta COPTY BiJl 33JIaHUX Jiana30HIB TEMIIEpaTypH Ta BOJIOTOCTI (puc. 5).
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Pucynox 5 — Mepeoica 3anesxicnocmeii Ha 0CHO8I peanizo8ano2o ancopummy acoyiamusHux npasu

3 HaBeJIeHOT CXEMH acOLllaTUBHUX IPaBUJI MO>KHA BU3HAYUTH HAOLIbII CIPUSATIINBI YMOBH IS
BHUPOILYBaHHS SIK OKPEMHUX COPTIB Ta KYJbTYp, TaK 1 PO MOXKJIMBICT KOMOIHYBaHHS COPTIB PI3HUX
KyJIbTYp /7151 BUPOLIYBAaHHS B €JMHOMY IIpOCTOpi. BUokpemMumo 3Hauy1i 0ocoOIMBOCTI:

® COpPTU OJHI€T KyJIbTypH MalOTh JIOBOJII CXOXKI BUMOTH JI0 CE€PEJOBHUIIIA, 110 pOOUTH Mpoliec
BUPOILIYBaHHs O1IbII 3p03yMUINM, aJIKe J1a€ MACTaBU JUIsl X BUPOIIYBAHHS B €IMHOMY IIPOCTOPI;

® IIepIli Ta OTIPKU MAarOTh OJHAKOBI BUMOTH JI0 MaKCUMaJIbHUX Ta MIHIMAJIbHHX MMOKA3HUKIB
BOJIOTOCTI Ta TEMIIEpaTypH, IO Ja€ MOXJIMBICTh KOMOIHYBaTH iX COPTH MiJ 4ac BUPOIIYBaHHS B
€IMHOMY MIPOCTOPI;

® 111010 TIOM1JIOPIB, TO iX MiHIMaJbHE 3HAUEHHS TEMIIEpaTypH CIIBIAAA€ 13 MOKA3HUKOM IJis
OTipKiB, aje uepe3 OUIBIIY YYTJIMBICTH COPTIB Ii€i KylbTypW, HaWKpaluM pilleHHAM Oyze
BUPOIIYBaHHS iX B OKPEMOMY TPOCTOPI.

Po3ropHyBIIM CTPYKTYpYy aHallizy aJIrOpUTMOM KiacTepu3alii OyJlo OTpUMaHO MOJEIb,
HaBEJEHY Ha puc. 6.

3a OMOMOrol METOAY Kiactepusalii Oylu OoTpuMaHi 3B’S3KHM MK PI3HUMH KJIacTepamH,
CXO’I1 3a O3HaKaMHM, KyJbTYypOIO 1 YMOBAMHU BUPOILYBaHHA. Y pe3yJbTaTl PO3rOPHYTOI CTPYKTYpH
MO>KHa 3pOOUTH BUCHOBOK, 1110 JaHi € OJHOPIIHUMH Ta BIOPSAKOBaHUMH. OCOOIUBO 11€ TOMITHO Ha
CXeMi MepeKi 3B’S3KIB KJIaCTepU Maike HEe TIOB’sI3aH1 OJIUH 3 OJHHM.
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Pucynox 6 — Knacmepuzayisn nasaenux gpaxmis y cxosuwyi 0anux

BucnoBku i nepcnexTuBu. I1in yac po3poOku cucTeMu MiATPUMKH IPUWHATTS pilieHb Oysio
IpeJcTaBiIeHo 3acTocyBaHHA TexHonorii OLAP 1 Data Mining Ha npukiaal TEIIMYHOIO
rocriogapctBa. OOWIBI TEXHOJIOTII JOMOBHIOITH OAHA OAHY 1 B TOM uac sk DM 3Haxomuthb
3aKOHOMIPHOCTI Ha OCHOBI BiJIoMHX 3HaHb, TO OLAP aHamnizye naHi B peKuMi peajbHOrO 4acy Ta
MO’K€ CTBEP/IXKYBaTH a00 CIPOCTOBYBATH T1IIOTE3H, HABE/EHI Y IPOLEC] IHTENEKTYyaIbHOTO aHaII3Y.
OTpumaHi 3HaHHSI KOPUCHI Y mpolieci popMyBaHHs KEpPYIOUHMX pillIeHb TEIUIMYHOIO TOCIOIapCTBa,
10 JO03BOJIUThH CIPSMYBATH CTPATETiI0 IIOJO0 YHPABIIHHSA OKPEMUMH Oi3HEC-NPOIECAMH TaKUM
YMHOM, 100 MiABUIIUTH BPOXKAWHICTH Yy TEIUIMIIX Ta BIJIMOBIHO MPUOYTKOBOCTI IOCIONApCTBA
3arasioM. [IpoTte 3acTocyBaHHsI He 0OMEXKYETHCS JIUIIE JBOMA ITAPAMETPAMH, TaK K CHCTEMY MOXKHA
PO3LIUPIOBATH 3aCTOCOBYIOUH 1HII MOKA3HUKH, SK1 JTOMOMOXYTh POLIMPUTH MOIIYK 3a7€KHOCTEH.
Jlo npuknany 1e Moxe OyTH OCBITJIEHICTh, piBeHb CO2 Tomo. Takox npeaMeTHOr 00J1acTI0 MOXKe
BUCTYIIATH HE TUIbKU TETUIMYHE TOCIOAAPCTBO, JaHAa CUCTEMA TAKOXK MOJKE MOIIMPIOBATUCH 1 HA 1HIII

chepu.
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USE OF OLAP AND DATA MINING TECHNOLOGIES IN DECISION SUPPORT
SYSTEMS IN GREENHOUSE FARMING

Abstract. In the modern world, technologies play a key role in many areas of life, including agriculture.
Growing vegetables and fruits in closed ground structures is becoming increasingly popular and requires control
over conditions and resources to increase yields, however, with the increase in the amount of data collected in
monitoring systems, it becomes more difficult to effectively analyze the collected information. This article considers
the use of OLAP and Data Mining technologies to increase the efficiency of growing vegetables and fruits in closed
ground structures. The purpose of the study is to determine the feasibility and effectiveness of using these
technologies to analyze large amounts of data collected during the cultivation of vegetables and fruits. The authors
of the study analyze how OLAP and Data Mining can provide useful information for making decisions on optimizing
growing processes to increase yields.

Keywords: decision support system, OLAP, Data Mining, data warehouse, multidimensional cube.
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OCOBJIMBOCTI POBOTH AJITOPUTMIB COPTYBAHHA B PYTHON

Anomayia. Cmammsa npuceaiena auanizy pisHUX aneopummie COPMY6aHHs 3 GUKOPUCMAHHAM MOGU
npozpamyeanns Python ma 3a oonomoeoio aneopummis copmysanusn na mosi npoepamysanna Cython. B docnioxcenni
NOPIBHIOIOMbCA KNACUYHT MeMOOU COPMYBAHHS, MAKI K COPMYBAHHA OYIbOAWKOI0, BCMABKAMU A WEUOKE COPMYBANHS,
3 Memoio BU3Ha4eHHs ix ehexmugnocmi 05 eenukux Habopie danux. Ocobausy ysacy npuoiieno npodremam 10Kanizayii
npu cOpmy8aHHi PAOKIE ¥ HEAH2NINCLKUX MOBAX, 30KpeMd, 3ACMOCY8AHHIO CReylani308aH020 CIOBHUKA 05l KOPEKMHOI
00pobru  ykpaincokoeo anghasimy. Ilpeocmaenieno memoouKku BUMIPIOBAHHA NPOOYKMUSHOCMI ma Gi3yanizayii
pe3yrbmamia y euensaoi epagikie, o 0036015€ 2aubuie OYiHUMY MACUMAaOY8AaAHH KOHCHO20 3 ANCOPUMMIB 8 3A1eHCHOCI
8i0 00cs2y OQHUX.

Kniouoei cnosa: Python, Cython, aneopummu copmyeanHs, 6enuxi Habopu OAHUX, NOKANI3AYIA, YKPATHCLKUL
anghasim, npoOYKmMuUGHICMb COPMYSAHHSL, GI3yanizayisi OAHUX.

Beryn. AnroputMmMu cOpTyBaHHS BIAITPalOTh BAXIMBY pOJib y IporpaMyBaHHI Ta oOpoOIl
JaHUX, 103BOJISIOYM e(pEeKTUBHO OpPraHi3oBYBATH Ta aHali3yBaTH iHpopmarito. OJHaK, COPTyBaHHS
JaHUX, 1110 MICTATh KUPUJIHUIIIO, MO>KE BUKIJIMKATH MEBHI TPYIHOILI Yepe3 0COOIMBOCTI JIOKami3alii Ta
KOJyBaHHs CUMBOJIB. LIs cTaTTs po3risiiae npodaemMu Ta 0COOIMBOCTI COPTYBAHHS PSIIKOBUX JTAHUX
Ha yKpaiHChKiii MoB1 B Python, anami3ye pi3HI MigXOAUM Ta METOAM COPTYBAaHHS, Ta IMPOIOHYE
edeKTUBHI PIlIeHHS JUIsl ONTUMI3allii I[bOT0 MPOILIECy.

IIpobnemamuxa copmysanus kupunuyi. COpTyBaHHsS TEKCTOBHX JaHUX, SIKI MICTSITh CUMBOJIU
KUPHWIIUI], MOX€ CTBOPUTH BUKJIMKH, MOB'A3aHI 3 JIOKANI3alll€l0 Ta YHOPSJIKYBAaHHSIM CHMBOJIIB.
[IpoGnema nonsirae B ToMy, 110 CTaHJIAPTHI METOAM COpTyBaHHs B Python He 3aBXau ajekBaTHO
00pOOIAIOTH CUMBOJIM KMPUIIULI, OCOOJIMBO KOJIM MOBA /1€ Mpo yKpaiHChbKI CUMBOJIH, Taki sk 'T', '€,
Kl MarwTb ocoOnuBe Micue B angabiti. lle Moxke mHpu3BeCTH 10 HENPaBUIBHOIO MOPSAKY
COPTYBaHHsI, KOJIU J1aH1 BiJICOPTOBaHI 3a andaBiToM.

Metoro aociaiiKeHHs € OLIHKAa MPOAYKTUBHOCTI PI3HUX AITOPUTMIB COPTYBAHHS [
ynpasiinHaM Python ta Cython Ta HamaHHS pekoMeHAalid 070 iX BHOOPY sl KOHKPETHUX
o0unCITIOBAILHUX 3aBlaHb. CTaTTd TakoXK CIPSMOBaHA Ha BUPIMICHHS MPOOJeM, TMOB'S3aHUX 3
JIOKAJIi3aIi€r0 COPTYBaHHA PSAAKIB, 3 aKIIEHTOM Ha YKPaTHChKY MOBY, sIKa IIPEJICTABIISE TIEBHI BUKIUKH
yepes BIIMIHHOCTI B ali()aBiTi MOPIBHIHO 3 aHTJIIHCHKOI0 MOBOIO.

AHal3 ocTaHHIX JaocaigkeHb Ta myOuaikaniid. CydacHuil craH nochikeHb Yy cdepi
ITOPUTMIB COPTYBaHHS Ta X ONTUMI3allli CBIAYUTH PO 3HAYHUH 1IHTEPEC HAyKOBIIIB Ta PO3POOHUKIB
710 TiABMIIIEHHS e(eKTUBHOCTI 00poOKu nanux. Po3poOka MmoBu mporpamyBanHs Python, 30kpema ii
posmuperHas Cython, 3a0e3neuye HOBI MOXIJTMBOCTI JUIsl ONITHMI3aIlii BXK€ ICHYIOUHMX aJITOPUTMIB Ta
CTBOPEHHS HOBHX, O1JIbIII €()eKTUBHUX METO/IiB 00pOOKH BEIMKUX 00CATIB iH(popMarlii. 3HauHy yBary
MPUIUICHO TAKOX ajamnTallii aifOpUTMIB 17 OCOOTMBOCTI KOHKPETHUX MOB, IO € BAXIUBUM JIJIS
MDKHAPOJHHUX MPOTPaMHUX MPOIYKTIB.

VY pob6orax Ban Poccyma I'. ta [lpeiika @. JI. [1], a Takoxx OpsoBa C. A. [3] HaromonryeTbcst
Ha BaXJIMBOCTI 3a0€3Me4YeHHsI BUCOKOI MPOXYKTHUBHOCTI iporpaM Ha Python nuisixom edexTuBHOTO
BUKOPHUCTAHHS ICHYIOUMX aJTOPUTMIB COPTYBaHHS Ta PO3pPOOKH HOBUX METOMIB. [locmimkeHHs
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bextepeBa A. M. [2] nmiakpeciioe poas Cython y ontumizanii Python Koy, 30kpema 1t anroputMis
COPTYBaHHsI, ICMOHCTPYIOUYH 3HAYHE 301 IbIICHHS TPOAYKTUBHOCTI.

Crenudiuni acmekTH JOKami3alii aldropuTMiB COPTYBaHHsS, OCOOIMBO JUII MOB 3
HEJATUHCHKOI a0eTKOo0, po3riisiHyTi y mparsax Kopmena T. X. ta iH. [5], A¢ aHami3y0ThCSI OCHOBHI
TPYAHOILI Ta MPOMOHYIOTHCS METOAM iX BUpILIeHHA. BaxuBicTh Bizyamnizamii JaHuX JUIsL aHATI3y
€(heKTUBHOCTI aITOPUTMIB MiJIKpecieHa y podorax MakkuHHi Y. [7], 10 BKa3ye Ha HEOOXIiIHICTh
3aCTOCYBAaHHS CyYaCHUX 1IHCTPYMEHTIB ISl TpadiuHOrO MPECTAaBICHHS PE3YIbTaTIB JOCIIKEHb.

3aranom, aHaji3 OCTaHHIX JOCII/DKeHb Ta MyOJiKaIliid MoKa3ye TEHIASHITIO J0 MOUTYKY HOBUX
METO/IB ONTHMI3allii aIrOpuTMIB COPTYBaHHS, iX ajanTauii mij crenudiky pi3HUX MOB Ta KyJIbTYp,
a TaKOXX PO3BUTKY IHCTPYMEHTIB JJIs aHaIi3y Ta Bi3dyami3anii gaHux. OCHOBHUMH HaIpsIMKaMH
MOJAIBIINX JTOCTIKEHb y il cdepi € pO3BUTOK aNrOpUTMIB MALIMHHOTO HABYAHHS Ta IITYYHOTO
THTEJIEKTY JUIsl 0OpOOKH BEJIIMKUX JaHUX, @ TAKOXK CTBOPEHHS HOBHX 1HCTPYMEHTIB JUIsl €(DEKTUBHOI
B3a€MO/Ii1 3 JaHUMH B PI3HUX MOBHUX CEPEIOBUIIIAX.

Marepianun i meroaum nocuimkeHHsi. J[Is TecTyBaHHS ajIrOpuUTMIB COPTYBaHHS Ta
JeMOHCTparii mpoOJIeMH JIoKali3alii BaXKJIMBO MAaTH pealicTUIHUIN Halip TecToBUX naHux. OnuH i3
croco0iB reHeparlii Takux JaHUX — BUKOpHUCTaHHs Oi6mioTexku Faker, sika 103BOJIIE CTBOPIOBATH
BEJIMKY KIJTBKICTh PI3HOMAHITHUX JIaHWUX, BKJIFOUAIOYW 1MEHA, MPI3BUINA Ta 1HINE, JJs iMiTarii
peabHUX JIaHUX.

Jlnst mopaBaHHS YKPaiHCHKUX 'MO-0aTbKOBI' JI0 HAIIMX TECTOBUX JAHHUX, MU PO3IIMPUMO
616miorexy Faker BiacHuM mpoBaiinepom:

from faker import Faker
from faker.providers import BaseProvider
import random
class ProviderUk(BaseProvider):
def patronymic(self):
patronymics = [ 'OnekcaHapoBuy', 'MakcumoBuY' 'IBaHOBMY ', 'MeTpoBuy ',
"Cepriviosuy’]
return random.choice(patronymics)
fake = Faker('uk_UA")
fake.add_provider(Provideruk)

BI/IKOpI/ICTOBYBaTI/I HOTro MOXKHA HAaCTYITHUM YUHOM:

def generate_and_save_data_to_csv(filename, num_records):
with open(filename, mode='w', newline='"', encoding='utf-8') as file:

writer = csv.writer(file)

writer.writerow(['Name', 'Patronymic', 'Surname’'])

for _ in range(num_records):
name = fake.first_name()
patronymic = fake.patronymic()
surname = fake.last name()
writer.writerow([name, patronymic, surname])

B npomy npuxiani Mu peanizoByeMo GyHKIIIO 171 CTBOPEHHSI ¢SV (Daifily Ta TeHepalliro JaHuX
3a nonomoroto Faker, B Tomy uncii i 'mo-6aTeKoBi' sike BiICyTHE y cTanAapTHIiN 6i10mioTeni Faker.

Memoou copmyeannsa. Po3risiHeMO JeKUIbKa MiIX0/1B 10 COPTyBaHHs AaHuX B Python, koxen
3 SKMX Ma€ CBOi 0coOJMBOCTI Ta oOnacTi 3acTtocyBaHHs. lle nomomoske 3po3yMiTH, SK MOKHA
OINITUMI3yBaTH MPOLIEC COPTYBaHHS, OCOOIMBO MPH POOOTI 3 BEIIMKUMHU 00CATaMU JaHUX a00 KOJIU
MOTP1IOHO BpaxoByBaTH crielu(iKy JoKaizaii.

e Cmanoapmue copmyeanus Python. Meton sorted() B Python € yHiBepcambHuM
IHCTPYMEHTOM Ul COPTYBaHHS CIUCKIB. BiH 3acTocoBye anroputm coptyBaHHA Timsort, skuii €
riopunom mix Merge Sort Ta Insertion Sort. Timsort aganToBaHuii 10 peaJbHUX AAHUX, K1 YACTO
MICTSITh BXK€E BIJICOPTOBaHI CEKBEHIIi1, 3a0€3M1eUyI0Ur BUCOKY MTPOTyKTHUBHICTb.
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e Copmysanna 3 euxopucmanuam NumPy. NumPy BUKOPHUCTOBY€E pi3HI aJITOPUTMHU
COPTYBaHHS B 3JICKHOCTI BiJl KOHKPETHOTO BUIIAKY, BKIIOUHO 3 Quicksort, Mergesort, Ta Heapsort.
Oynkis np.sort() 3a 3aMoBUyBaHHSIM BUKOpUCTOBYe Quicksort, sikuii € e(h)eKTUBHUM 3arajlbHUM
alrOPUTMOM COpTyBaHHs. Voro eekTuBHicTh 06yMOBeHa ckanuicTio O(n log n), sika € cepemns i
3JICKUTH BiJI BXIJIHUX JaHUX Ta MMOWHU pekypcii. Lle miarBepmkyeTbes B poboTi [5], e JoKIaIHO
OIUCY€eTHCS poboTa 1 ehekTuBHICTH anroputmy Quicksort.

e Copmyeanns 3 uxkopucmannam Pandas. Pandas Hamae pyHKIiOHAT T COPTYBaHHS TaHUX
y DataFrame 3a nmomomororo merony sort values(). Lle mo3Bossie copryBaTu JaHi 3a 3HAYEHHSIMH
0JHOTO 200 JIEKITBKOX CTOBIIIIB, HAIal0YM THYYKI MOKIIMBOCTI JJIsl aHAI3y JaHUX.

e Copmyeanns 3 epaxyeanHam nokanizayii. BpaxyBaHHs 0COOIMBOCTEH MOBH Ta JIOKaJIi3alii
MOKe OyTH BaXKJIUBUM IIPH COPTYBAaHHI PAIKOBHUX JAaHUX. BUKOPUCTAHHS CIEIIAIBHOTO CIOBHUKA
JUIS BU3HAYEHHS MOPSAKY CHUMBOJIB y andasiTi J03BOJISIE TOYHO COPTYBATU PSAJIKH, BPAXOBYIOUU
0COOJIMBOCTI MOBH, SIK Y BHITAJKY 3 YKPAaiHCHKOI KUPUIHIIEIO.

Y 1upoMy po3Aisli MU JIETalbHO 3YNMHUHUMOCS Ha peami3amii TpbOX KIIOYOBHX alTOPUTMIB
copryBaHHs 3a gonomororo Cython: copryBanHs Oynbp0aIIKko0, BCTAaBKaMH Ta IBUIKE COPTYBAHHS
(QuickSort). Mu BuOpanu 1i aaropuTMu uepe3 iX pPI3HOMAHITHICTh 3aCTOCYBaHb Ta pIBHIB
CKJIaTHOCTI, 10 J03BOJISIE JOCTIANTH €(EKTHBHICT COPTYBAHHS BiJl MPOCTUX A0 OIIBII CKIATHUX
CTPYKTyp naHux. KoxkeH 3 HUX MMOKa3zye yHIKaJIbHI XapaKTEPUCTUKU MPU PoOOTi 3 HAbopamMu JaHUX
pi3HOrO pO3Mipy Ta THIYy, HAJal04d IIHHE PO3YMIHHS TOTrO, SIK ONTHMI3allii Ha piBHI MOBHU
MporpaMyBaHHSI MOXYTh BILUTMBATH Ha 3arajibHy MPOAYKTHBHICTH OOPOOKH TaHUX.

CopryBanns Oyns0amkoro (bubble sort) — 1€ MPOCTHIA ANTOPUTM COPTYBaHHS, KU MPAITIOE
[UIIXOM MHOTOKPAaTHOTO MPOXOJDKEHHsSI Yepe3 CIHCOK, MOPIBHIOIOYH KOXKHY Mapy CYCLAHIX
€JIEMEHTIB Ta OOMIHIOIOYHM IX MICISIMH, SKIIO BOHH B HENpaBWILHOMY THOpsIKy. IIporec
MTOBTOPIOETHCS JI0 TUX Iip, TOKK HE Oy/Ie MPOiiIeHO BECh CIHCOK 0e3 KOHOr0 0OOMiHY, IO € 3HAKOM
TOTO, 1110 CIIMCOK BiAcOpTOBaHO. Lle oauH 3 HaIPOCTIMINX AITOPUTMIB COPTYBAHHS JJI PO3YMIHHS
Ta komyBaHHs. CopTyBaHHS OyJibOamiko He € Hale()EKTHUBHIMIMM aJITOPUTMOM I BEIMKUX
CIMCKIB yepe3 Horo KBaJpaTHUHy CKJIaHICTh B TIpIIOMY Ta cepeHboMy BHunajakax (O(n2), ne n —
KUIBKICTh €JIEMEHTIB y CHUCKY). Tako 1ie CTabUIbHUN alropuT™M COPTYBAaHHS, TOMY IO BIH HE
3MIHIO€ TIOPSIJIOK OJHAKOBUX €JIEMEHTIB.

CoptyBaHHs BcTaBkamH (insertion sort) € IpOCTHM, ajie e(eKTUBHUM aJITOPUTMOM COPTYBaHHS,
SKUH Tpalroe HabaraTo Kpalle Ha HEBEIMKHX a00 YacTKOBO BiJCOPTOBAHMX CHHMCKaxX. AJITOPUTM
pO3/lJIs€ CHMCOK Ha BIJCOPTOBAaHY Ta HE BIJCOPTOBAHY YAaCTHHH, 1 MOCTYHNOBO BOYJIOBY€ KOXEH
€JIEMEHT 3 He B1JICOPTOBAHOI YACTUHU B MPABUJIbHY MO3MLIIIO Y BIICOPTOBaHIH.

QuickSort € onHUM 3 HAWIIBUAIINX 3arajIbHUX aJITOPUTMIB COPTYBaHHS JUIsl BETUKUX HAOOPIB
JaHUX. AJTOPUTM BUKOPHUCTOBYE CTPATETIIO 'PO3UISH Ta BOJIOAapIOi', 0O0Mparouu OJJUH €JIEMEHT SIK
omnopHui (pivot) 1 pO3AUISIOUN CIUCOK Ha JBl YACTMHH: €JIEMEHTH MEHIII 32 OMOPHUM 1 €JIEMEHTH
O1b11i 32 onopHuil. L{ei mporec peKypcHBHO 3aCTOCOBYETHCS /10 KOXKHOI YACTHHH.

Bupimenss npo6iemu sokanizamii. OnuH 3 MiIX0AIB 10 BUPIIICHHS IpoOieMu JToKami3arii
MIpU COPTYBaHHI PSAAKIB, IO MICTATH CUMBOJHU HE 3 0a30BOTO JIATUHCHKOTO andaBiTy, MOJIATacE B
BUKOPHUCTAHHI CIOBHUKA JJIsi BU3HAUECHHS MOPAAKY JiTep y crneuudiunomy andasiti. Lleir meton
JI03BOJISIE BU3HAYMTH TOYHHUM TMOPSJIOK COPTYBaHHA JUISI CHMBOJIIB, IO BHUXOATH 32 pPaMKU
crannaptHoro ASCII Habopy, 3a0e3neuyroun NpaBUIbHE BHOPSAIKYBAaHHS PAJKIB BIAMOBIIHO /10
MPaBUJI KOHKPETHOT MOBH 200 JIOKaTi.

Crnouatky peanizoByeThcs cioBHUK(dictionary), 3 iHA€KCaMH y poJTi KJlko4a Ta JIITeEpaMu y pouti
3HAYEHb.

ALPHABET_DICTIONARY = {
char: index for index, char in
enumerate("Aab6BBI T PaEe€eXx33UMIiI iMNKkNAMMHHOOMNPPCcTTYyOdXxUuYyllullubbnAas")

}

Kox ¢yHkmii sorter, sika BAKOPUCTOBYE 1€ METOA:
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def sorter(compare_str: str) -> int:
return [ALPHABET_DICTIONARY.get(char, ord(char)) for char in compare_str]

I Tenep BUKOPUCTOBYIOUH CTaHIAPTHUN METOJ U COpTyBaHHs y Python, Mu Mo>kemo Bkazatu
key, mamatoun crneuiaigbHy (DyHKIIIO KIItOYa, JUIs HAJAIITYBaHHS MOPAAKY cOpTyBaHHsS. Hipkue
HaBEJICHO TaKUil MPUKIa;

actual word_list = sorted(
[llll, llill’ Ilill
key=sorter

)

, "iHTepHauioHanbHuin", "MixHapogHui", "eBreHin", "enusaseTta", "abpukoc"],

AHaii3 npoayKTUBHOCTI aITOPUTMIB COpTyBaHHS. J{JIsi IOPIBHSAHHS MPOIYKTUBHOCTI Pi3HUX
QIITOPUTMIB COPTYBAHHSI BUKOPUCTOBYETHCSI METOJIMKA BUMIPIOBAHHS 4acy, sika motpedye dikcarrii
gacy Tepel IOYaTKOM COPTYBaHHS Ta TICIS WOTO 3aBEepHICHHS. Pi3HUI MK IUMH JBOMa
MOKa3HUKAMH BKa3y€e Ha TPUBAIICTh BUKOHAHHS aJITOPUTMY. BUKOPUCTOBYIOUH Pi3HI 00CATH JaHUX,
MO’KHA BU3HAYHTH, SIK MACIITA0Y€ETHCS Yac BUKOHAHHS B 3JICXKHOCTI Bl po3Mipy HaOopy ganux. s
Bi3yamizauii pe3yibTaTiB MOXKHA CTBOPUTH Ipadiku, SKi MOKAa3yHTh YaCc BHUKOHAHHS KOXXHOTO
QIITOPUTMY COPTYBaHHS B 3QJIEKHOCTI BiJI po3Mmipy Habopy nanux. Lle m03Boiise Bi3yalbHO OLIHUTH
MPOAYKTUBHICTh QITOPUTMIB Ta IXHIO MOBEAIHKY NHpuU 3MiHI 00cariB nanux. Ha ckpiHmori,
MIPEJICTAaBICHOMY B JOCIIXKEHH1, MU 6a4UMO, SIK Pi3HI aJITOPUTMHU COPTYBaHHS MacIITa0yIOThCS IIPH
30inpImeHH] po3MipiB gaHux. Ha mpencraBienomy rpadiky Ha pucyHKy 1 BimoOpakeHa aAuHamika
Yyacy COPTYBAHHS B 3aJICXKHOCTI BiJl pO3MIpY JaHHX JJISl PI3HUX aJTOPUTMIB COPTYBaHHS.

JWnHaMika yacy copTyBaHHS B 3aJIeXKHOCTI Bif po3Mipy AaHWX

E
10 sort_python

sort_numpy
sort_pandas
bubble_cython_sort

insertion_cython_sort
quick_cython_sort

102 4

teeted

101 4

100 4

101 4

Yac copTyBaHHA, cek

10-2 4

103 4

1074 5

T
103 104 10°
Po3Mip oaHux

Pucynox 1 — Jlunamixa uacy copmysanms 6 3anedcHocmi 8i0 po3mipy OaHux
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Bunno, mo cmaunoapmmue copmyeanns 6 Python (‘sort python'), sike onTuMi3oBaHE s
3araJbHUX BUMAJIKIB, Ma€ JiHIHHO-Torapu(MidHy CKIATHICTH 1 MOKa3y€e HAMKPAIIl pe3yIbTaTH.

Copmyeanns ¢ NumPy (‘sort numpy') ta Pandas (‘sort pandas’) TakoXX MarwTh CXOXKY
MIPOYKTUBHICTD, IO MOSCHIOETHCS BUKOPUCTAHHSIM BHCOKOONTHUMIi30BaHUX 0i0mioTex C/C++ mifn
KaroTOM LIMX MaKEeTiB.

Anroputrmu COpPTYBaHHSI, peaiti3oBaHi Ha Cython (‘bubble_cython_sort’,
‘insertion_cython sort’ i "quick cython sort’), AeMOHCTPYIOTH pPi3HY POTYKTUBHICTb.

Copmyeannsn oynvoawxoro na Cython ("bubble cython_sort’) € HaiiMeHI epeKTUBHUM yepe3
CBOIO KBaJpaTUYHY CKJIQJHICTh 1 PEKOMEHAYETHCS 10 BAKOPUCTAHHS TUIBKH HAa HEBEITMKUX Habopax
naHuX ab0 KOJIM JaHl MakKe BiACOPTOBaHI.

Copmyeannsn ecmasekamu Ha Cython (‘insertion cython sort’) mokasye Kparmry
MPOAYKTUBHICTh Ha HEBEIMKHX 00cArax JaHMX a00 KOJM JlaHi 4acTKOBO BiJICOPTOBaHI, aje Horo
e(eKTUBHICTD Pi3KO Majaae 31 301IbIICHHAM PO3MIpPY JTaHUX.

QuickSort na Cython ("quick cython sort") moka3ye mysxe 100py MpOTyKTUBHICTh Ha BETUKUX
Habopax JaHuX, Maro4u cepenHio ckianHicte O(n log n). Llei anroput™ BapTO pO3MIISHYTH Ui
OUThII CKJIAJHUX BWIIAAKIB COPTYBaHHSA, JI¢ HEOOXiHO ONTHUMAalbHE CHIBBIJHOMICHHS MIiX
HIBUKICTIO T4 BAKOPUCTAHHIM MaM'sITi, 0COOJIMBO KOJI MPALIIOETE 3 BETUKOIO KIJTbKICTIO JaHUX.

BucHoBok. [IpoBeneHe mopiBHSIIBHE TOCIIHKSHHS aJITOPUTMIB COPTYBAHHSI ITiITBEPINIIO, 1110
e(eKTUBHICTb COPTYBaHHS 3HAYHO 3aJICXKHUTh BiJ 00CITy Ta XapakTepy AaHuX. J[is HeBEIMKHX Ta
JaCTKOBO BIJICOPTOBAHUX JIaTACETIB aJTOPUTMH COPTYBaHHS BCTABKAMHU BUSBISIOTHCS JOCTATHBHO
e(eKTUBHUMHU, 3aBISKA HH3BKIM CKJIQJHOCTI Ta BIIMIHHIA MPOAYKTUBHOCTI MpH OOMEXeHii
KibkocTi manux. [Ipote, sk mokasye MOCIiKeHHS, 13 30UIBIIEHHSIM 00CSTIB JaHUX TepeBary CIIij
BiJiJaBaTH OUIBII CKJIAIHUM alNropuTMam, TakuM sik QuickSort, mo, 6yayun ontumizoBasi B Cython,
3a0e3MeuyroTh 3HAYHE 3HWKCHHS Yacy BUKOHAHHS 3aBISKH BUIIIH ¢QEKTUBHOCTI HAa BEIMKHX
MacmTabax. AHali3 NPOAYKTMBHOCTI TaKOXX PO3KPUB BAaXJIMBICTh ajanTallii ajaropuTMIB Mix
crenuQiky MOB Ta JOKaJeH, 0 € KpUTUYHUM JJIs II100a1130BaHUX 3aCTOCYHKIB Ta cucteM. B ipomy
KOHTEKCTI BBEJCHHS CIEIialli30BAaHOTO CIOBHHKA [UIsl COPTYBAHHS PSAKIB CTalo KIOYOBOIO
ONTHUMI3AIEI0 JUIsl MIATPUMKH yKpaiHCbKoi MoOBH. BpaxoByrouum 11 ¢akropu, BHOIp aIropuTMy
COpPTYBaHHS TIOBHHEH BiIOyBaTHCS 3 OTJIAAy Ha KOHKPETHI MOTPeOU MPOEKTy, MPUPOIY AAHHUX Ta
BUMOTH JI0 MIBUIKO/II1, IO TI03BOJISE TOCSATTH ONTHUMAIBHOTO OajlaHCy MIXK IIBHJKICTIO OOPOOKH Ta
BUKOPHUCTAHHSM PECYPCIB.
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CHARACTERISTICS OF SORTING ALGORITHMS OPERATION IN PYTHON

Abstract. This article is dedicated to the analysis of various sorting algorithms using the Python programming
language and sorting algorithms in Cython. The study compares classic sorting methods, such as bubble sort, insertion
sort, and quicksort, with the aim of determining their effectiveness for large datasets. Special attention is given to
localization issues when sorting strings in non-English languages, particularly, the application of a specialized dictionary
for the correct processing of the Ukrainian alphabet. Techniques for measuring performance and visualizing results in
the form of graphs are presented, allowing a deeper assessment of the scaling of each algorithm depending on the dataset
size.
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3IJIAJIXKYBAHHS HEITOBHUX PAJIIB JAHUX CTAHIIHN EKOJIOI'TYHOT'O
MOHITOPHUHI'Y 3 BUKOPUCTAHHAM ITPOI'HO3HUX MO/JEJIEN

Anomauin. ¥ cmammi posensioacmocsi npooiema HenosHUX psidié OAHUX NPU AHANI3] OAHUX CMAHYILU eKOJL02IYHO20
MOHIMOpUH2Y, it 6NAUE HA OOCMOBIPHICMb OMPUMAHUX PE3YAbIMAMIE Ma NPOSHOCMUYHY NPUOAMHICIb 8XIOHUX OAHUX, a
MaKodic Memoou 321a04CY8aAHHS. OAHUX, WO O003B0AAI0Mb MIHIMIZY8AMU HE2ATMUBHULL 6NIUE NPONYCKI6 OaHUX.
Biocymuicme 0anux 6 psioi mooice npossisimucy Ha npakmuyi sk XuOHI HYb08I 3HAUEHHSl, IKi MOJICYMb NPU3800UmMu 00
Cymmesux 8i0XUneHsb, a MAKOIC K IOCYMHI OAHL, W0 6 OESIKUX GUNAOKAX NPUXOEYIOMb MEHOCHYIT 3MIHU OUHAMIKU PSIOY.
Tpu yvomy, anarimux moossce He 3HAMU NPO NPUCYMHICMb NYCMUX AO0 HYIbOBUX 3HAUEHD, W0, 8 pe3YIbmani, Npu3800umbs
00 XUOHUX BUCHOBKIE abo npocHo3ie. Memoou 321a0%Cy8aHHs 34 OONOMO2OK NPOCHOI KOB3HOI cepedHboi ma
eKcmpanonayii 003804:A10Mb NIOBUWUMU AKICMb 8XIOHUX OAHUX, MA, AK pe3yabmam, niOSUWUMU RPOSHOCMUYHY AKICMb
OMPUMAHUX NPOSHO3HUX MoOenell. Bukopucmanna 1okanoHux npoeHo3ie 0is 3an08HEHH NPONYWEHUX 3HAYEeHb 00360I5€
ompumamu HAuOibul MOYHI pe3yIbmamu 3aMiCme GIOCYMHIX OAHUX, I, AK pe3yivmam, RIOSUWUMU HPOSHOCIMUYHY
AKICMb  pO3pOONI0BAHUX NPOSHO3HUX MoOeneli. Tounicmv pe3yrbmamis OmpuMAanux 3amicms GiOCYMHIX OAHUX
nepegipaemubCs po3PAXYHKOM OCHOSHUX CIMAMUCMUYHUX NOKASHUKIE PA0Y 3 NYCMUMU 3HAYEHHAMU MA NOBHO20 DAOY.
Pospaxynox napamempie mooeneii npoeno3yeants 015 3aN08HEHHs NYCIMUX IHMep8aie Moce 30iUCHIOBAMUCL HA OCHOBI
nonepeownix oanux abo menoenyii 6cvbozco pady. Ompumani 8 O0AHOMY OOCHIONHCEHHI DPe3yTbImamu MoXiCymv Oymu
BUKOPUCIAHT VY NOOATLULOMY OISl 3AN0BHEHHS HENOGHUX Ps0i6 NPU AHANI3I OAHUX CIMAHYIL eKON02IYH020 MOHIMOPUH2Y
abo inwux padie OaHUX, o BUKOPUCMOBYIOMbCA OJI NPOSHO3YE8AHHA AOO0 AHANIMUYHUX PO3PAXYHKIE.

Knrwuosi cnosa: exonoziunmuii MOHImopuwne, psAo OAHux, OUHAMIKA pAOY OAHUX, NPONYCKU OAHUX, NPOSHO3,
NPO2HO3HI MOOeli.

Beryn. YV mporeci aHamizy €KOJOTIYHOTO CTaHy HUISXOM OTPUMAaHHS JaHWX Bif CTaHIIN
MOHITOPUHTY HAJIHHICTh OTPUMAHHUX PE3YJIbTATIiB HANpPSMYy 3aJ€KUTh Bl TOUHOCTI MOYATKOBHX
JaHUX, SKi OTpUMaHi BiJ JaTyukiB Ta 30epexkeHi y cxoBuine aanux[8]. [Ipu mpomy, B cydyacHUX
yMOBaxX MOX€ BHHUKATH IMpoOjemMa HEpIBHOMIPHMX IHTEpBANIB JOCHIIKEHHS abo BIJCYTHOCTI
YaCTHUHH CIIOCTEPEKEHb, 110 MOKe OyTH MOB’s13aHO 3 HEraTUBHUM BIUIMBOM HAaCTYNMHHX (pakTopiB[6]:

- BIICYTHICTb €JIEKTPOTIOCTaYaHHSs Y €KOJIOTIYHIN CTaHIIIT;

- BIZICYTHICTb 3B 513Ky 3 €KOJIOT1YHOIO CTAHIII€l0 Yepe3 MpoOIeMu 31 3B’ A3KOM;

- HEKOpeKTHa po0oTa amapaTHOro a0 TPOrpaMHOrO 3a0e3MEeUeHHs] MICHs BIIKIIOYCHb
eJIeKTPOEHEePTii];

- 1HII (GakTopu, L0 CIPUYMHAIOTH 3001 y poboTi ekosoriyHoi cranuii (DDOS-ataku,
npobiemMHu y rpoBaiiiepa Ta iH..);

- HIecTIpSIMOBaHe MPUXOBYBaHHS a00 3HUIICHHS JaHUX TPETIMU 0COOaMH.

B pesynbTari, micyMKOBi JaHi 3a JOCHTH TPHUBaJi MEpioJud MOXYTh OyTH BIACYTHI, 5K
MOoKa3aHo Ha puc. 1. Psan maHnx mokasHWKa SKOCTI MOBITPS, MpeacTaBieHuid Ha Puc. 1, y mepion 3
12.00 10.01.2023 mo 12.00 12.01.2023 € nenoBHuM. 3 6.00 1o 12.00 11.01.2023 nani BigcyTHi. B
TaKuX yMOBaxX OTPUMaHHS JOCTOBIPHHUX Ta TOBHUX PSIIB JaHUX BiJ CTaHIl E€KOJOTIYHOTO
MOHITOPUHTY YCKJIaIHIOEThCA. [Ipu 1IbOMy, HEMOKIIMBO 3a3JaJIETiIb CIIPOTHO3YBATH MEPiOH, KON
OTpUMaHi JaHi OyayTh HEIOBHUMH a00 HE KOPEKTHUMU. T0OOTO, Ni3HATHUCS PO Te, 1110 OTPUMAaHI1 J1aHi

No. 1 (2024) Information Technologies in Economics and Environmental Sciences 21



https://orcid.org/0000-0003-1010-6100
mailto:o.gustera@nubip.edu.ua
https://orcid.org/0009-0008-4817-3951
mailto:d.nikolaenko@nubip.edu.ua

Hustera O., Nikolaienko D.

HE MOXYTh OYTH BUKOPHUCTaH1 Uil OTPUMAaHHS JOCTOBIPHHX pe3yJbTaTiB aHai3y, SK MPaBHIIO,
MO>KHa JIMIIE y MpoIieci aHam3y|[8].

75

50

18 BT 6 12 18 w 6 12

[epion, t (inTepBan 1 roguHa)

[HIEKC SIKOCTI TIOBITPS

Pucynox 1 — Inoekc sikocmi nogimps [18]

AHaJii3 ocTaHHIX J0c/igxennb i myOaikaniii. Ha choronHinmHiil 1eHb MUTAHHS €KOJIOTTYHOTO
MOHITOPUHTY SIK HEOOXIJHOI CKJIaJ0BOI YacTUHU Ta iH(QOpMaIiiHOi 0a3u g 3axXUCTy
HaBKOJIMIIHBOT'O CEPEJOBUIIA € 0COOIMBO aKTyalbHUM, Ta BUCBIUYETbCS B OaraTbox 3apyOKHUX Ta
BITYM3HSHUX JDKepenax [3,12,14,19].

B yMoBax mocTiiiHO 3pocTarouoi KUTBKOCTI CTaHIIM €KOJOTIYHOTO0 MOHITOPHHIY Ta 1HIIHUX
MPUCTPOIB, IO TO3BOJSIOTH OTPUMYBATH JaHI IPO OKpPeMi MOKAa3HUKU CTaHy HaBKOJIHMIIHHOTO
Cepe/loBUILA 3POCTA€ AKTYaJIbHICTh IMpoOJeMHu 30epiraHHsd, OOpoOKM Ta aHaji3y HaKOMUYEHOI
iH(popMaii 1 ii moganbinoro Bukopucranus [4,7,11].

Cepen cyyacHMX BITUM3HSHUX pOOIT y Tajy3l €KOJOTIYHOI'O MOHITOPUHTY CIIiJ] B1I3HAUUTH
PO3poOKy iHpOpMaIliitHO-aHAITUYHOI CUCTEMH OI[IHIOBAHHS CTaHy aTMoc(epHoro nositps [1,2].

CydacHi METOIU IHTENEKTyaJbHOIO aHalli3y J03BOJISIIOTH JOCUTh €()EKTHMBHO BHPIIIYBaTH
3ajadi iHTeprpeTalii HeoOpoOJIeHUX JaHUX 32 YMOBH iX TOUHOCTI Ta MocTOBipHOCTI [4,5]. Takum
YMHOM, TEPIIOYEpProBe MHTAHHS, SKOMY CJiJ MPUIUIATH JOCTaTHBO yBAard TPHU EKOJOTIYHOMY
MOHITOPUHTY — caM€ OTPUMaHHS JOCTOBIPHMX Ta TOYHUX BXIJHHUX JaHUX, SKI MOXYTb OyTH
CIIOTBOPEHI uepe3 psifi 00’ EKTUBHUX UM CYO’ €KTUBHUX YMHHUKIB.

MeTo10 10CTiIZKEHHS € 3aCTOCYBaHHS METOJIIB 3IVIQJKyBaHHS JJIsl 3allOBHEHHSI HEMOBHUX
pAAIB MpU aHaji3l JaHMX CTaHLIA EKOJIOTIYHOTO MOHITOPHHIY a0o0 IHIIMX pSAIIB JAaHUX, IO
BUKOPHUCTOBYIOTHCS JUIS HPOTHO3YBAaHHS a00 aHAIITUYHUX PO3PaXyHKIB.

Marepiaau i metoau gocaipkenHs. Ha npaktuii HaliGuIbI HEraTUBHUN BIJTMB HEMOBHUX
PSA/IIB JaHUX TPOSIBISETHCS Y BUKOPUCTAHHI HEJOCTOBIPHUX JaHMX Ul aHali3y 0e3 yCBITOMJICHHS
iX MpUIATHOCTI JO aHami3y, M0 MOXE MPHU3BOAUTH 10 OUIBII HETaTUBHMX HAcHiaKiB. ToOTo,
aHATITHKH a00 0co0a 1110 MpuitMae pillieHHs OTPUMY€E F'OTOB1 PE3yJIbTATH Ta HE YCB1IOMITIOE, 1110 BOHU
moOy10BaH1 Ha YaCTKOBO XuOHUX ganux[10].

HeoOxigHiCTh 3aII0BHEHHS NPOITYCKIiB y P/l JaHUX MiTBEPPKYEThCS THM, 1110 1HTEpBaiu 0e3
3HaYeHb MOXYTb OyTH CHOPUMHATI SK HYJIbOBI 3HaYEHHs, a00 * He OyJyTh BpaxOBaHIi y 3arajbHii
TEHJCHII psaay. B geskux Bumagkax BiIPI3HUTH peaibHI HYJIbOBI 3HAYEHHS BiJl MPOMYIIEHUX
CTIOCTEPEKEHb TOCUTH CKIIAJHO. Tak, HapHUKIa], TeMIepaTypa MoBITPS MOXe MpUAMaTH HYJIHOBE
3HA4YeHH, sIKe MOXKe OyTH MeperuTyTaHe 3 MyCTUM 3HAYSHHSM.

BimHOBNIEHHS TIPOITYCKIB y YaCOBHX PsIaX MOXE BUPINIYBATHUCHh 3a JOITOMOTOI0 HACTYITHHX
rpyn METOIB:

- TPOCTI CTAaTUCTUYHI METOAM (EKCTPAIOJIAIisl, KOB3HA CEPEIHS),
- iTepaTUBHE NMPOTHO3yBaHHA,
- KOMOIHOBaHI CXE€MH MTPOTHO3YBaHHSI.
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[TepeBaroro MpocTUX CTATUCTHYHUX METOJIB IX MPOCTOTA B peaiizallii, o 0coOIUBO 3pydIHO
MIPU aBTOMATU30BaHii 00poOITl BXigHUX nanux[12].

PesyabTraTé gociaii:keHHsi Ta ix oOroBopeHHsi. Jlyiis Toro mo0 OuTbIn JeTadbHO
MpOaHaIi3yBaTH MOXJIMBI HACI1IKM BUKOPUCTAHHS HEMOBHUX a00 HEKOPEKTHUX Ps/IiB 1aHuX 0e3 ix
00poOku abo amanTamii po3riasHEMO HAaCTyHMHMU mpukiaz (puc. 2). BukopuctoByemMo onuH i TOH
camuil pan naHux nokasHuka PM1 — npiGHoaucnepcHi YacTKH y MOBITP1, AlaMeTPOM MeHIe 1 MKM
(MIKpOHY) y TPbOX MOXJIMBUX BapiaHTaX CIIOCTEPEXKEHHS — 0€3 MPOMYCKiB, 3 MPOIyCKaMH, Ta 3
XUOHMMHU 3HAQYEHHSAMHU 3aMICTh MpPOIYyCKiB. XHOHI 3HAUYEHHA B JAHOMY MPHUKJIaAl 1€ HYJIbOBI
3HAYCHHS.

12

PM1, mkr/m3
(o)}

M Seriesl
4 - Series

M Series2
2 W Series3
O -

Series1{11|11|10(11|11|11|11|11|11|10|11|11|11|211|/11|10|11 |10 11|11
Series2| 11 | 11 11|11 11|11 10{11|11 11|11 10{11|10|11 |11
Series3{11|11| 0 (11|11| 0 |11|11| 0 |10|11|11 11|11 0 |10|11 |10 11|11

MNepiopg, t

Pucynox 2 — Ilouamrosuii psio danux nokaznuxa PM1 (Opionooucnepcui uacmku y nogimpi,
Odiamempom menute 1 mixpony): Pao 1 — 6e3 nponyckis, Psao 2 — 3 nponyckamu, Pao 3 — 3 xubnumu
3HAYeHHAMU 3amicmb nponyckie (16)

VY nepmoMy Bunaaky (psa 1) Mu OTpUMy€eMO TTOBHUH psiJl TaHUX, 1 HA HOTO OCHOBI MOYKEMO
noOyTyBaTu MIPOrHO3 Ha MaifOyTHIN Mepioj, BU3HAYMTH OCHOBHI CTATUCTHYHI XapaKTEPUCTUKH PALIY.
B npyromy Bumnanky (psa 2) mpoaHalli3yeMO aHAJOTIUHUH psf, y sSskoMy OyIyTh BiJIICYTHI JaHi 3a
NEeBHI Mepioau, TOOTO 3IMITYEMO HEMOBHUM psAJ AaHUX. Y TpeTboMy BUINAAKY (psx 3) 3amicTh
BIJICYTHIX JaHUX OyJeMO BHKOPHCTOBYBAaTH HEKOPEKTHI AaHi — Hym. Jljig Toro mo® BU3HAYHUTH,
HACKUIbKH CYTTE€BO MOBHOTA Psi/ly BIUIMBAE HAa OTPUMAHI pe3yjbTaTH, AHATOTTYHO IO TIOBHOTO PSIY
BH3HAYUMO HMOTO0 OCHOBHI CTAaTUCTHYHI XapaKTEPUCTUKU — CEpPEIHE 3HAYEHHS, AMCIEPCII0 Ta
CepeHbOKBAAPATUYHE BiIXMIeHHS (Ta0m. 1).

Tabnruya 1 — OchosHi cmamucmuyHi Xapakmepucmuku 00C1i0XHCY8AHO20 YACOB020 PAOY

XapakrepucTuka Pan 1 Psan 2 Psan 3
Cepenne 10,59493 | 10,59324 | 8,474591
Tlucniepcist 0,048268 | 0,043738 | 17,98966
CrannaprHe 0219701 | 0209135 | 4,241422
BIAXUJICHHSA
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SIk BUAHO 3 pe3ynbTaTiB, NPEACTABICHUX y Tabn. 1, HaWOUIBII CyTTEBO Ha OTpUMaHi
pe3yNbTaTu BIUIMBAE€ BUKOPHUCTAHHS AJISl MOJAIBIIOTO aHANi3y Y MPOTHO3YBAHHS BUKOPHUCTAHHS
HEKOPEKTHUX JaHWX. BpaxyBaHHS HYJbOBUX 3HAY€Hb NPU3BOIUTH A0 30UIBIICHHS aUcTepcii Ta
CTaHJAPTHOTO BIIXWJICHHS Yy JACKIJIbKa pa3iB, 10, B PE3yIbTaTi, pOOUTh MO0y yBaHHS MPOTHO3HHUX
MoJIesiell HepalliOHaTbHUM Yepe3 BEeNHKI JOBipyi iHTepBaiv a00 HU3BKY TOYHICTH IporHosy. [lpu
bOMY, BpaxyBaHHS HYJIbOBHX 3HaYCHb 3AJIEKUTH Bl aOCOTIOTHUX XapaKTEPUCTHUK PSIy TaHUX.

BincyTHICTh aHUX 3a MEBHI MEPiOJM TAaKOX HETATHBHO BIUIMBAE HA TOYHICTh OTPUMAHUX
pe3yabTaTiB. Y BUIAIKAX, KOJH y MPONYIICHUX 1HTEPBAIAX BiIOYBAIMCH CYTTEBI 3MIHU TCHJICHIIIT
psay AaHuX, e He OyJe MOMIYeHO Ta BPaxOBAaHO NpH MOOYAyBaHHI MPOTHO3HUX MOAeed abo
pPO3paxyHKy aHaJIITHYHUX MOKa3HUKIB[13].

JlJis OLIHKYM BIUTMBY BpaxyBaHHS HYJBOBHUX Ta MPOIMYIICHUX IHTEPBAIIB Ha Pe3yJIbTaTH
MIPOTHO3Y BUKOPHUCTAEMO JIIHINHY Ta MOJIIHOMIaNIbHY MOoiesb. /{7151 o0y myBaHHs TPOTHO3Y Ha OCHOBI
oOpanux mojenei Bukopucraemo MS Excel (puc. 3).

y =-0.0102x + 10.702

11
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Pucynox 3 — Ilpoenosysanus Ha 0CHO8I NONTHOMIALHOI Ma NIHIUHOT MOOei OJist NOBHO20 POy
0aHux, psioy 3 NOPOIACHIMU 3HAYEHHAMU, MA PAOY 3 HYIbOBUMU 3HAUEHHAMU

Sx BumHO 3 pucC. 3, BHKOPUCTaHHS HEOOPOOJNEHUX BXITHUX MaHUX JUIS aHATI3y YU

MMPOTHO3YBAaHHS MOJK€ TPHU3BOJIUTH JO OTPUMAHHS PE3YyJbTaTiB 3 HHU3BKOKO JIOCTOBIPHICTIO a0o0
MPOTHOCTUYHOIO MPUIATHICTIO.
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Jlyis Toro mio0 3amOBHUTH JIaHi 3a TEBHI MEPIOU CIIOYaTKy BUKOPHCTAEMO METO][ KOB3HOT
CepelHboi, TOOTO BHKOPHUCTAEMO CEpEIHE 3HAYCHHS 3a HAWOMMK4Yl Tepioaud Uil Tepioay
3rJIaJKYBaHHS m:

== (1)

Takosx BiJICYTHI JaHI MOXHA 3aMIHUTH METOJIOM SKCTPAIOJISIII] ICHYIOUNX:

= )

. | %, aKkwo x =0,
x,, akuo x> 0.

Po3srisiHeMO BHUKOPUCTaHHS METOIy MPOCTOi KOB3HOI CepeaHBOI /I 3alIOBHCHHS BIJCYTHIX
€JIEMEHTIB Psiy AaHuX (puc. 4).
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Pucynox 4 — Bukopucmanns npocmoi Kk083Hoi cepeonboi 0151 3an08HeHHs 8I0CYMHIX OAHUX
4aco6020 psaody (nepiod 32na0dxicysanHs m=3, m=>5) ma ekcmpanonayii

Sk  BUAHO 3 pE3yNbTaTiB pPO3pPaxXyHKy OCHOBHHUX CTATUCTHYHHUX  XapaKTEPUCTHK
JOCITIJPKYBAHOTO 4acoBOTO psny (X), psly OTPUMAHOTO METOJOM 3TJauKyBaHHS (m=3, m=5) Ta
metosioM ekctpanoisamii (EXTR), naBenenux y Tab:. 2, HaBiTh MPOCTI METOIU 3TIIAIKyBaHHS 1al0Th
OUTHIII JOCTOBIPHI PE3yJbTaTH Yy TOPIBHSAHHI 3 EKCTPAmoJslicl0. TUM HE MEHII, METOIH
3rIaKYBaHHS XO04a W MOXYTh OyTH JOCTaTHbO €()EeKTUBHO BHUKOPHUCTAaHI 3 METOI YCYHEHHS
MPOITYCKIiB 200 HEKOPEKTHWX HYJIHOBUX 3HAYCHb, OJHAK HE JIO3BOJISIOTH BPAaxXyBaTH HAsSBHICTH
TEH/ICHIIT Y 4acOBOMY PsiJii 1 MOXKIIUBICTB 11 IPOSIBY came y MPOITyIIEHOMY 1HTEpBai.

Tabauys 2. — Ocho6Hi cmamucmudti Xapakmepucmuky 00Ci0HCYBAHO20 YAC08020 psady (X) ma
PAOY OMPUMAHO20 MEMOOOM 321a0xCy8anHs (m=3, m=>5) ma memooom excmpanonsayii (EXTR)

XapakTepucTuka X m=3 m=5 EXTR
CepesHe 10,59493 | 10,60622 | 10,60185 | 10,63172
JTlucrepeis 0,048268 | 0,036987 | 0,038935 | 0,042445
Sf;;f;f;:j 0,219701 | 0,19232 | 0,197319 | 0,206021
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3 MeTol BpaxyBaHHS TEHJEHLII 4YacoBOIO psAAy MpPU 3alOBHEHHI PSAY BHKOPUCTAEMO
MPOrHO3YyBaHHS (3), peBepCUBHE MPOTHO3YBaHHS (4) IUIs JIOKaJTbHUX IHTEPBAIIB HA OCHOBI JIIHIHHOT
Ta HOJIHOMIAIBHOI MOJIEN:

2 —
5 )% +ax,_, va,+ax,_ +ax, ", akwo x =0, 3)
X, akwo x> 0.

2 —
a,+ax,,va,+tax, +ax,, , axuyo x =0,

4

<>
Il

X, akwo x> 0.

Jiis miHifHOT MOIeTTi, BAKOPUCTAEMO HACTYITHI TapaMeTpu (puc. 5):

a, =10,702
a,=-0,0102

Jist mosiiHOMIaIbHOT MOJIEIT, BiJIIOBITHO:

a, =10,625
a,=0,0107 .
a, =—0,001
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Pucynox 5 — Bukopucmanisi 10KaibHO20 NPOSHO3YEAHHS OJisl 3aN06HEHHS. 8I0CYMHIX OAHUX
4aco6020 pAdy (MHIIHA Ma NONTHOMIATbHA MOOEb)

CepenHe, mucrnepcis Ta CTaHAAPTHE BIAXWICHHS YacOBOTO W 1HTEPIIOJILOBAHOTO METOJIOM
JIOKaJILHOTO IPOTHO3YBaHHS PSIiB HaBeIeHI B Ta0. 3.
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Tabnuys 3 — OcHo6HI cmamucmudti Xapakxmepucmuku 00CIi0AHCYBAHO20 YAC08020 psdy (X) ma
PAOY OMPUMAHO20 WLTAXOM 3ANOSHEHHSL NOPONICHIX 3HAUEHb MEMOOOM JIOKAIbHO20 NPOSHO3YEAHHSI
07151 3aN0BHEHHS BIOCYMHIX OAHUX YACOB020 PAOY (MIHIIHA MA NONTHOMIAILHA MOOEb)

JliHiiina THoainomiaabHa
XapaKTepuCTHKHU X
MOIeJIb MOIeJIb
Cepexte 10,59298848 | 10,59940492 | 10,59298848
Tlucniepcist 0,034990411 | 0,035142256 | 0,034990411
Cranaprae 0,18705724 | 0,18746268 | 0,18705724
BIAXWJICHHA

Jli1 noOyayBaHHSL PEBEPCUBHOTO IIPOTHO3Y BUKOHAEMO TPAHCIIOHYBAHHS IIOYAaTKOBOTO PAIY
JAHUX Ta PO3pPaxyeMO MapaMeTpy MOJIEJe, 0 MPOLTIOCTPOBAHO HA PHC. 6.
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Pucynox 6 — Po3paxyHok napamempis HiHitiHOI ma noaAiHOMIanIbHOL MOOei 051 pe8epCusHo20
NPOCHO3Y8AHHS

Takum yuHOM, I THIKHOT MOJIEIT1, BUKOPHUCTAEMO HACTYITHI MMapaMeTpH:

a, =10,488
a,=0,0102

Jlnst momiHOMiaIbHOT MOJIEITI, BiITOBITHO:

a, =10,412
a,=0,031
a, =—0,001
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I'padiku gacoBoro psay i1 MPOrHO3HUX PSAIIB 3a JIHIHHOT Ta MOJIHOMIAJILHOIO MOJACIISAMH 3
BUKOPUCTAHHSIM JIOKAJTbHOTO PEBEPCHUBHOTO TPOTHO3YBAaHHS JUIsl 3allOBHEHHS BIJICYTHIX JaHUX
9YacoOBOT'0 Psly HABEICHO HA pUC. 7.
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Pucynox 7 — Buxopucmans 10KansHo20 peeepcusHo20 NPoSHO3Y8AHHS OISl 3AaN08HEHHS 8I0CYMHIX

O0anux 4acogo2o psody (NiHiuHa ma NONIHOMIANbHA MOOeNb)

B TaGun. 4 HaBeleH1 CTaTUCTUYHI XapaKTEPUCTUKH YaCOBHX Psi/IiB, B TOMY YHUCIIi, OTPUMAHUX 32
paxyHOK peai3alii JiHIiHOI Ta MOoJIIHOMIaIbHOI MOJIETEH.

Tabauys 4 — OcHosHi cmamucmu4ti XapakmepucmuKy 00Cai0HCYBAH020 4ac08020 psaody (X) ma
PAOY OMPUMAHO20 WLISXOM 3ANO0BHEHHSL NOPOICHIX 3HAUEHb MEMOOOM JTOKAILHO20 Pe8EPCUBHO0
NPOCHO3YBAHHS OJISl 3aNOBHEHHS BIOCYMHIX OAHUX 4aACO0B8020 PAJY (MIHIUHA MA NOAIHOMIAILHA

Mooenn)
Jliniiina IMouainomiannHa
XapaKTepuCTHKH X
MOIeJIb MOIeJIb
Cepenne 10,59493 10,5508 10,6
Jucniepcis 0,048268 0,042197 0,035174

Crannaprie 0,219701 0,205418 0,187548
BIAXWJICHHS

Jl1is mocniaKyBaHOTO MPUKIIAAY, 3T1IHO 3 pe3yabTaTaMu OTPUMaHUMU 3 TabmuIli 3 Ta Tabmuii
4, OuIpII TOYHI Pe3yJbTaTU MPHU 3aOBHEHHI MOPOXKHIX 3HAYEHb PSAY JO3BOJISIE OTPUMATH METO[
JIOKAJILHOTO TMPOTHO3YBaHHs. B TOH ke yac, B JEAKMX BUMAJKaX BUKOPUCTAHHS PEBEPCHUBHOIO
MIPOTHO3YBAHHS € €JIMHUM MOXKJIMBHM CITOCOOOM OTPHMAHHS BiJICYTHIX 3HaueHb. Hampukiaz, Ko
MOPOKHIMH € OJHI 3 MEPIIMX CIOCTEPEKEHb, BHUSBICHHS YITKOI TEHCHIII Ha OCHOBI JEKIITHKOX
MOTNIEPEIHIX CIOCTEPEKEHb a00 MpH iX MOBHIM BIACYTHOCTI HE Ja€ JOCTOBIPHHUX PE3yJIbTATIB. Y
TaKWX BHIIAJKaX, KOJM PEBEPCUBHE MPOTHO3YBAHHS Ja€ MEHII TOYHI Pe3yJbTaTd y MOPIBHSAHHI 13
MIPOTHO3YBAHHIM Ha OCHOBI MOTIEPEIHIX 3HAYEHB, 1 IPH I[bOMY BiJICYTHI TIOYATKOB1 3HAYEHHS Py,

I
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MOJKJIMBE BHUKOPHUCTaHHA KOMOiIHOBaHOro MeTomy. To0To, [uis YacTUHU TOPOXHIX 3HAYEHb
BUKOPHUCTOBYETHCSI IPOTHO3YBAHHS HA OCHOBI TIOTIEPE/IHIX 3HAYEHbB, a TaM JIe 1Ie € HEOOXITHUM — Ha
OCHOBI IOCIIAYIOYHMX 3HaUY€Hb, TOOTO PEBEPCUBHE MPOTHO3YBaHHS.

BucHoBku. Bukopucrani y IOCTI/DKEHHI METOAM 3IVIA/DKYBaHHS 3a JOMOMOTOKO IMPOCTOi
KOB3HOI CEepeHhOi Ta EKCTPAmoJAlii MTO3BOJSIFOTH MiJBUIIMTH SKICTh BXIIHUX JaHUX, Ta, SIK
pe3yabTar, MiIBUIIMTH MPOTHOCTUYHY SKICTh OTPHUMAaHUX MPOTHO3HUX Mojelneil. B Toii xe yac,
3aCTOCYBAaHHS JIOKAJIbHUX MPOTHO3IB JJISl 3alIOBHEHHS MPOITYIIEHUX 3HAYECHb JI03BOJISIE OTPHUMATH
HaWOLIBII TOYHI PE3yJIbTaTH 3aMICTh BIACYTHIX JaHHX, 1, IK PE3yJIbTAT, MIABUIIUTH MPOTHOCTUYHY
AKICTb PO3pPOOIIOBAHUX MPOTHO3HUX Moieel. TOUHICTh pe3yIbTaTiB OTPUMAaHUX 3aMiCTh BiJICYTHIX
JaHUX TIEPEBIPSETHCS PO3PAXYHKOM OCHOBHHX CTATUCTHYHUX TOKA3HHKIB PSALY 3 IyCTUMH
3HA4YCHHSMU Ta MOBHOTO psiny. Po3paxyHOK mapameTpiB MoJeeii MPOrHo3yBaHHS JJIsl 3alIOBHEHHS
MyCTUX 1HTEPBAJIIB MOXKE 3/IIMICHIOBATHCHh HA OCHOBI MOTIEPEIHIX JaHUX a00 TEHJICHIIIT BChOTO PSAY.

OTtpumani B JaHOMY JOCHIPKEHH] PE3yJIbTaTH MOXKYTh OYyTH BUKOPHCTaH! Y TOJABIIOMY IS
3al0BHEHHS HETIOBHUX PAIB MPHU aHaNi3l JJaHUX CTaHILIA €KOJOTIYHOTO0 MOHITOPUHTY a00 1HIIHMX
PSIB TaHUX, IO BUKOPUCTOBYIOTHCS ISl IPOTHO3YBAaHHS a00 aHANITUYHHMX PO3paxyHKiB. BuOip
MOJIeJIi MPOTHO3yBaHHS a00 AaHAJTITHYHOTO METOJY, 3a JOINOMOIOK SIKUX 3IIHCHIOETHCS
3TIIaJPKyBaHHS Ta 3alIOBHEHHS MOPOXKHIX 3HAYCHb JAHUX MOJKE 3aJIe)KaTH BiJ 3arajbHOi TEHCHII]
94acoBOT'O PAIY.
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SMOOTHING INCOMPLETE DATA SERIES OF ENVIRONMENTAL MONITORING
STATIONS USING PREDICTIVE MODELS

Abstract. The article examines the problem of incomplete data series in the analysis of data from environmental
monitoring stations, its impact on the reliability of the obtained results and the prognostic suitability of input data, as
well as data smoothing methods that allow minimizing the negative impact of data gaps. The absence of data in the series
can manifest itself in practice as false zero values that can lead to significant deviations, as well as missing data, which
in some cases hides trends in the dynamics of the series. At the same time, the analyst may not be aware of the presence
of empty or null values, which, as a result, leads to false conclusions or predictions. Smoothing methods using a simple
moving average and extrapolation allow to improve the quality of input data, and, as a result, to improve the predictive
quality of the obtained predictive models. Using local forecasts to fill in missing values allows you to get the most accurate
results instead of missing data and, as a result, improve the predictive quality of the developed forecast models. The
accuracy of the results obtained instead of missing data is checked by calculating the main statistical indicators of the
series with empty values and the complete series. Calculation of the parameters of forecasting models to fill the empty
intervals can be based on previous data or the trend of the entire series. The results obtained in this study can be used in
the future to fill incomplete series in the analysis of data from environmental monitoring stations or other series of data
used for forecasting or analytical calculations.

Keywords: environmental monitoring, data series, data series dynamics, data gaps, forecast, predictive models.
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CHUCTEMA PO3II3HABAHHS OBPA3IB HA BA31 HEUPOHHOI MEPEXKI 3
I'NIMBOKUM HABYAHHAM

Anomayia. Pospobrena cucmema po3nizHasanus 00'€kmis, AKA IPYHMYEMbCA HA HEUPOHHUX Mepedicax 3
enuboxum naguannuam. Taxa cucmema po3nisnaganusa oopasie 30amna 3a0e3nedumu moyHe ma weuoKe po3nisHasaHHs;
8I0OMUX [Tl ma OAUZLKUX 00 MAKUX 300padceHb y 8l0eokoHemHti, ompumanomy 3 IP-kamep 6i0eonaznsdy. 3anercro 6io
YM08 3tioMKU 8i0e0 ma Kyma 02140y IP-kamepu, areopumm pobomu 0anoi cucmemu 00ca2ae moYHOCMi po3nizHA8AHHS,
wo cknadae 96,38%. Taxuii idcomok posniznasanus 06pasié € npakmuuno cmanum eionocno 11 knacié 06’exmis
ioenmugpixayii ma posnisnaeanns. Taxi 8UCOKI pe3yrbmamu 00CA2AIOMbCS 3A80AKU BUKOPUCIIAHHIO HABYAIbHOL 0a3U
gioeooanux CamVid 6 skocmi Hasuanbnoi eubipku Helponnoi mepedxci. Taxa 6aza cgopmosana Ha ocHogi 421
Haguanvhozo ma 280 mecmogux sideo306padicenv. B moodeni cucmemu posnisnaeanms nepedbaueHi MONCIUBOCI
onmumizayii napamempie ynkyii naguanus ma i0enmughikayii, a maxoic IMiHU Memooy SUMIPHOBAHHI GI0CMAHI MidC
BEKMOPAMU O3HAK (MEMPUKU BUMIPIOBANHS 8I0CMAHI MOYOK).

Kniouogi cnoea: netiponna mepesica, enuboxe HaguaHHs Mepedici, Kiacupixamop 03Hax, ONOPHUU iHpHOpMayiuHUuLl
eexmop, epagpiunuii Qpetim, MauuHHUL 3ip.

MeTta nocaizKeHHs 10JIsArae B po3pooii e(heKTUBHOIO aJITOPUTMY PO3Mi3HABaHHS TpadiuHUX
00’€KTIB 3 BIJCOKOHTEHTY, OTpUMaHoro 3 kamep IP-kamep cucremu BigeoHarnsiny. TOYHICTB
po3mi3HaBaHHs 00pa3iB B pa3i MpakTHUHOI peastizallii aNropuT™Ma Ma€e CKIajaTu He MeHIe 95% s
BiJICOZJAHNX, MAKCUMAIIbHO HAOJIKEHHX JI0 pealIbHUX YMOB.

AHaJi3 ocTaHHIX JocaiIzKeHb Ta myOJikaniii. Ha mijgcTaBi mpoBeaeHOTo aHaNi3y HAyKOBHX
JOCIIIKEHb, MPUCBIYEHUX aJIrOpUTMaM Ta METOJaM pO3Mi3HAaBaHHS 00'€KTIB TUIYy «TrpadidHUiM
o0pa3», sIKi HaBe/leHl B YMCIEHHUX JpKepenax, 30kpema B [1-9], MokHa 3pOoOMTH MEBHI BUCHOBKU
CTOCOBHO MOJIeJIei Ta MaTEMaTUYHOIO arnapaTy MPHUKIAJHUX CUCTEM po3Mi3HaBaHHA. B Takiil pomi
HaWOUIBII JOLITBFHO 3acTOCOBYBaTH HelpoHHi mepexi (HM). Moneni Ha 6a31 HM e nHaiiGinbm
e(eKTUBHUMHU 751 PO3POOKH CHUCTEM pO3Mi3HaBaHHS 00pa3siB, siki 00poOIIOIOTH TpadiuHMil abo
BiJICOKOHEHT. J[JIs1 CTBOpEHHs CUCTEMH pO3Mi3HaBaHHsA 00pa3iB BaXKJIMBO c(HhOPMYITIOBATH aJICKBATHY
MaTeMaTHUYHy MOJIellb, HA OCHOBI SIKOI MOJIMBO Oyjie peasizyBaTH MiACHUCTEMY 1IeHTH}IKalii Ta
knacudikamii rpadiunux 06'ekTiB. LlikoM soriyHO BUKOpHucTaTH Mozens HM, 1o rpyHTyeTbes Ha
aIropuTMax HEHPOHHUX Mepex 3 HaBuaHHsAM abo Oe3 Takoro. IlepeBaroro moniOHUX Mojenei €
MOXMBiCTh HaBuaHHA. HaBuanus moneni HM nae 3Mory akTyamnizyBaTd 1 3Ha4HO IiJBUILYBaTH
SKICTh TpPOLECY pO3Mi3HaBaHHS 1 HACTYMHOI Kiacugikaiii, 1o BKa3aHO B jkepenax [6,7]. B
KOMIT'IOTEPHUX 1HTEJIEKTYaJIbHUX CUCTEMaX JUIsl PO3Ii3HaBaHHS 00’ €KTIB Y BIJICOKOHTEHTI MALIMHHE
HaBYaHHS 4YacTo € (akToOpoM, SIKHH CyTTE€BO MIJABHUIILYE aJEKBAaTHICTh Ta TOYHICTh alTOPUTMY
BU3HAHHS Ta ifeHTHdIKalii, K 3a3Ha4eHO Yy kepenax [6-8]. Tomy Bubip Momeni cuctemu Ha 0asi
HM e minkoM BUNIpaBIaHuid.

PesyabTaTH fgociigkeHHs Ta ix oOroopenHnsi. Cuctema po3mi3HaBaHHA o00pasiB 3
BinmeoTpadiky IP-kamep € aktyanpHOW0. [lomiOHI CHCTEMH YMOBHO CKJIAJIAalOThCS 3 JCKITBKOX
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migcucrem: 1) TexHiuHa dYacTuHA (IMIACHUCTEMa BiJIGOHATISIAY); 2) MiJCHCTEMa aHami3y Ta
kiacudikamii ereMeHTIB 300pakeHHs;, 3) TicUcTeMa peecTpallii Ta y3araJbHEHHS JaHUX
po3mizHaBaHHa. CTpyKTypHa cXeMa CHCTEMHU pO3IMi3HaBaHHS 00pa3iB B 3araJbHOMY BHTJISI
nokaszaHa Ha puc. 1.

PyHKLioOHaN cucTeMm

IP-BigeoniacucTema Ananis of'exris Bt MiacucTema aHaniay i
P MDIp O3Hak knacudikauii
\, I | ’\‘\)

Ly
N

Migcucrema Migcuctema

Miacuctema

knacudikauii i onucy +

ETanoHHWM 06'exT —’ BMMIpIOBaHHA BUZIiNEHHA 03HaK
03HaK

Homepwu knacie
onucy

PesynbTati BUMIpiB OsHaku

Mogynb posnisHasaHHa obpasis
\, /

Pucynox 1 — CmpykmypHa cxema cucmemu po3niznageanus oopasie

BaxnuBum etanoM y ¢dopMyBaHHI anroputmy € BuOip moneni i tunmy HaBuanHs HM. Ha
CBOTOJIHI ICHYIOTH JIEKUIbKA THUIIIB MOJIEICH CUCTEM PO3IMi3HABaHHS Ta iMeHTU}IKAII] 32 BUIAMU
HaByaHHA [10]. 3 orosay Ha BAKOPUCTAHHS B ITOPUTMI MaTeMaTnyHoro anapary HM moxxHa oOpatu
HarysigHe HaBuaHHA (Supervised Learning). Llefi THD HaBYaHHS BUKOPUCTOBYETHCS JJII HaBYaAHHS
MOJIeJli Ha OCHOBI Map BXIJHUX JAHUX Ta BIAMOBITHUX MITOK (TMIO3HAYOK), IIO Y3TOMKYETHCS 3
BUKOPHUCTAHHSIM ICHYYHX Y BUIBHOMY JIOCTYIl TpeHyBalbHUX BHOOpok. Moaens HM 3 rmubokum
HABYaHHSIM BYUTHCS TMependavyard BIAMOBIIHI MITKH IS HOBUX BXIJIHUX JaHUX HAa OCHOBI
MOTIePETHHO HABUEHUX TIPUKJIIAIIB.

VY noGynosaniit HM, sika oOpaHa B sIKOCTI OCHOBH IS MIJCUCTEMH 1AeHTUdIKALIT rpadidHUX
00'exTiB, Mepe0ayeHo KiJbKa IIapiB HEWpoOHIB (puc.2). 3 OrIsily Ha HAaBEIEHY Ha pUC. 2 CXeMy
HeiiponiB HM maremaTnyHOi MoJiesli CUCTEMH pO3ITi3HaBaHHs 00pa3iB 3 03HAKOI0 Xaapa, HaOLIbII
e(heKTUBHOI JUIsl BUMAIKY po3poOmoBaHoi cuctemu Oyne HM 3 rmmbokum HaBuanHsaMm. OOpana
mojiesib HM no3Botsie mpoBoauT HaBuanHs HM 11 nepenbaueHHs pe3ysbTaTiB Ha OCHOBI BX1THUX
TaHUX.

AN

Pixel Intencity of the R-Channel A Y S
X WO X
Pixel Intencity of tge G-Channel e {} o \ .,\’: AV ,\}
@KL J ‘ — Object class
Pixel Intencity of the B-Channel v ..O :‘ ! M O :}
Haar's features f O O 0

Pucynox 2 — Cxema HelupoHHUX wapie NPUKIady HetpoMepelCci Cucmemu po3nizHa8aHHs.
3 o3nakow Xaapa
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Bxignuit map HM oTpumye no4aTkoBi JaHi, BKJIIOYAI0UX IHTEHCUBHICTh KOJKHOTO IMIKCENs Ta
03HaKM Xaapa Ui pi3HUX 00'eKTiB (IepeBa, aBTOMOOLI, TOPOTH, HE0O, €JIEMEHTH TPOTyapy abo
oropoxi, mimoxoaud Ttomo). JaHuii Merox Oa3yeThcsi Ha BHKOpHUCTaHHI (GiIbTpiB Xaapa ais
BHSIBJICHHS PI3HUIIb Y 3HAUCHHSX IMIKCENIB Y IEBHUX 00J1acTAX 300paykeHHs. B sikocTi ocCHOBHOT 1€l
BUKOPUCTaHHSA O3HAK Xaapa Jis ifgeHtudikanii rpagiyHux o0’€KTiB € Te, m0 Ha 300pa’keHHIX
ITYKalOTh MEBHI XapaKTEPUCTUKHU O0'€KTIB, TaKl SIK TpaHMUIIl, JiHIi a00 TEKCTYpH, SIKI MOXYTb OyTH
OpUCYTHI 'y 300paxkenHi. Hampuknan, g 3azaui  pos3mizHaBaHHS aBTOMOOLTIB  MOXYTh
BUKOPHUCTOBYBATHCS O3HAKW Xaapa JijIsl BUSBJIICHHS KOJIiC, ap, abo 1HIIMX XapaKTepHUX JIeTaieu
aBTOMOOUTA. BUKOPUCTOBYIOUM Taki O3HAKM JITOPUTM Ha OCHOBI TMTMOOKOT HEHPOHHOT Mepexi
BiIpi3HsAeMO Ha rpadiuyHomy ¢GoHi iHopmaliiiHuid BMICT 00’ekTy imeHTu(ikamii (Ha puc.3 1ei
00'ekT — aBTOMOO1IIB) [10].

file [dit Yiew [nsert [ desktop Window He b
da & ° D9« £- A 03 =3

Fur_aground

Pucynox 3 — Ilpuknao euokpemnenus na epagivnomy ¢oui inghopmayitinuti emicm 06’ekmy
i0enmuchixayii po3poobaeHuM aneopummom

Hami, wi naHl nepenarmoTbes A0 mepuioro npuxoaHoro mapy HM, ne BinOyBaroThes
MaTeMaTH4HI OOYMCICHHS 3 BUKOPUCTAHHSAM BXiJHUX JNaHuX. Hapemri, BuxigHuii map dopmye
¢biHaIBHUM pe3ynbTaT — IIeHTU(IKALII0 TUITY 00'€KTa, IPUCYTHHOTO Ha KOHKPETHOMY 300pakeHHI.

Jns mpakTHyHOI peanizaiii po3poOieHoi MaTeMaTHYHOI MOJAEl CHUCTEMH pPO3Ii3HAaBaHHS
00a3ziB Oys0 BuOpano cepenonuiie po3podoku MATLAB. ¥V npomy cepenoBuiili 10cTynHa BOy10BaHa
¢bynkuig vggl6(), mo pearnizye B co0l apXiTeKTypy ITTHO0Koi HeHpOHHOI Mepexki 3 16 3ropTKOBHUX 1
MOBHICTIO 3B'I3aHUX IIApiB HEHPOHIB, BKIOYAa0UM 13 3ropTKOBHX IIapiB Ta 3 MOBHICTIO 3B'A3aHUX
mapiB. Jlany GyHKIII10 MOYKHA BUKOPUCTATH JUIs Kiacudikallii 300paxeHb B IpoIleci po3Mi3HaBaHHI.
3ranana ¢ynkimis vggl6, no npucytass MATLAB, noBeptae 06'ekT HEHMPOHHOT MEpeXi, ajie BOHA HE
MICTUTh KOHKPETHOTO METOAY Uil OOYMCIeHHS BiAcTaHi (METPUKH) MDK BEKTOpaMH O3HaK
00po0broBaHuX 300pakeHb. Uepes 11e 115 po3B’ 3Ky MO1I0HUX 3a/1a4 BUKOPUCTOBYIOTHCS CIIEIaIbHI
METOJAUKH 00YHCIICHb [9]:

- €BKJIJ0Ba BiJACTaHb;

- KBajpaT eBKJiJO0BOI BiJICTaHi;

- Bigcraup YebOuiena;

- XEeMIHroBa BiJICTaHb.

- MAaHTeTTeHCHKa BiJICTaHB;

Jliis Mmozieni cucteMu iieHTUdiKaiii Mu OyJIeMO BHKOPHUCTOBYBATH KIIACHYHY BijicTaHb EBKITia
B SKOCTI METOJy BHU3HAUEHHS BIJICTaHI MDK TOYKaMHU TECTOBHUX Ta €TaJOHHUX 300pakKeHb.
OOuncneHHs BiZICTaHi 3a JOMIOMOr o0 MeTpukH EBKIIia € HainpocTimM Ta epeKTUBHUM cITocoO0M
OTPUMAaHHS 3HAYCHHS MPsAMOi BIJICTaHI MDK JBOMa TodkamMu y mpoctopi. [lpm imenTtudikarii
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rpagiuHuX 300paxkeHb BiJiIcTaHb EBKIIiIa BUKOPUCTOBYETHCS, SIK Mipa MOPIBHSHHS BUBOLY MOJIENI 3
OYIKyBaHUMH 3HAYEHHSMH, SIKi OyJIM OTpUMaHI MiJ 4ac HaBUYaHHS HEHPOHHOI MEPEXi, a TAKOXK IS
MoJIbIIOI KiIacu(ikamii 300paskeHb Ha OCHOBI TXHIX BIIAaCTHBOCTEH.

Jliist po3paxyHKy METPHK BiJICTAHEH TOYOK 3aCTOCOBYEMO BHpa3 Ui BU3HAueHHs EBKIiM0OBOT
BiICTaHl, HABEIEHUN HIDKYE:

n

Z(xi - x{)?.

i=1

p(x,x") =

BianoBigHO, y HaBeJAeHOMY BHINE BHpasi: X; — NEPIIMA N-BUMIPHUH BEKTOP TOYOK
300paKEeHHS; X; -APYTHi N-BUMIPHUI BEKTOP TOYOK 300pakeHHs. [laHi iHdopMariiiHi n-BUMipHi
BEKTOpPH B CTBOpEHIii Mozeni (GopMyIOThCs 3a MPUHIMIIOM, SIKi MOXKYTh OyTH ONMCaHI HACTYITHUMHU
BUpa3aMHu:

x = (X1 %25 e Xp). X' = (X1} X3 oo Xp)-

Tpenyeanna ma mecmyeanns cucmemu oopasie.

Bucoki moka3HHKH CUCTEMH PO3ITi3HABaHHS 00pa3iB MOXKJIMBO OTPUMATH JIMIIIE TOJ1, KOIH ii
anroput™M Mojenm, noOynoBaHuid Ha 0a3l TAMOOKOrO0 HaBYaHHSA, NpOIEe TpEeHYBaHHS Ha
BHUCOKOSIKICHIN BifieoBHUOIpIi. J1jig TpeHyBaHHS HEWPOHHOI MepeXi BUKOPHUCTOBYBAIHCS €TAJIOHHI
nani BigeoOasm CamVid, mo Bxitoyae croemianbHi MiTKW. [lama TpeHyBanmbHa 0Oasza JaHHX
CKJIQJIAEThCS 3 KOJICKIIT Bileo)parMeHTIB 3 CEMAaHTUYHUMHU MITKaMH BiANOBIIHMX KJIaciB 00'€KTIB,
JOTIOBHEHUX MeTaganuMu. OCHOBHUI HaO1p MiTOK eTaioHHOi 6a3u CamVid acoriiroe KoyKeH IMiKCelb
3 OHUM 3 32 CeMaHTHYHUX KJIaciB 00'€KTIB, 110 11eHTU(DIKYE cHCTEMA.

OpaHOo3HAYHO BU3HAYEHI K1acH 00'€KTIB 11eHTHU(]IKAIIT MO/IEI CUCTEMH PO3Ii3HABaHHs 00pa3iB
3a THUIOM:

_ "He60" ("Sky");

- "Byniena" ("Building");

- "CroBm" ("Pole");

- "Hopora" ("Road");

- "Tpotyap" ("Pavement");

- "Iepeso" ("Tree");

- "3nakCumbony" ("SignSymbol");
- "[Tapkan" ("Fence");

- "ABromoOutp" ("Car");

- "[Mimoxix" ("Pedestrian");

- "Benocunenuct" ("Bicyclist").

Jns pexuMy TpeHyBaHHS pO3JiIbHA 3JaTHICTH TpadiuHux ¢pemiB Oyiaa oOMexeHa
napamerpoM 360x480 TOUOK y BiI€OBHOOPIIL.

Jlns Toro, mo0 OTpUMAaTH CEepe/iHI 3HAYCHHS NI BIOPSIKOBAHOTO HAOOpY TECTOBUX AAHHUX

MO>KHa BUKOpHUcTaTu ¢yHKii median(), sika IPUCYTHS B CEPEIOBHILI MOJIEIIOBAHHS Ta TECTYBAaHHS
ctBopeHoro anropurcy HM Matlab. 3nauenns nis mapaMerpiB iHimiamizauii, GyHkuii BTpaT Ta
TpeHYBaHHS HEHPOHHOI MepeXi HaBeleH1 B Tab. 1.

Tabauysa 1 — IHapamempu iniyianizayii pynkyii mpenyeanHs HelipOHHOT Mepexci

Haspa aprymenra ¢yHkuii trainingOptions() 3Ha4veHHs mapaMerpa
Momentum 0.9
InitialLearnRate 1*1073
L2Regularisation 0,0005
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3 METO10 BUKOHAHHSI KJIACTEPHOTO aHaJli3y Ta HACTYIHOI (PiHAIBHOI Ki1acH(iKalii po3ni3HaHUuX
Ta i1eHTU(IKOBAaHUX IpadidyHUX 00'€KTIB B MiACKCTEMI 1IeHTH(IKAIIIT CJT1]] BU3HAYATH IIKATY OIIIHOK
s Kinacudikaropa oTpUMaHUX 3 BiJleOKOHTeHTY [P-kamep rpadiunux 300paxensb. Jlns ocHOBU
dbopMyBaHHS IIKAJIKW OIIHOK B POOOTI BHKOPHUCTAHO I1H(OpPMAIHY CKJIAJIOBYy ICHYIOUHX B
KoMI'toTepHiii Moaeni RGB kanamiB, mo Bu3Ha4aroTh rpadiuawmii (peiiM y BiANOBIIHOMY
rpadiunomy dopmarti: {R € (0; 255), G € (0; 255), B € (0; 255)}.

ETanonni BekTopH, 3 SIKUMU MOPIBHIOIOTHCS OTpUMaHi rpadiuni kaapu 3 [IP-kamep, copmoBani
BiamoBimHO 10 RGB-momeni xonwopy. ETamoHHi BekTOpH B CHeEIiali3oBaHUX JPKepeax 4acTo
3rajlaloThCs, SIK OMOpHi (Ha3Ba-aHanor). KpiM TOro, Ttaki BEKTOpU Ui CTBOPIOBAHOI CHUCTEMH
po3naineni Ha 11 kiaciB po3mi3HaBaHHS:

- OyaiBii, iIHPPACTPYKTYpHI 00’ €KTH;

- He0O0, TOPU3OHT;

- TOpOXKHS iHPPACTPYKTYpH Ta ii eleMeHTH;

- IIOPOKHE TIOKPUTTS;

- TIIIOXO/HI TOP1KKH, MAaHAYCH, IMIIIIOXOIH TOIIIO;

- JepeBa, KyIili, POCIMHHICTb;

- TOpO>kHi, iHpOpMAaLiiHi 3HAKH, CBITIOPOPH;

MapKaHU Ta OTOPOXKi;

aBTIBKH, BETUKOTa0ApHUTHI 3aCO0M IepecyBaHHS Ta MMOTSTH;
JOPOCITI MIIIOXOIH Ta JITH, TBAPUHH, BI3KH;

MOTOIUKIIU Ta MOTIE/IH, CKyTEPH.

I'padiuna kapra RGB-kananiB kombopiB A7 BIAOKPEMIIEHHS KIAaciB iAeHTH(]IKOBaHHX
rpagigHUM 00'€KTIB MICTUTH IEBHHUI HAO1p 3HAYEHb KaHAIY KOJILOPY JUIS BCIX ICHYIOUHX a CHCTEMI
po3mizHaBaHHs 11 OCHOBHMX KiaciB 00’e€kTiB. B Tabmuil 2 HaBe[eHI 3HAYEHHS IMapaMeTpiB I
po3Ii3HaBaHHs 0a30BUX 00’ €KTIB y OCHOBHHX KJlacax 1eHTudikarii Ha 6a31 RGB-mozenni.

Tabauysa 2 — bazosi 06’ekmu ocnogHux knacie ioenmugikayii ma ix xapakmepucmuxu

. XapakTepucTUKHU KiaciB po3nizHaBaHHA (RGB-

HasBa knacy po3mizHaBaHHS

O3HaKH)
Sky 128 128 128
Building 12800
Pole 192 192 192
Road 128 64 128
Pavement 60 40 222
Tree 128 128 0
SignSymbol 192 128 128
Fence 64 64 128
Car 64 0128
Pedestrian 64 64 0
Bicyclist 0128 192

TpenyBaHHS OJep>KaHOTO aNrOPUTMY Ha HaBYaJbHOMY HaOOpi Bil€OAaHUX Oa3yeThCs Ha

rmuOOKOMY HaBYaHHI HeWpoHHOi Mepexi. Takuil migxin aae 3Mory e(peKTHBHO BiAPI3HATH (OH
30paroeHHs BiJ 1HQOpMaIiiiHoro BMicTy 00'ekTiB ieHTHdIKalIi Ta po3ni3HaBaHHSI. MaTteMaTuyHy
MOJIeTIb HAaBYAIOTh HA BHOIpIH, MmO ckiagaeTbess 3 421 eramoHHMX 300paxkeHb, 3 skux 280
BUKOPHCTOBYIOTHCSI ISl TIOAAJIBIIIOTO TeCTyBaHHs. [1icist TpeHyBaHHSI BU3HAYAIOTHCS Bard 00’ €KTIB
JUIsL KOXKHOTO 3 BiIOMHX KiaciB (Tabuuug 2). Hampukiiaz, Bara 00’exTiB kinacy «Sky» Ha rpadigyHux
¢dpeiimax Bigeonotoky 3 [IP-kamepu cranoButh 0.318184709354742 npu wactoti 0,9266.
BucnoBkm. [1ig yac cepii eKCriepuMEHTIB 3 po3Ii3HaBaHHIM rpadiyHUX 00pa3iB, IPOBEICHUX
B cepenoBuIli Matlab, anroputM cucremu mpoIeMOHCTPYBaB BUCOKY TOUHICTB Y po0OOTi 3 TpadivHOI0
iHpopmaiero. B SKoCTi BiieoaHHUX JUIsI OTPUMAHHS Pe3yJIbTaTiB TECTYBaHHS OyB BUKOPUCTAHUI

T
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BiZIeOpsiJl, 10 MICTHB 0a30Bi 00’ €KTH OCHOBHHUX KJaciB ifieHTU(iKallii, mepepaxoBani B Tabnuui 2.
TounicTh po3ni3HaBaHHs 11eHTU(IKOBaHUX 00’ €KTiB ckiana 96,38% mis Bineonotoky 3 [P-kamepu.
Jnst monteni HM BHKOpPHCTOBYBaJIHCS TECTOBI 1aHi, 10 BKJItoYaiu 12 ¢pparMeHTiB, KOXKEH 3 SIKUX MaB
TpuBaiicTh 68,35 cekynau. [lopiBHIOIOUN Pe3yIbTaTH TOYHOCTI pO3Mi3HABaHHS Tpad19HUX 00’ €KTIB
3 MaKCHMaJIbHO HAOMMKEHMMHU 32 MaTEMAaTHUYHHM arapaToM Ta JOMEHHOIO 30HOK BHKOPHUCTAHHS
MOJKHA 3pOOUTH MEeBHI BUCHOBKH 3a PE3yJIbTAaTaTH, IIOKa3aHUMH Y Ta0I. 3.

Tabauys 3 — Iopienrosana mounicms po3nizHABAHHS epapiuHUX 00pasie

Tun HaOopiB TeCTOBUX JaHUX Tounictb, %
Casting™* 77,62
Defect* 97,88
Magnetic* 92,67
Tech* 94,23
Bridge* 99,02
Solar* 76,78
ba3oBi 00’ €kTH OCHOBHHUX KJaciB ineHTH(DiKaIlii CTBOPEHOTO

anroputmy (Tadyuiis 2) 96,38

Jiis po3miizHaBaHHS rpaiYHIX BUOOPOK HA HAOOPAaX TECTOBHUX JaHUX, TO3HAYCHUX 3HAKOM «*)
IIPY HaBYaHHI1 BUKOPUCTOBYBAJIKCS CIieliali30BaH1 sl KOKHOTro Habopy HaBuanbHi BuOipku [12]. B
SKOCTI MaMEMaTHYHOI OCHOBH JJIsl aJITOPUTMIB PO3ITi3HaBaHHS HAOOpiB TECTOBHUX JaHUX TaOmwii 3
BUKOPUCTAHOTO HEMPOHHY Mepexy 3 rinubokumM HaBuaHHAM VGG19. Taka Moxens mae Ha 3 miapu
HeHpoHiB Ouiblle, TOpiBHAHO 3 Tieto HM, sika Bukopucrana B faHiil po6oti. Binomum dakrom € Te,
1110 31 301IBIIEHHAM KUIBKOCTI LIapiB Ta HEMPOHIB y HEHPOHHIN Mepexi, sIK MPaBUIIO, 3011bIIYIOThCS
oO0YMCITIOBaJIbHI BUTPATH Ha po3Mi3HaBaHHA oOpa3iB. OTxke, 301M1aTbcs 1 BUMOTH JI0 arapaTHOrO
3abe3neyueHHs HiIboBO1 MIaTdopMu i1eHTHUdIKaLIT 1 po3Mi3HaBaHHsA IpadiuHUX 00’ €KTIB.

Mosxna ctBepmkyBatu, mo komOiHamiss HM tunmy VGG16 3 metomoM st oOuMcleHHS
BiJICTaH1 (METPUKHU) MK BEKTOpaMHU O3HaK 0OpoOIIIOBaHUX 300paXkeHb Ha 0a3i €BKJIIJJOBOI BiJCTaHI
JArOTh IPUHHATHY TOYHICTH PO3MI3HOBAHHS, JIOCTATHIO ISl 3aCTOCYBAHHS B PsIJIi CHCTEM MAIIMHHOTO
30py. OTprMaHi NOKa3HUKH CITIBCTaBHI 3 OUIBII MPOAYKTUBHUMH, aje CKJIaJHUMH aJrOpUTMaMM Ha
6a31 HM VGG-16 npu OuibIii 00YMCIIOBaNbHINA CKJIaAHOCTI OCTaHHIX.

IlepciekTHBM BIOCKOHAJEHHA. J[J151 TOANBIIOrO BJIOCKOHAIEHHS TOYHOCTI PO3Mi3HABAHHS
Ta imeHTudikaiii rpagiyHX 00’ €KTIB MOKHA BUKOPUCTATH 1HITUN METO]T 00UUCIICHHS METPUKU MIXK
BEKTOpaMH O3HaK 300pakeHb, HAPUKIIAJl, HA OCHOBI YOTUPbOX aTbTEPHATUB: KBAJPATy €BKII1JOBOT
BiJICTaHi; MaHT'STTEHCHKA BIJCTaHb; BiJicTaHh UeOMIlEeBa; XeMIHIoBa BiJCTaHb. XO0Ya I[i METOIH €
O0YMCITIOBAJIFHO OUTBII CKJIAJHUMHU JUIs TOTEHIIHOI amapaTHOi 0a3u 3acTOCyBaHHS, aje ix
BUKOPUCTaHHS MOXE€ WIAHATH TOYHICTh pO3Mi3HAaBaHHS TIpadiuHuX o00pa3iB B MPHUKIAJIHOMY
3aCTOCYBaHHI.
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IMAGE RECOGNITION SYSTEM BASED ON A NEURAL NETWORK WITH DEEP
LEARNING

Abstract. An object recognition system based on deep learning neural networks has been developed. Such an
image recognition system is capable of accurately and quickly recognizing images known to it and similar to them in
video content obtained from IP surveillance cameras. Depending on the video shooting conditions and the viewing angle
of the IP camera, the algorithm of this system achieves a recognition accuracy of 96.38%. This image recognition rate is
practically constant for 11 classes of identification and recognition objects. Such high results are achieved through the
use of the CamVid video database as a training sample for the neural network. This database is based on 421 training
and 280 test video images. The recognition system model provides for the optimization of training and identification
function parameters, as well as changes in the method of measuring the distance between feature vectors (point distance
measurement metrics).

Keywords: neural network, deep learning network, feature classifier, support vector, graphic frame, machine
vision.
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DETECTION OF COMMUNITIES IN SOCIAL NETWORKS

Abstract. One of the main threats is malicious programs (bots), fake accounts capable of imitating human
behavior. At the moment, bots create a lot of problems, both for ordinary users and for those who use social networks to
conduct a marketing campaign or conduct social research. Using bot profiles in social networks greatly distorts
information about the real benefits and interests of portal users. Therefore, it is necessary to determine which users of
the social network are programmed, and to be able to divide the flow of data into that generated by bots and by humans.
The threatening scale of the use of social bots requires the creation of effective algorithms for their detection. Internet
platforms and social services themselves are not too concerned about this problem. As a result, both ordinary users who
organize various communities and companies that promote goods, brands, and services through social networks suffer.
Thus, the task of recognizing malicious accounts in social networks and combating them remains relevant in the issue of
cyber security. The solution to the problem will be the development of network analysis methods that are designed to
identify and classify communities in social networks, assess their connectivity, degree of trust, as well as develop effective
algorithms for detecting malicious accounts. The purpose of the work is to develop an improved algorithm for detecting
malicious accounts in social networks, which is based on the study of modern methods..

Keywords: social bots, detection, malicious accounts, social networks, cluster analysis.

Introduction. Currently, social networks are an integral part of most spheres of human life,
integrating almost all existing Internet sources. They effectively structure users from political or
religious views, interests and passions, affecting almost all segments of the population, and are a
powerful tool for self-organization of both individual groups and society as a whole. Social networks,
which unite 40% of the planet's population every day, have become not only a means of
communication, but also a great source of information, entertainment hosting, a commercial platform
with a set of effective tools for distributing services and goods. It is natural that interested persons
seek to use such limitless potential for profit and to achieve their far from noble goals.

Over the past decade, social networks have grown significantly along with the speed of Web2.0
application development. Millions of people are registered on social networks such as Facebook,
Twitter, LinkedIn, etc. For example, Facebook has about 2,94 billion users as of March 2023. As the
number of users only increases, the complexity of detecting social communities also increases.
Detecting and clustering data and users in social media communities is an important and challenging
problem in creating effective marketing models in the changing and evolving social systems. Such
marketing models are based on individual product purchase decisions influenced by friends and
acquaintances. This is leading to new models that treat users as part of an online social network rather
than traditionally as marketing individuals.

Social connections play an important role in determining user behaviour. For example, a user
may buy a product that a friend of theirs has recently purchased. This phenomenon is called social

38 Information Technologies in Economics and Environmental Sciences No. 1 (2024)



https://orcid.org/0000-0002-9222-644X
mailto:ev.nikitenko@nubip.edu.ua
https://orcid.org/0000-0002-2723-4144
mailto:zkasterwork@gmail.com
mailto:vanyahoyda@gmail.com

HikimeHko €.B., PuHouy €.B., lolioa I.C.

influence and is used to study how strongly the action of one user can provoke others to take certain
actions.

Literature review. Network science, which began its journey in the 1700s with Euler's Seven
Bridges of Konigsberg, has gone through many stages, including the emergence of graph theory,
sociograms (graphical representations of social connections), and the emergence of social network
analysis, culminating in a boom and establishment as a discipline. Only after some of the most recent
important discoveries, such as the development of scale-free networks, did the first social networking
sites appear within a decade, with Facebook accounting for 51% of the world's active online users
[1].

Social network analysis focuses on connections rather than actors. As a rule, a social network
is described by a graph or matrix of relationships (Figure 1) [2].

O

Figure I — Example of a community structure

The main areas of social media research are as follows:

1. Identification of communities in online social networks.

2. Search for key nodes in any society.

3. Building a set of nodes that are used to spread influence on an online social network.

The significance of social networks is based on the fact that, on the one hand, they are the
subject of socialisation of people, and on the other hand, they are the most powerful and accessible
political, ideological and economic tool [3]. The methods of social media analysis include the
following:

e methods of graph theory, in particular, the study of oriented graphs and matrices representing
them, used to study the structural relationships of a network participant;

e methods of finding local properties of participants, for example, centrality, influence,
position, belonging to certain subgroups;

e methods for determining the equivalence of participants, including their structural
equivalence;

e probabilistic models, including Markov process models.

Works [4] andi [5] study the problem of spam bot detection using a popular social network as
an example. The authors propose to distinguish ordinary users from malware using machine learning
classification. Traditional classification algorithms are used for this purpose: decision trees, neural
networks, and a naive Bayesian classifier. The number of subscribed and read users, as well as graph-
oriented user relationships, were taken as features.

A new methodology for identifying communities was put forward by the authors of the article
[6]. It consists in the construction and analysis of scalograms that reflect the interaction of users in a
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social network. Scalograms reveal a lot of hidden information about the nature of non-stationary
processes. They are used in various fields: predicting the consequences of an earthquake, analysing
earth movements, analysing the resistance of buildings to hurricanes, analysing the stability of
bridges, etc.

Purpose. This article focuses on community detection as one of the most promising tools for
world-class marketing research. The task of researchers is to find groups of users who have similar
interests or a high level of connections between them. Several existing community detection methods
have been studied. The research extended the CNM (Clauset-Newman-Moore) [9] algorithm, to use
the Jaccard similarity measure. First, a graph from the original network is output, and as a result, it is
labelled as a similarity social network or a virtual social network. The method based on this algorithm
shows that by pre-processing the original network, it is possible to obtain higher quality community
structures. Another algorithm for building strong communities online is the ECD-Jaccard algorithm
(ECD — «Enhanced Community Detection»), which enriches a virtual social network with edge
weights, then applies a quality-optimised version of the CNM algorithm to detect communities. This
algorithm has shown that by pre-processing the original network, it is possible to obtain higher quality
community structures.

Results and Discussion. A study was conducted to summarise the state of the environment
affecting social influence in online social networks, and different approaches were evaluated, which
are combined into an original categorisation system to understand commonalities and distinguish
differences.

Clustering was used to separate groups from the total population of users. The advantages of
cluster analysis are that it allows you to split objects not by one parameter, but by a whole set of
features. In addition, cluster analysis, unlike most mathematical and statistical methods, does not
impose any restrictions on the type of objects under consideration and allows you to consider a variety
of source data of an almost arbitrary nature. Cluster analysis allows you to consider a fairly large
amount of information and dramatically reduce and compress large amounts of information, making
them compact and visual. Moreover, clustering can be used cyclically. In this case, the research is
carried out until the required results are achieved. In this case, each cycle can provide information
that can greatly change the focus and approaches to further application of cluster analysis.

The task of cluster analysis is to divide the set of objects X into m (m — integer) clusters
(subsets) @1, Q2, ..., @, based on the data contained in the set G so that each object Q; belongs to one
and only one subset of the division. And objects belonging to the same cluster were similar, while
objects belonging to different clusters were heterogeneous. The solution to the cluster analysis
problem is a partition that satisfies some optimality criterion.

It is possible to define clustering in the context of a real social network by grouping people with
high friendships internally and scattered friendships externally. With clustering, you can identify
interest groups or communities that share common properties that can be used to learn about these
groups and understand their behaviour. For example, Amazon provides users with recommendations
based on their purchase history. Twitter also recommends new friends to follow members based on
several factors, such as being a friend of the same user.

It is difficult to imagine dividing social media user accounts with a large number of unequal
criteria into groups with two degrees of membership of 0 or 1. It is more natural to use a partial
membership in the range from 0 to 1, which will allow users whose characteristics are on the
boundaries between several clusters to belong to them with different degrees. Therefore, the fuzzy
clustering method was chosen as the main method for dividing user accounts into groups. The steps
of this algorithm are as follows:

1. The initial information for clustering is an observation matrix U of size nX k (1):

U= (1)

U1 0 Ugg
o |

Up1 o Upg
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where n — is the number of users, k — is the number of features.
2. Using the matrix U, we can find the value of the fuzzy error criterion (2):

2 N YK (r) 2
E“(X,U) = Xi=1 Xk=1 Uik”xi - Ck” , (2)
where cj, — «centre of mass» of the fuzzy cluster k (3):

cr = XiLy Upx;. (3)

3. After regrouping the objects to reduce this value of the fuzzy error criterion, it is necessary
to return to step 2 until the changes in the matrix U become insignificant.

The minimal spanning tree algorithm [8] first builds a minimal spanning tree on the graph and
then sequentially removes the edges with the highest weight. The figure shows the minimum spanning
tree obtained for nine objects.

By deleting the link labelled CD with a length of 6 units (he edge with the maximum distance),
we obtain two clusters: {4, B, C} and {D, E, F, G, H, I}. The second cluster can be further divided
into two more clusters by removing the edge EF, which has a length of 4.5 units (Fig. 2).

X2l

Xy

Figure 2 — Illustration of the minimum spanning tree algorithm

In the n-dimensional metric feature space, the distance between two objects is considered to be
a measure of the «similarity» of two objects.

The Mankowski distance family is a very common class of distance functions and can be
represented as follows (4):

D(pip;) =wX(pi — pj)w, 4)

where w — is a parameter with a value greater than or equal to 1. Based on the value of w, different
distance functions can be represented, such as the Hamming distance (w = 1), the Euclidean distance
(w = 2) and the Chebyshev distance (w = o). Other similarity measures are the cosine correlation
measure and the Jaccard measure.

To investigate the proposed approaches, experimental information was used for both synthetic
and popular real-world datasets. The modularity of Q and the normalised mutual information used
previously in other experiments were used as evaluation metrics to show the performance and
accuracy of the proposed algorithms. The maximum modularity Q,,,,, Was estimated using the CNM

No. 1 (2024) Information Technologies in Economics and Environmental Sciences 41




Nikitenko Y., Ryndych Y., Hoida I.

algorithm provided by Clauset et al. [9]. The normalisation of mutual information was also calculated
using the formula of Danon et al. [7].

Based on the data in the developed software application, a network was generated and the
results were studied.

For the Facebook network, the maximum modularity value for similarity-CNM outperforms
the original CNM algorithm by more than 67%. And for the American football network, the maximum
value of modularity for similarity-CNM exceeds the value obtained by the original CNM algorithm
by more than 23%. The number of steps to achieve Q4 1s lower for CNM than for similarity-CNM.

For Facebook, the number of steps when running the original CNM is 9879 steps, while in the
similarity-CNM it is reduced to 8843 steps. For the American football network, the number of steps
is also reduced from 108 steps for the original CNM to 100 steps for the similarity-CNM algorithm.

In the course of the study, software was developed that implements existing and proposed
similarity-CNM and ECD-Jaccard algorithms to provide a better community structure. The similarity-
CNM algorithm detects similarities between nodes and creates a corresponding virtual social network.
Similarly, the ECD-Jaccard algorithm also calculates the similarity of nodes as a preprocessing step,
but these values are then assigned as weights to the edge of the network, resulting in a weighted
virtual social network, unlike the similarity-CNM approach, which has no weights. The CNM
algorithm is then used to detect communities in both approaches. Experimental analysis shows that
these preprocessing methods have an advantage over the original CNM algorithm in terms of
community modularity.

Conclusions. The article proposes a solution relevant to the cybersecurity of social networks,
which involves the development of a new method for detecting social communities. The following
analytical and practical results were obtained in the course of solving the task:

1. An analysis of modern detection methods using various pattern recognition approaches and
mathematical models. The results of testing existing methods were compared, which showed that
most of them work with a certain amount of data. In this regard, there is a need to develop a new
algorithm for detecting social communities, which allows to reduce the number of unnecessary user
checks.

2. An analysis of clustering methods, taking into account their advantages and disadvantages,
is carried out in order to select the most effective ones for solving the tasks set in the paper.

3. A method for improving the quality of account sorting with further analysis of the results and
decision-making for individual user groups is proposed.

4. A combined method for tracking the behaviour of suspicious accounts in the network is
proposed, which can significantly reduce the number of additional checks.
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BUSBJIIEHHA CIIIVIBHOT Y COUIAJIBHUX MEPEXAX

Anomauin. OOHicio 3 20/106HUX 3a2pO3 € WKIOIUGI npozpamu (bomu) — eurosi akaynmu, 30amui imimysamu
noeedinky modunu. Ha danuti momenm 6omu cmeopioroms 6a2amo npodiem K 0Jis 36UHAUHUX KOPUCIMYBAYL8, MAK [ OJisl
MUX, XMO GUKOPUCMOBYE COYIANbHI MepediCi 0ia NPOGEOCHHS MAPKEMUH208UX KAMNAHIE ab0 COYIanbHUX 00CNiONCEHD.
Buxopucmanus npoginis-6omie y coyianvhux mepexicax 3HA4HO CROMBOPIOE HGOpMayilo npo peaiivii nepesazu ma
inmepecu kopucmyeauie nopmany. Tomy HeoOXIOHO GuU3HAUUMU, AKI KOPUCMY8aui coyianbHoi Mepedici €
3anpocpamMosanuMy, i Mamu MOACIUGICMb PO3OINUMU NOMIK OAHUX HA MOU, WO 2eHePYEMbCA bomamu, i mou, wo
2eHepyemvcs no0bMu. 3acpo3nueuii Macumabd GUKOPUCMANHA COYIiaNbHUX OOMIE 6uMazac CMEOPEHHS epeKmuUGHUX
aneopummig 0z ix eusienents. Inmepnem-niamgopmu ma coyianvhi cepgicu cami no codi He HAOMO NEPeUMArMbCsi
yiero npobaemoro. B pezynomami cmpasicoaromu K 36udauini KOPUCMY8ayi, siKi OP2aHiz08y0Mms Pi3Hi CNITbHOMU, MAK I
KoMNauii, sKi npocyeaiomv moeapu, Openou ma nociyeu uepes coyianvhi mepedci. Takum uuHom, 3a60aHHA
PO3NI3HABAHMSL 308MUCHUX AKAYHMIG Y COYIANbHUX Mepedcax ma 6opomvou 3 HUMU 3ANUMAEMbCA AKMYATbHUM Y
numanHi Kibepbesnexu. Piwennsm npobremu cmaue po3poOKa mMemooie Mepexncesoeo anauizy, sAKi NpusHaveHi O
ioenmupixayii ma kracugikayii cnitbHOmM y COYIANbHUX MepeNcax, OYIHKU IX 36'a3HOCMI, CMYNeHs 008ipu, a MakKodic
PO3pobKa ehexmuHUX ancopummie GUAGNEHHA 3N06MUCHUX akaynmie. Memoio pobomu € po3pobka 600CKOHANEHO20
aneoOpUMMY GUABNIEHHS 3NOGMUCHUX AKAYHMIG Y COYIANbHUX MePedCax, AKUL 6a3yemuvcsa Ha GUEHEHHI CYUACHUX MEMOOI8. .

Knrouoei cnosa: coyianoni 6omu, eusneieHHs, 3M106MUCHT AKAYHIMU, COYIATbHI MEPEICT, KIACMEPHUL AHANI3.
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MPOEKTYBAHHS KOMIT'FOTEPHOI CUCTEMM AHAJII3Y CTAHY POCJIMH

Anomauin. Poboma npucesuena axmyanvbHiti memamuyi GIOHOGIEHHS ASPAPHO2O 20CNOOAPCMBA HA 3BiNbHEHT
mepumopii, wo Nno8’s13aHo 3 PUUKAMU 3AMIHIOBAHHS, 3a0PYOHEHHS, 3aXAAMIEHHS, NOOOJAHH HACTIOKI8 eKON0SIYHUX
Kamacmpog, ncy8awHs IPYHMIE, Mowjo mepumopiil, HeoOXiOHOCMI NPOBeOeHHs 3A3HAYEHUX pobim ma npoeedeHs
00CNiOMNCEHb U000 MONCIUBOCE BUPOWYEAMU POCIUHU 6 NOCMBOCHHUX YMOBAX MA NEPCHEeKMUBU epeKMUBHO20
BUPOWYBAHHA POCIUH 8 30HI PUUKOBAHO20 3emaepobcmea. Mema cmammi nonsieace 6 GUCEIMIEHHI CMBOPEHHS
iH(hopmayitnol cucmemu aHAi3zy CMAHYy POCIUH, NPUSHAYEHOI 015 30IUCHEeHHS AZpONnpOMUCIO80I OIANIbHOCMI U000
BUPOUYBAHHA DIOEHEeP2eMUYHUX MA 31AKO8UX KYAbMYp, AKa 3abesneuye 30ip, 0OpobKy ma pekomeHOayii wooo cmawny
POCIUH, WO 6 CBOI0 Uepey 00360JA€ GUHAUUMU OOYINbHICMb (PAYIOHANbHICIG) GUPOUYEBAHHA NEBHO20 COPIMY POCIUH 6
NesHOMY pecioHi, 3aNany8amu 3axo0u NOIbOSUX pobim, 06poOKU Ma 3pOULYE8AHHS POCIUH.

B mamepiani cmammi 06tpynmosano HeobXioHicmb npo8edeHHs. YUCICHHUX eKCNePUMEHMIE w000 GUSIGNEHHS.
MeHOeHYili PO3GUMKY POCIUH 6 YMO6ax O00CNiodHcy6anux pecionie. IIpononyemuvcsa 3a 3ibpanumu cmamucmuyHUMU
OaHUMU BUHAYUMU OOPEYHY (MIHIMATLHO HEeOOXIOHY) KiNbKicmb OioeHepeemudHUX ma 31aK08UX Kyabmyp, HeoOXiony
CmMamucmuxy wooo ONOPHUX NOKA3HUKIE HOPMANbHO20 PO3GUMKY POCIUH, ITHOUKAMOPIE NI0OOHOCIHHA. 3anponoHo8aHo
cnocib ompumanis inghopmayii npo NOMOUHUL CMAan Pocaut 3 0emaibHOI0 QIKCayiclo yMos po36UMKY ma pe3yibmamis
8POJCAUHOCMI, CNUPAIOYUCH HA AKI 3ac00amu abCmpazy8anHs ciiid po3pooumu niOIpyHms 00paoHuybKoi inghopmayitinol
cucmemu , no6y008aHoi 6i0NOGIOHUMU MemoOdamu ananizy i cunmesy. Hasedeno mamemamuune onucanus GUSHAYEHHS
epexmy cepedogua ma ymos eUpousy8anHs (6NaU8 Ha POCIuHU) 3a OyOb-aKUM Oionapamempom: 3a MAacoi poCIuUHuU,
0082ICUHOI0 KOpeHe8oi abo cmebnogol cucmemu, KiIbKICMIO YUIKOOJICEHUX POCIUH abo KIMbKicmio cx00ie moujo,
NPpU3HA4eHo20 Oasl OYIHKU NPUOAMHOCII POCIUHU OISl AzpapHo2o Oi3HeCy y 6USHAYEHOMY MePUmopiaibHOMY peioni.
3anpononosani Use-case-, BPMN— ma Dataflow- Odiacpamu, sxi iniocmpylomv 3 NeGHUM cmynenwem oOemanizayii
nocniooguicms 0itl i 00POOKY iHhopmayii 05t npoyecy O0CAIONHCEHHS AHANIZY CMAKY POCTIUH, WO CINAHOBUMb OCHOBY OJis
nobyoosu ingopmayitnoi cucmemu auanizy cmawnie pociut. JJo nepcnexmue nooarbuiux po3siook Cio eioHecmu
HeobXioHicmb Oinbw 0emanbHOi NPoOpoOKU KONCHO20 3 KOMNOHEHMI8 3anponoHO8anol iHpopmayitnoi cucmemu 3i
3’ACYBAHHAM MeXAHI3MI8 2eHepayii GUCHOBKIE w000 OOYLTbHOCMI GUPOWYBAHHS POCAUH )Y NEeBHOMY pe2ioHi ma
KOMROHEHMI8 00PAOHUYMEA Wo00 OpeaHizayii OisIbHOCMI Y GUSHAYEHOMY A2PAPHOMY CEKMOPI eKOHOMIKU.

Kniwouosi cnoea: nicisigocnne 6iOHOGNEHHA, ASPONPOMUCIOBA 2AY3b, CLIbCLKO2OCHOOAPCHKI  KYIbMypu,
BUBHAYEHHS CIAHY POCIUH, PO3PAXYHOK NAPAMEMPIE PO3GUMKY, A2pOOPOHU, 3a0ayad i0eHmugikayii napamempie pociuH,
inghopmayiiuna cucmema, Use-case, Business Process Model and Notation ma Dataflow diacpamu.

Beryn. IlicnsBoenna BinOynoBa VYkpaiHm mnoTrpeOyBaTMMe TOBEPHEHHS EKOHOMIKH Bif
BiiCBKOBUX MOTPeO (3aTUIIatody MOBHE 3 HAJUTUIIKOM! JIsl CTAlIOro pO3BUTKY 3a0e3MeueHHs moTped
Apwmii y MupHU# 4ac) 10 motped 0i3HECIB 1 EKOHOMIKH B IIJIoMy. be3mMOBOPOTHIM 1 BXiHUM BIUTMBOM
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y Ii# cuTyaIlii € MoBHE pyWHYBaHHS [IUBLUIBHOTO, IHYCTPIaIbHOTO, arpapHOro, iIHPPACTPYKTYyPHOTO,
KaJIpoBOro, (hiHAaHCOBOTO, TOIIO 3arajoM Oyab-SKOTO CerMeHTy pesepBy CximHux Ta [liBaeHHHX
obnmacreii Ykpainu i1 PecmyOmiku Kpum. ToGTo € B HasgBHOCTI NMOBHE 3HUIICHHS KpPaiHOKO —
arpecopKoO0 POCIEI0 BCIX €IEMEHTIB )KUTTSI, IPOMHKCIIOBOCTI, CLIILCHKOTO TOCIIOAAPCTBA, YKUTIOBOTO 1
comiansHOro (POHAY Ha OKYMOBAHHMX TEPUTOPISAX, SIKA 3AIHINWIA Mics cebe BIKEHY 1 3aMiHOBaHY
OararbMa IapaMu 3eMiIr0. €AMHUM BUXOJIOM B TaKii CUTYallii € CTBOPEHHs YMOB JJIs1 MaJIOro Oi3Hecy,
SK BaXKellsl BIJHOBJICHHS TEPUTOPIaJbHUX TPOMaJ 1 CTUMYIIOBAHHS BIJHOBJIECHHS aeMorpadiuHoi
CUTYyallii Ha 3BUIbHCHUX TEPUTOPIIX.

Maif>ke BCi rpoMaay Ha 3BUIBHEHUX TEPHUTOpisAX OynyTh mepeOyBaTd B OAHAKOBO MOTAHMX 1
PU3UKOBAaHHMX MOYATKOBUX TOYKAaX PO3BUTKY Oi3HECIB, 10 Oyae mMoTpeOyBaTH BEIMYE3HUX OOCSTIB
3allydeHHsl KaiTaliB, mo OyJl0 HEMOXJIUBUM 1 B JJOBOEHHHH Yac, 0COONMBO HJsl JENPECHBHHX
perioniB. OcoOnuBy yBary, K pyHIidHIA CHJIl, CIIII MPUILIUTH caMe MajioMy OararonpodiibHOMY
peHTabenbHOMYy Oi3HeCy, sSIKui O MOXIIMBO OyJI0 TUPaXXyBaTH BiJl TPOMaJX 10 TPOMAJN Ta KU Ou
3a0e31eunB BU)KUBAHHS-BIJTHOBJICHHS IPOILIAPKY HACEJIEHHS 3 HU3bKUM 1 HUXKYE CEPEeIHbOrO PIBHEM
CTaTKiB.

OCHOBHUM aKIIEHTOM pPO3BHUTKY CIIiJ| BUALIM caMe arpapHuil Oi3Hec, CHpsSMOBaHMH Ha
3a0e3neueHHs HaceJICHHS MPOYKTaMH XapuyBaHHs, [UKEPEIIOM ITajiBa Ta MIATPYHTSIM JJISl PO3BUTKY
rpoMaJj] 31 3HUIIEHUMH MPOMHUCIOBUMHU, COIIaIbHUMHU Ta NUBUIBHUMHU 00’ekTamu. CaMi 3BUIbHEHI
TEpPUTOpii XapaKTePU3YIOTHCS HAJIBUCOKMM CTYNEHEM MOLIKO/DKEHOCTI 4Yepe3 MiHyBaHHS,
O6oMOapayBaHHS Ta CHPUYMHEHI OKYMAHTaMH EKOJIOTiuHI KartacTpodu HaJIBEIMKHUX MAaciiTadiB.
OxpiM TOro KIiMaTW4YHI yMOBU 3BUIbHEHHX TepuTopiii Cxomy Tta IliBmHsS HanmexaTb 30 30H
pHU3HKOBaHOTO 3emiiepodcTBa [1, 11]

AHaJi3 ocTaHHIX JociaifxkeHb Ta nyoaikauiii. [Ipu gocnimkeHH BU3HAYEHOI MPEAMETHOI
rary3i 3HA4HY yBary CJIiJi MPUIUIATH BU3HAYCHHIO SIKUH caMe arpo0i3Hec CIIiJl (JOUTFHO) pO3BUBATH
B 3a3HAYEHUX perioHax, aje CHIJIbHUM € HEeOOXiJHICTh BUKOPUCTAHHS HAJICYYaCHHUX TEXHOJIOTIH
pO3MiHYBaHHs, MMOBEPHEHHS POJIOYOCTI I'PYHTIB 1 oprasizauii 0i3Hecy, BUOOpy Oe3nocepeaHbo
pOCIMH JUIsl 3AiMCHEHHS TOCNoAapioBaHHsI. B OCHOBy oprasizamii 3a3HauyeHOro MaJioro
Oararonpo@1IbHOrO0 peHTabeNbHOro OI3HECY CIliJi MOKJIACTH CTBOPEHHS MpoAyKTy. B sxocTi
MPOJYKTY, BPAaXOBYIOUH PO3TAIllyBaHHS 3a3HAYCHUX PETIOHIB y 30HaX PU3MKOBAHOIO 3eMIIEpOOCTBA
[2], ciig po3rasiHyTH 00’ €KT — O10€HEpreTHYH1 Ta 3J1aKOB1 KyJIbTYpPH, 1110 B CBOIO YEPry J103BOJIMTH
3a0e3MeUnTH NPOAyKTaMH XapuyBaHHs JOAEH 1 TBApUH Ta OpraHi3yBaTH BUPOOHHMIITBA Oiomanuga,
1110 3a0€e3MeunTh NOTpedU 3a3HaueHHX perioHiB. [1noma 3a3HaueHnx TepuTopiit Oyzae 301Ib1TyBaTUCh,
110 3pYYHO JJIS OJAIBIIOro MacTabyBaHHs Oi3HECy, 32 YMOBH Y3IOJKEHHS IMHAMIK OKYITHOCTI 1
HeoOx1aHoro MaciitadyBanss. Ciiji 3BEpHYTH yBary Ha «1HTEJIEKTyali3alio» BUOOpy Ipyn 1 COPTIB
POCIIMH, OCKIUJIBKM NPOIYKTHBHICTh BUPOILYBaHHS 3aJ€KUTh Bl BEJIMKOI 00’€KTUBHOI HU3KU
(bakTopiB MpUIYCKalOYM MEHIIUKA BIUIMB Cy0 €KTHBHOI CKJIaJ0BOi, OOYyMOBJIEHOi HEBEIMKOIO
KUTBKICTIO 3aTydeHuX (axiBliB yepe3 BiliHy [2, 3].

3rimfHO NOKyMeHTIB [4, 5] € pernamMeHTOBaHWW TUIaH i 3 BITHOBJIEHHS JIEOKYITOBAaHUX
TEPUTOPiH, KU CUCTEMHO BpaxoBY€ BIHCHKOBI, aJIMIHICTPAaTUBHI Ta 1HIII aCMEKTU. 3 TOUKU 30py
CUCTEMHOCTI TpOIIeCy BIJHOBJEHHS €KOHOMIKM Ha 3a3HAUYEHUX TEPUTOPISX, BUAUISIOTH HACTYIHI
3ajadl B opraizaumii arpo0i3Hecy: pO3MIHYBaHHS, JOCHIJDKEHHS TIPYHTIB, LI0 OOYMOBIEHO
MOJIOJIAaHHSAM HACIiJIKIB €KOJOTIYHMX KaTacTpod IITYYHO CTBOPEHHUX BOPOIOM,, 3A1MCHEHHS (3a
noTpeOu) 3aX0AiB IIOAO BiJHOBIEHHS Ta/ab0 MiJBUIIEHHS POJIOYOCTI IPYHTIB, 30ip, 0OpoOKka Ta
y3araJlbHeHHs JJaHUX 1110710 KOHTPOJIIO €TaliB pO3BUTKY POCINH y IEBHOMY perioHi (001acti, paiioHi,
TUISTHKW), CUCTeMaTH3allil s HHUX BIANOBIIHUX 3aXOAIB OOPOOKH, KHUBIEHHS Ta 3pPOIICHHS.
3niliCHEeHH TUIaHyBaHHS PoOIT Ta IHTErpoBaHe MPOBEACHHS MOTPIOHUX olepalliif, oTpedy B SIKUX
BH3Ha4YaTUMe 00pOoOIIeH] CTOXAaCTHYHI JIaH1 3 MPOBEACHHS AiSIIHOCTI Y MIEBHUH MEpi0j] pO3rOpTaHHs
3a3Ha4Y€HOI TEXHOJIOT1i BIAHOBJIEHHS arpoOi3Hecy. Benukuil oOcsr nmepBUHHUX JaHUX, 310paHuil y
3a3HaYCHUU TEpiof, IO3BOJIUTH EKCTPAIOJIIOBATH OTPHUMAHI CY/KEHHS Ta pe3yJbTaTh Ha IEBHI
roCIoaapchKi 00J1acTi, 3MIMCHUBIIY TUIAHYBAHHSI Ta MPOBEJCHHS MOJILOBUX POOIT MPHU 3a0e3MeUeHH1
ONITUMAJIHOCTI BUTPAT JUISI TOCATHEHHS €()eKTUBHOCTI rocrnoaapchbkoi aisuibHocTi [12]. ITpu ipomy
aKTyaJbHOIO € OITHUMI3allisl 3pOIIeHh Ta OOpPOOOK pOCHHMH, TpH OEe3MepepBHIN TUHAMIII
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CIIOCTEPEIKEHHS Ta aHaNli3y PO3BUTKY POCIWH (CTaH PO3BUTKY, HAsBHICTH XBOPOO Ta IIKITHHKIB,
HEOOXI1THICTh ITI/DKUBIICHHS Ta i1 MOeaHAHHS 31 3pOIIeHHAM, ToTpeda y 3axucTti pociuH) [10].

Meta aoc/IixKeHHsl TI0JIsiTae B CTBOPEHHI 1H(pOpMaNLiiHOI CHCTEMH aHaji3y CTaHy POCIHUH,
MPU3HAYEHOT JUIs 31HCHEHHS arpoNPOMUCIIOBOI AisNIBHOCTI 100 BUPOIYBaHHS O10€HEPreTUYHHUX
Ta 3JJaKOBUX KYJIBTYp, KA 3a0e3neuye 30ip, 00poOKy Ta peKOMEHMAIlil 1010 CTaHy POCIUH, IO B
CBOIO YEpry JI03BOJISI€E BU3HAYMTH JOIUIBHICTH (pallioHaIbHICTh) BUPOIILYBAaHHS IEBHOTO COPTY
POCIIMH B IEBHOMY PETiOHI, 3aIJIaHyBaTH 3aX0H MOJIBOBUX POOIT, 0OPOOKH Ta 3pOILTYyBaHHS POCIHH.

Jlo OCHOBHHMX 3aBIaHb JOCIHIJDKEHb CJIiJ BIIHECTH: BHU3HAYCHHS MIIAOCIITHUX POCIIHUH,
Y3rOPKEHHSI METOAMKH OLIIHKU TapaMeTpiB PO3BUTKY, 3 SICYBaHHS CIIOCOOY OTPHUMAHHS JTAHUX PO
CTaH POCJHMH, BU3HAUEHHS CTaHy PO3BUTKY pOCIHH, (iKcallis HAsSBHOCTI Ta BEJIUYUHU YMOB
30BHIIIHBOTO CEPENOBHINA, SIKI BIUIMHYJIM HA CTaH POCIMHM, BCTAHOBJICHHS (DAKTy AOIINBHOCTI
MIPOMHUCJIOBOTO BHUPOIIYBaHHS MiAJOCHIIHOI POCIHUHU, OOIPYHTYBaHHS CHOCOOYy OTpUMAaHHS
iH(popMallii Tpo POCIAMHY I OMEPATUBHOTO 1 JIOCTATHBOTO aHANi3y 3 METO BU3HAYCHHS
MPUAATHOCTI JIJIs1 TPOMHUCIIOBOTO BUPOIIYBaHHsI, reHepallis iHdopMaiiiHoi cucteMu Jist peanizarii
BH3HAYCHUX 33]1a4.

Marepiain i meroau gociaimkeHHsi. Cii 3ayBaXUTH PO HEOOXITHICTH MPOBEICHHS
YHCJICHHUX €KCIIEPUMEHTIB 100 BUSBJICHHS TEHACHIIIH PO3BUTKY POCIMH B YMOBAX JOCIIHKYBaHHX
perionHiB. 3a 310paHUMHU CTATUCTHUYHUMHU JAHUMH BHU3HAUUTU JOpPEYHY (MiHIMajIbHO HEOOXiIHY)
KUTBKICTh O10€HEpreTUYHUX Ta 3JIAKOBUX KYJIbTYp, HEOOXiTHY CTaTHCTHUKY IIOJO OIOPHHUX
MOKA3HUKIB HOPMAJIbHOTO PO3BUTKY POCIHH, 1HIUKATOPIB IUIOAOHOCIHHS. (OOOB’S3KOBO CIiJl
OOTpyHTYBaTH CII0Ci0 OTpUMaHHS iH(POPMAaLii PO NOTOYHHUI CTaH POCIUH 3 ACTAIBHOIO (iKCaIliero
YMOB PO3BHUTKY Ta pe3yJbTaTiB BPOXKANHHOCTI, CIIUPAIOYNCh Ha sIKi 3aco0aMu abcTparyBaHHs Tpeba
pPO3POOHUTH MIAIPYHTS JOPAJHULBKOI iH(GOpPMAIIHOI CHUCTEMH, MOOYJOBAHOI BiIMOBIIHIMH
METOJaMH aHaIi3y 1 CHHTE3Y.

Pe3yabTaT gociaiizkeHHs: Ta iX 00roBopeHHs. 3riHO [5,6] A 3€pHOBUX KYJIbTYpP OIL[IHKA
3pocTaHHs 37iiicHIOEThCs 3a cucteMoro BBCH, e 6a3oBoto € mikana 3agokca. Biqnosigno no BBCH
JIo OCHOBHMX €TamiB pOCTY POCIMH BIJHOCATH: MPOPOCTaHHS, PO3BUTOK JIUCTS, KYILIIHHSA,
MI0JIOBKEHHs cTe0J1a, PO3BUTOK BEreTaTUBHUX OPTaHiB POCIIMH, M10sIBA CYLIBITh, IIBITIHHS, YTBOPEHHS
IUJI0/IB, 103p1BaHHS IUIOAIB, BIAMUPAHHS.

Jlo BU3Ha4YeHHs HEOOX1IHOCTI 3pOLLIEHHS Ta )KUBJIEHHS, CJIiJ] 310paTH CTATUCTUKY LI0JI0 BILTUBY
HalHECHPUATIUBIIIMX YMOB Ha CTaH POCIIMHH, ii pO3BUTOK Ta B HACTYIHOMY Ha ii BpOXaiHICTb,
30KpeMa JOCIIUTH PO3BUTOK KBITIB, JUIEHHS KJITHH, PO3POCTaHHS Ta €HAOPEIYIUIIKAII0 KIITHH
IOy Ta JI03piBaHHS.

Bu3HaueHHs cTaHy MOCIBIB 311HCHIOETCS Ha M1/ICTaBl BUKOPUCTaHHS 00’ €KTUBHUX YHCEIIBHUX
Ta SIKICHUX MOKa3HUKIB, pEerilaMEHTOBAHUX HOPMAaTUBHUMHU JIOKYMEHTAMU Ha 3aKOHOJ/IaBUYOMY PiBHI
[7]. IlepenbaueHo cucTeMHe JOCTIKEHHS TOYHOCTI Ta pIBHOMIPHOCTI BUCIBaHHS, aHaNi3 pO3MOILTY
TYCTMHH POCJIMH TI0 TUIOIII MOJIs, @ TAKOXK KUTBKICTh, BUJIOBUN CTaH, (a3u PO3BUTKY, PO3MOJLI TIO
ol Oyp’siHiB, TOIIO.

besnocepeHbO MOHITOPHHT TMOCIBIB 3MIMCHIOETHCS CITIOCOOaMM, HaBeACHUMU y [8], 10 SIKUX
BITHOCSITh: CYNMYTHUKOBHM, 3 BUKOPUCTaHHSIM JPOHIB Ta JIUCTOBY JIarHOCTUKY POCIUH 1 aHaii3
rpyHTiB. [lepeBaru 1 HETOMIKM KOKHOTO 3p03yMiJii, ajie MepCHeKTUBHUMU € MepIii Ba, K1 € 6a3010
s obuucnenns NDVI ingekcy.

[ToTpibHO 310paTh CTATUCTUYHI BUOIPKH, JJIA SKUX BU3HAYWUTH BIIXWICHHS BIJ] €TAIOHHUX
3Ha4eHb. B MaHOMY KOHTEKCTi Micisi MpPOBEIEHHS BUMIPIOBAaHb I KOXKHOTO 3 JOCIHIHKYBaHHX
BapiaHTIB OOYMCIIOIOTh CEPEIHIO JOBKHUHY HAJ3€MHOI 1 KOPEHEBOI YaCTHH X+m, JIe m — IOMUJIKA
CepeIHbOro apu(PMETUUHOTO, Ky BU3HAYAIOTh TaK:

m = \/% (D

ne N — KiNbKiCTh pe3ynbTarTiB; o — AUCIEPCis, Ky BU3HAYAIOTH 32 BUPA3OM:
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N =2
o2 = Zz=1(+x) (2)

JIOCTOBIpHICTH PI3HUII CEPEIHIX apUMETUUHUX f pO3PAXOBYEThCS 3a KpuTepieM CThIO/ICHTA-
dimepa:

_ X1—X2
t - ) (3)
/m%+m§
ze X, — cepenHe apudMeTHIHEe 3HAYCHHS MMOKa3HUKAa B KOHTPOJILHOMY JIOCIIJII; X, — CEPEeIHE

apuMeTHYHEe 3HAYCHHS IOKa3HWKA y JOCTIUKyBaHOMY BapiaHTi; ml/ — TOMWIKA CEPEeAHBOTO
apu(METHYHOTO B KOHTPOJIBHOMY JOCIIAl; m2 — T€ K y TOCIIIKYBaHOMY BapiaHTI.
Sxmo ¢akTHYHO BCTaHOBIEHa BelauunHa t Oimbiie abo  JTOPIBHIOE  KPUTHYHOMY

(cranmapTHOMY) 3HAYEHHIO tst pOOJISTH BUCHOBOK PO ICHYBAHHS CTATUCTHYHO TOCTOBIPHOI PI3HUIII
MIDX cepelHIMU apu(METUIHUMH Y JIOCITIPKYBAaHOMY Ta KOHTPOJILHOMY BapiaHTi. SIKII0 X pakTH4Ha

BeMYMHA t MeHIIA 3 tst, PI3HUIIO0 MK CEPEHIMU BBAYKAIOTh CTATUCTHYHO HEJIOCTOBIPHOO.

BincyTHICTh CTAaTUCTUYHO JIOCTOBIPHOI PI3HUII MIXK CEpEIHIMH 3HAYCHHSIMH Oiomapamerpa y
KOHTPOJILHOMY Ta JOCIHIPKyBaHOMY BapiaHTI CBIJUUTH MPO BIICYTHICTh 3HAYHHUX 3MiH POCTOBHX
MpoleciB y 0101HAUKATOPIB, B MOPIBHSAHHI 3 KOHTPOJIBHUM BapiaHTOM.

ToOto ymMOBH Ta GakTOpH y AOCHIHKYBAaHOMY BapiaHTi MaiKe Taki caMi, K 1 B KOHTPOJIBHOMY
JOCTi/l Ta HE MAIOTh MPUTHIYYIOYUX (CTUMYIIOIOYHX ) BIUIMBIB. | HaBMaku, CTAaTUCTUYHO AOCTOBIpHA
PI3HUII MK BapiaHTOM Ta KOHTPOJBHHM JIOCITIIOM BKa3y€e Ha Te, IO JJIS JIOCIIAHOTO 3pa3Kka € B
HASIBHOCTI MPUTHIUYIOYi (CTUMYJIIOI0U1) BIUIUBH.

EdexT cepenoBuiiia Ta yMOB BUPOLTYBaHHS (BIUIMB HA POCIMHH) BU3HAYAETHCA y BiJICOTKAX 3a
Oyab-iKUM OlomapamMeTpoM: 3a Macol0 POCIHHH, JOBKUHOI KOpeHeBoi abo cTe010BOi cucTeMu,
KUTBKICTIO YITKO/KEHUX POCIMH 200 KIJTBKICTIO CXOIB TOIIO. Po3paxoByeThes 3a GopMyInor:

Mo—Mx
QOE =——-100,% 4)
Mo
ne M, — 3HaueHHs OlomapaMeTpa (Maca pOCIMH, BUCOTA MAPOCTKIB, TOBKWHA KOPIHIIB Ta iH.) y

«ETaJIOHHO1» POCINHM; MX — 3Ha4eHHsI aHaJIOTTYHOro OionapaMerpa y AOCHIIHOT POCIHUHU.

Buxozsuu 3 HassBHOCTI 00J1aiHAHHS, IEPLIOYEPrOBO CIIiJl BAHAYUTHCH 3 METOJIOM OTPUMAHHS
1H(opMallii PO CTaH POCIINH, a Aajl A KOXKHOI POCITUHU CJI1Jl BUBHAYUTH IMapaMeTpu PO3BUTKY 3a
300paXEHHSAM DPOCIMHHU. BaXIMBO TaKoX y3arajJbHUTH OTPUMAaHi MO POCIMHAX pe3yJbTaTH Yy
CTaTUCTUYHI BUOOPKHU. TOOTO aKTyalbHOIO € 3aj7aya JETeKIlli pOCIUH, BUPILIEHHS SKOi JO3BOJIUTh
BU3HAYUTU HEOOXIJIHICTh MPOBEAEHHS IMPOLEAYp 3POIIEHHS, )KUBJICHHS, TOIIO Ta B MOAAIBIIOMY
O00OyMOBUTDH DIILIEHHS II0JI0 PAI[lOHAJIBHOCTI BIPOBAPKEHHS JOCIIHOI KYJIbTypd B aCOPTUMEHT
BE€JICHHS TOCTOAApYO] NisIIbHOCTI.

Buxonsuu 3 BuknageHoro, Ha Use-case miarpami iHGOPMAIIHOI CHCTEMH aHATI3y CTaHY
pociuH (puc. 1) mependadeHO HAABHICTH YOTHPHOX AaKTOPIB: 3aMOBHHK, €KCIEPT, POCIMHA Ta
oOnmagHaHHsA. B sKOCTI 3aMOBHMKAa BHCTyNae 3allikaBiieHa 0co0a, MaeThcsi Ha yBaszl CyO’€kT
rOCHOJApChbKOi AISITBHOCTI, 3allikaBJIeHWH B HAJaroJUKEHHI arpapHoi MAisUIbHOCTI B yMOBax
neokymnaiii Teputopiii. Exkcieprom MoxyTh OyTH criopiHeH1 (axiBiil 3 OUIbII TPUBAIUM JOCBIIOM
poOOTH B aHAJOTIUYHUX CUTYAIisIX Ta 3 HAKONMWYEHUMH CTATUCTUYHUMHU JAHUMH IIOJIO0 IMPOLECY
JISUTBHOCTI B3arajii 1 OkpeMo 1o cy0’€KTy TOCIoIapioBaHHS 30Kkpema. B sikocTi akTopa-o0aaaHaHHS
MO>K€ BUCTYTIATH K arpoJIpoH, TakK 1 JIOAWHA, BUKOHYIOUH METOJUKY 1IeHTU(IKAIIT CTaHy POCIUHH,
MO€THAH1 IHIIUMH aKTOPaMHU MPEIeH/IEHTAMHU OI[IHKH Ta HaJIaHHS PEKOMEHIAIIN 1010 KUBJICHHS Ta
3pOILICHHS, CIIOCTEPEKEHHSI 3a HABKOJUINHIM CEpPEeJOBHIIEM Ta BIUIUBY Ha MapaMeTpu
HaBKOJIMIIHBOTO CEpEIOBUINA, 30KpeMa TeMIepaTypy, THCK, CKJIaJ IOBITpS Ta IPYyHTY, depe3
BUKOPUCTAHHSA IHTENEKTYaIbHUX TEIUUIb [9].
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Excnept

OfnagHanHs

Pucynok 1 — Use-case diacpama cucmemu 360py napamempie pocmy ma eKCnepmusu pociut

Oxpemy yBary npu po3Tiisii MpeleAcHTIB (IpaBa YacTHHA puC.l), TIOB’I3aHUX 3 YMOBHHM
aKTOPOM «EKCIIEPT», MPHILIEHO MPOoLecy 300py CTATUCTUYHUX JAHHUX MPO 00’ €KT rOCIOAAPIOBAHHS
IOI0 OTPHMAaHHs, OOpOOKHM, 30epiraHHs CTAaTUCTHYHMX JaHUX MpPO MapaMeTph pPO3BUTKY Ta
BPOXaMHICTh POCIUH, Ta Mpo (hikcalio 3aJeKHOCTEH BiJ YMOB HABKOJIMIIHBOTO CEpElIOBHILA
(kmiMary), ocoOMBOCTEH TPYHTIB Ta TICBHUX METOJIUK OIEPAIlii 3pOIICHHS Ta 00POOOK, IO B CBOKO
4epry J03BOJISIE OTPUMATH MaTeMaTUYHE MiAIPYHTS AJ1s TOOYJ0BU MPOAYKIIIHHUX 3aJIS)KHOCTEH JUIs
EKCIIEPTHOT CUCTEMH y MEKaX CTBOPIOBAHOI iHPOPMAIIIITHOT CHCTEMH aHAJII3y CTaHy POCIHH.

Cimig 3BepHYTH yBary Ha OTPUMAaHHS PENpPE3CHTATHBHUX pPE3YNbTATiB s OOpOOKH
CTaTUCTUYHUX JIaHWX, [0 JOCSATAETHCS TOPH30HTOM IUIAHYBAaHHA EKCIIEPUMEHTIB  IIOJIO
HAKOIUYEHHS CTATUCTUYHKX JIAHUX y JIEKUIbKa CE30HIB TUIOIOHOCIHHSL.

3rigao [4] akropamu B Use-case miarpami BUCTYIAIOTh BiiCHKOBI aMiHICTpallii HaCEIeHUX
NYHKTIB, OpraHd  MICIIEBOTO  CaMOBpSIyBaHHS,  CUIbCHKOTOCIOAAPCHKI  MiIIPUEMCTBA,
JlepKeKOIHCIeKITis, MMiAMPUEMCTBA, YCTAaHOBHM Ta OpraHi3allii He3aJe:KHO BiJl (GOPMHU BIACHOCTI,
30KpeMa OyIyTh 3ajlisiHi Aep>KCIyKOO0BIIi, MIIPUEMII, arpapii, BUueHi, ekcrnepTH, Touo. Lle B cBoto
4epry 3yMOBHUTH HOTpeOy B 0OpOOIl pi3HOMIAHOBOI HECTPYKTYpOBaHO! iH(opMaIiii y BETUKUX
oOcsirax, 10 MATBEpIUTh €(EeKTUBHICTD 3alPOIIOHOBAHOIO MiIXOAY B opraHizaii iHpopmariiitHoi
CHUCTEMH aHaJli3y CTaHy POCIHH 3 YiTKOW audepeHmiamiero QyHKIiH oOnaaHaHHS Ta JIOIWHU 1
HEOOXiTHOCTI BU3HAUCHHS PETJIAaMEHTIB 1X B3a€EMOJI1 Ha KO)KHOMY 3 €TamiB poOoTH.
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Ha puc. 2 naBeneno BPMN (Business Process Model and Notation) niarpamu geskux 6i3Hec-
MPOLIECIB CTBOPIOBAHOI CHUCTEMH, $KI MICTATH MOCTIAOBHICTh POOOYMX i 1 PyXu MOTOKIB
iHpopMarii, cipsMOBaHi Ha po3B’sI3aHHS KOHKPETHUX HarajJbHHUX MOTped iHpopMaLiiHOi cucTeMu

aHaJli3y CTaHy POCIIHH.
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Pucynox 2 — BPMN oiaecpama 6iznec-npoyecie cucmemu 360py napamempie pocmy
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Ha puc. 2.a HaBeneHo oOpoOKy 3amuTy Ha JOCHIJKCHHS IMEBHOI POCIMHH, MPOILEC SIKOTO
BKJIIOYA€ 3’sCyBaHHS YMOB 3aMOBIICHHS Ta OIUIATH, Iepeaadi miI0CiTHOr0 MaTepiaity, CTBOPEHHS
iH(popMmariliHoro 3abe3neueHHs bJl, reHeparlito MEBHOTO CIICHAPIIO il MIOMO JOCHITHUIIBKOT
JiSTTEHOCTI CTOCOBHO BITPOBA/PKCHHSI POCIIMHM B arpapHe BUpOOHHUIITBO. Puc. 2.6 imoctpye 00poOKy
iHpopMaii 1010 CTaHy 1 periIaMeHTiB pOOOTH BUKOPUCTAHOTO 001 tHaHH 171 (hiKcallii 30BHILTHIX
YMOB, MOKJIUBOTO TTiTHAJIAIITYBAHHS 1X ITiJT TOTPeOH POCIUH Ta 3anydeHHs (haxiBIiB-€KCTIEPTIB JIJIs
BHU3HAUCHHS CTaHy pociuH. DiHamizallis IOCIiHKEHb 3 MOXJIMBUMH Pe3yJbTaTaMH HOPMaIbHOTO
PO3BHUTKY pocCiavHH abo 3aruberni mpouTocTpoBaHa Ha puc. 2.B. JleranbHy yBary HpHAUICHO
iHpopManii mo10 TPOIXYKTHBHOCTI POCIUH, BU3HAUYEHHS HAsBHOCTI MEBHUX XBOPOO, JETAIBHOMY
BIJICTIITKOBYBaHHIO (DaKkTOpIiB 30BHINIHHOTO CEPENOBUINA I TMOAAIbIOi (ikcamii 1 0OpoOku
iHpOopManiiHUX TOTOKIB Yy BIAMOBIAHUX po3ainax B/l

Jlst Bi3yautizaliii MOTOKIB JaHUX MPH MPOEKTYBaHHI 1H(OPMAIIITHOT CHCTEMHU aHaIli3y CTaHy
pocnuH Oyia 3anpornoHoBana Dataflow miarpama, siky 300pakeHo Ha puc. 3.
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Pucynox 3 — Dataflow diacpama cucmemu 360py napamempis pocmy ma eKcnepmu3u pociut

Jliarpama MOTOKIB JaHUX BinoOpaxae HasiBHI NMoTOKW AaHux B IC Ta iX BUKOpHUCTaHHS
PI3HUMH CYTHOCTSIMH, 30KpeMa JeTalbHa yBara MpuaijieHa CIIOCTEPEKEHHSIM 32 CTAHOM POCIIMH Ta
¢dikcarii OTpUMaHUX pPE3yJNbTATIB 3 JOMOMOTO oOOJagHaHHSA Ta (Qikcaimii MEeBHUX MMOTOYHHX
pe3yJIbTaTIB 3 epeaayueto JaHUX aHalli3y 3aMOBHHUKY JIOCIIJIKEHb.

BucHoBku i nepcnexktuBu. B matepiani cTaTTti oOIpyHTOBaHO HEOOXITHICTh MPOBEIEHHS
YHCJICHHUX €KCIIEPUMEHTIB 100 BUSBICHHS TEHACHIIH PO3BUTKY POCIHH B YMOBAX JOCIIIHKYBAaHUX
perioHiB. [Ipononyerbcest 3a 310paHUMH CTATUCTUYHUMH JITaHUMHU BHU3HAYUTU JOPEYHY (MIHIMaJIbHO
HEOOXiJHY) KUIbKICTh O10€HEpreTMYHHUX Ta 3JIaKOBUX KYJIbTYp, HEOOXiJHYy CTaTHCTUKY IIOJ0
OTIOPHUX TMOKA3HUKIB HOPMAJILHOTO PO3BUTKY POCIIMH, 1HIUKATOPIB IJIOJOHOCIHHS. 3apOornOHOBAaHO
crnoci6 oTpuMaHHs iH(OpPMAIT PO MOTOYHHIA CTaH POCIHUH 3 AETANBHOIO (PiKCALlI€I0 YMOB PO3BUTKY
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Ta pe3yJbTaTiB BPOKAWHOCTI, CHUPAIOYMCh HA SKI 3aco0aMu alCTparyBaHHS CIiJ PO3POOHTH
MIATPYHTSI TOPaIHMAIIBKO1 iH(DOpMaIiiHOT cucTeMu , ToOyA0BaHOI BiAMOBIAHMMHU METOIAMH aHAITI3Y
1 cuHTE3Y.

HaBeneHo MaTeMaTH4He ONMCAHHS BU3HAYCHHS €)EKTY CEpPEIOBHINA Ta YMOB BUPOIILYBaHHS
(BIUTMB HA POCIIMHU) 3a OyIb-SKUM OioTIapaMeTpOM: 32 MacOI0 POCIUHH, JTOBKHHOIO KOPEHEBOT 200
CTeOJIOBOT CHCTEMH, KUTBKICTIO YIIKOJDKEHUX POCIMH a00 KUIBKICTIO CXOJIB TOIIO, MPU3HAYCHOTO
JUTs1 OLIIHKH TIPUIATHOCTI POCIIMHHU JIJIs arpapHoro 0i3HeCy y BU3HAUEHOMY TEPUTOPIATIbHOMY PETiOHI.

3anpornonoBani Use-case-, BPMN— Ta Dataflow- miarpamu, sKi UTIOCTPYIOTH 3 TIEBHHM
CTYIIEHEM JeTaji3allii mocIiJoBHICTh Mii 1 00poOKy iHpOpMAITii 1 IPOLIeCy JOCIiKEHHS aHaATI3y
CTaHy POCJIMH, IO CTAaHOBHTH OCHOBY I MOOYIOBH 1H(OpMAIIHHOI CUCTEMH aHaII3y CTaHIB
pOCTHH.

J1o mepCreKTUB MOAAIBIINX PO3BIIOK CJIIJT BITHECTH HEOOX1THICTh O1IBII JETAIBHOT TPOPOOKH
KO>)KHOTO 3 KOMITOHEHTIB 3alpOoIOHOBAHOI 1H(OpMAaIiiiHOi cucTeMu 31 3’ACyBaHHSM MEXaHI3MiB
re’eparlii BUCHOBKIB IIOAO JOLLILHOCTI BUPOIILYBaHHS POCIUH y MIEBHOMY PETiOHI Ta KOMIIOHEHTIB
JOPaIHUIITBA IO/I0 OpraHi3alii JisUTbHOCTI y BU3HAYEHOMY arpapHOMy CEKTOpi €eKOHOMIKH.
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DESIGNING A COMPUTER SYSTEM FOR ANALYSING THE CONDITION OF PLANTS

Abstract. This research is devoted to the topical issue of restoring agriculture in liberated territories, which is
associated with the risks of mining, pollution, littering, overcoming the consequences of environmental disasters, soil
degradation, etc., the need to carry out the specified work and conduct research on the possibility of growing plants in
post-war conditions and the prospects for effective plant cultivation in areas of risky agriculture. The purpose of the
article is to highlight the creation of an information system for analyzing the condition of plants, designed for agro-
industrial activities related to the cultivation of bioenergy and cereal crops, which provides for the collection, processing,
and recommendations on the condition of plants, which in turn allows determining the feasibility (rationality) of growing
a particular plant variety in a particular region, plan field work, processing, and irrigation of plants.

The article substantiates the need to conduct numerous experiments to identify plant development trends in the
regions under study. It is proposed to use the collected statistical data to determine the appropriate (minimum necessary)
amount of bioenergy and cereal crops, the necessary statistics on the reference indicators of normal plant development,
and indicators of fruiting. A method is proposed for obtaining information about the current state of plants with detailed
recording of development conditions and yield results, based on which means of abstraction should be used to develop
the basis for an advisory information system built using appropriate methods of analysis and synthesis. A mathematical
description of the determination of the effect of the environment and growing conditions (impact on plants) for any
bioparameter is given: by plant weight, root or stem system length, number of damaged plants or number of seedlings,
etc., designed to assess the suitability of a plant for agribusiness in a specific geographical region. The proposed Use-
case, BPMN, and Dataflow diagrams illustrate, with a certain degree of detail, the sequence of actions and information
processing for the plant condition analysis research process, which forms the basis for building an information system
for plant condition analysis. Prospects for further research include the need for a more detailed study of each component
of the proposed information system, clarifying the mechanisms for generating conclusions about the feasibility of growing
plants in a particular region and components of advisory services for organizing activities in a specific agricultural sector
of the economy.

Keywords: post-war recovery, agro-industrial sector, agricultural crops, plant condition assessment, development
parameter calculation, agrodrones, plant parameter identification task, information system, Use-case, Business Process
Model and Notation, and Dataflow diagrams.
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INTERACTION AND FEEDBACK LOOPS IN USER INTERFACE FOR DIGITAL
ENGINEERING DESIGN

Abstract The article aims to review existing issues and look for novel ways of human-computer digital systems
design and interaction. Such interaction takes place, as a rule, through an appropriate interface, which can be
mechanical, digital, analog, with a touch screen, etc. For the end user of the relevant application or system, it is important
how this interaction process will be implemented, presented, and programmed. That is, what controls, actions for
interaction, and feedback mechanisms from the system to the user will be available. The research methods are based on
the main methodologies of design and analysis of digital products with an emphasis on user experience, research of user
requirements, the context of application use, and the presentation of the menu of interaction with a digital service. The
article presents the results of a detailed description and modeling of the main process of user interaction with the feedback
system (cyclic process). The context of using the application, the main desires and goals of the user when interacting, as
well as the types of available options for interacting with the interactive system are taken into account. The seven-step
process of user interaction presented in the paper includes functions, data, software systems and modules, appropriate
software and hardware architecture, and methods of internal communication between cycle functions. A process of
interactive interaction has been developed, which describes the full cycle from the beginning to the end of the user's work
with any digital, analog, computing device, application, or service. This process can be used by designers, software
developers, and scientists/researchers at the stage of planning a new interactive system or to improve an existing one.

Keywords: HCI, user interface, computer engineering, design engineering, design.

Introduction. Software and digital information applications are used in every area of life.
Hardware and technological advancements led to a great number of digital interactive devices and
screens available to users around the world. Digital and analog devices are used not only by the
general populace but by many professionals in all industries, from construction to aerospace engineers
to mechanical engineering to military and health care, among many other industries. What users see
and interact with, first of all, is the user interface or mechanical interface. The Human-Computer
Interaction field is responsible for researching new ways and improving existing user-computer(user-
devices) mechanics. The process of user-computer interaction happens in loops, and for every user
action or series of activities, systems provide appropriate feedback. To take a step further interaction
design is not just centered on, limited to input and output operations cycles, it affects the whole
software/hardware/system. Digital human-computer interaction systems design can be classified as a
type of engineering systems architecture and should be studied appropriately.

Analysis of research and publications. There are many prominent researchers and research
work in the fields of HCI, Ul research, and interaction engineering. The most common work in the
area of HCI is user interface and interaction feedback loops [1-5]. Besides, fundamental studies have
been carried out in the area of user interface design principles and design systems [6-9]. Emerging
Technologies, such as VR, AR, and new touch interfaces require a new view of how the interaction
loop operates [10]. Even though the area of HCI and interaction research is not new, many systems
and possibilities were left unstudied or haven't received enough focus. Among them, the field of
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digital design is focused on comprehensive system design that includes multiple simultaneous use
complex interaction actions, and multi-device feedback.

Purpose. The research work aims to describe the HCI interaction loop, break it down into
functional components, and present a robust model for interaction design context, interaction process,
as well as the view on User Interaction — Feedback Systems, and States.

Methods. List of main HCI research methods, components, and interaction systems are listed
in Table 1. Human-computer interaction is conducted using various mechanical, screen, and sound
processing devices. Major interaction systems include digital electronic and electrical devices, used
for input and output operation, data and signal processing modules. Each type of interaction has a
corresponding sample system type, ranging from LCDs to touchscreen interfaces to found speakers
and spatial sensors.

Table 1 — User-Interface Interaction Classification™®

Interaction Components Data Example systems
Type
Mechanical |Input Device Analog/Digital Signal Electrical device
Input Sensor Spatial coordinates Singal processors
Output Device Input/Output Type Transistors
Group of devices Input/output signal Programmable components
Processing Machine End-point comms. message Camera and motion recognition,
Singal Processing Device control data tracker
Touch screen device
Mechanical control device
Text Direct physical input/output | Screen size and type BW screen
Virtual Input/output Language model LCD screen
Input/output text Paper/Magnetic Ink
Voice Physical Signal data (wave) Sound wave signal converters
microphone/speaker Recognition and sensory data Sound processing engine
Audio processing Timer and buffer data
Audio recognition software
Visual (CGI) |GPU 2D/3D Coordinates Game Engine
Rendering Software Geometry Modeling Software
VFX and Animation sequences | End-user application

* prepared based on author work and public research data [1-10]

Data and programming functions are included in user, software, and hardware system design.
Data types are broken down into categories based on interaction type, and listed in Table 1, column
3. List of the most common user-interface interaction functions (based on Table 1 Interaction Types),
each of which can take input data and/or return result data:

e ProcessingEngine();

e ScreenRender();

e ViewMode();

e InteractionMode();

e MenuSystem();

e Getlnput();

¢ SetOutput();

e StoreData();

e ConnectToDevice();

e SingalProcess();

e and others.

When developing and designing new interaction systems both scientists and industry specialists
have a wide range of tools at their disposal. The most commonly used hardware and software
solutions are listed in columns 1 and 2 of Table 2. HCI and Interaction design rely on many
methodologies and patterns, as the product/applications design process starts with the Business and
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product planning, followed by design and technology development (column 3 in Table 2). What the
end-user gets is not some random number of signals or misc. messages, but specific text, and visual
elements and has access to several possible menus and navigation panels (column 4 in Table 2).

Table 2 — Hardware, Software, Methodology Classification in HCI*

Hardware Software Methodology Presentation
Glasses: Software development Business and Product development: Physical dimension:
- VR suits and stacks: - Stakeholders - presentation
- AR - native platform - Requirements - size
- MR - cross-platform - Planning and Resouces allocation - interaction type
- use case specific - context of use
Sensor Screen: Interface design: Design and Interaction: Input and Output:
- phone - physical - Form - direct
- tablet - digital graphic design - Interface - loop
- general screen - digital UX, Ul - Presentation - contextual
Mechanical: 2D and 3D graphics Technology and Design: UX:
- joystick/ programs: - Analytics - Objective/Goal
gamepad/controller - modeling - Development - Functionality
- Virtual Mouse and - rigging - Materials - Interaction
Keyboard - animation - Electronics - Information
- Mechanical Mouse and | - industrial - Aesthetics - Sensory
Keyboard
Sensors and trackers: Embedded and hardware | Manufacturing and Production: UL:
- detection and development software: - Packaging - Layout
recognition - firmware - Supply and Delivery - Navigation
- motion - application - Menu
- Screen Elements
Misc. Input&Output Testing and Evaluation: User and Behavior: Special:
devices: -UX - Goals and desires - notifications
- digital - product and market - Information Architecture - sound
- analog - software - Psychology and behaviors - music
- social and group interaction - 3D effects
- spatial effects
- misc.

* prepared based on author work and public research data [1-10]

Human-computer interaction is a three-phase process, as presented in Figure 1.

uman - Goal

Computer -

Processing

* Action * Signali/o ¢ Datai/o |
e Sensory e State and ¢ Interpratation
* Memory control * Jobs Que
¢ Interaction * Input ¢ Type of

Type e Output Response
* Expected * Feedback * Interacion

Response cycle/loop

X
Figure 1 — General Human-Computer Interaction Components [6-9]
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The essential first step is the user (human) defined goal that he/she needs to accomplish with
the help (usage) of digital/analog/mechanical/misc. type of interactive device. User input is processed
depending on the interaction medium and input type by the software system (computer,
microcomputer, etc.). A list of underlying components, actions, and conceptual functions is presented
in the bottom section of Figure 1 under the respective Interaction phase.

Results. At the center of applications, software, and systems interaction is human — the user.
The reason the interaction process is initiated and instanced is due to the user having a single or
several goals that they wish to accomplish. The interaction systems in the process are just a tool used
by the used to achieve the desired goal. Figure 2 highlights the user-centered interaction loop with a
focus on the interaction processing feedback loop. The interaction activity consists of the user
interface, input, and output processing functions, that send appropriate commands towards the main
System Processor unit.

Processing Unit

Job 1

Job 2

Job 3

\Interpretatlo[l/

O

Interacts i

1

<<U|>>
Application

Response feedback  |nteraction Device \l @
P 2SN v, g
Y Queue
<<functions>>
Input
Output

Commands

Feedback processing loop

User

Input 1

Qutput 2

Input 2

HCI Activity Cycle

Figure 2 — Feedback loop in Ul and Digital Engineering Design Systems

Figure 3 illustrates the Human-Computer Interaction Process with a focus on major users,
functions, and underlying systems. The process is divided into three layers — conceptual programming
functions, applications modules and components, main systems, and data processing units. There are
several types of users who directly or indirectly affect the interaction cycle, user or player directly
influences and interacts with the systems, while the rest of the stakeholder's team is responsible for
the production and maintenance of the deployed application/system. Systems' internal
communication and processing logic can be broken down into two parts — user-centered services and
system internal processing services modules.

Interaction processes happen not in the vacuum space, but rather in a real-world environment.
This is especially true for industrial, medical, and mobile applications. Figure 4 visualizes the context
of use and design impacting factors. Each of the interactive systems should consider usage
environment, time and location, where the device and application can be and will be used. Certain
tasks and interaction activities influence how a user will interact with the given system, which might
add additional constraints and limitations. Differentiating user type and purpose of the system usage
is vital in early system design stages, as certain industries and professional environments place a large
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weight on the end-user goal and step-by-step user-system interaction flow. All of these factors and
more are highlighted in Figures 3 and 4.
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Figure 3 — Human-Computer Interaction Process — Users, Functions and Systems

Interaction processes happen not in the vacuum space, but rather in a real-world environment.
This is especially true for industrial, medical, and mobile applications. Figure 4 visualizes the context
of use and design impacting factors. Each of the interactive systems should consider usage
environment, time and location, where the device and application can be and will be used. Certain
tasks and interaction activities influence how a user will interact with the given system, which might
add additional constraints and limitations. Differentiating user type and purpose of the system usage
is vital in early system design stages, as certain industries and professional environments place a large
weight on the end-user goal and step-by-step user-system interaction flow. All of these factors and
more are highlighted in Figures 3 and 4.
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Table 3 presents six core interaction process phases (stages, steps). Each new interaction loop
starts with the system boot (loading) and concludes with the system shutdown. After the system is
loaded and operational, it loads the appropriate user interface (or similar input-output system) and
enables a user-system interaction interface. The next phase is the user-system interaction loop and
feedback loop, both of them are operating, and loading in parallel. Feedback and interaction can
consist of “n” number steps, which are determined by the user or/and by the system. At each
interaction cycle of the loop, the decision can be made to either move to the next step or get to the
initial system step, or completely shut down the system. The interaction loop stops when the user
decides to stop the interaction and the system saves its state and powers off. With this phase the
interaction loop is complete, and system is disabled or is operating in the background listening to new

input or internal event messages.

Table 3 — Interaction Process

No Interaction phase Systems Components Result
Actors Feedback
1 System boot Power controls Electricity Load the previous state
Direct Interaction Device Load new session
Authentication User Status indicator
2 Load UI GUI Electronic device Enable HCI process
Enable Interaction | Input/Output PC Hardware Controls -> On
functions Application Interface -> Render
Menu/Controls SDK/Libraries Direct/Indirect Ctrls
3..n | Interaction Loop Tasks User System Input Interpretation
General Functionality | Interface system User Task(s) Execution
Enhanced Input Ul
Menu and Navigation
3..n | Feedback Loop Enhanced Output System Event Manager User Feedback
Notification UI Manager System Task(s) Execution,
Event manager Data Manager Scheduling
n Decision making Action Evaluation Application Internal Application
System Planning User Data save/load
Task Manager Job Status Check
n+1 Shutdown System save state Electricity Save State
Power Controls Device Check Special Status
User Status Notification
Data Manager
System Event Manager

The more detailed presentation of phase number 3 can be viewed in Figure 4 — Interaction and
Feedback loops. Two actors interact with the systems during the loop — the user and the computational
(general) system. In the center of the diagram denoted by the yellow rectangles are major system
states. The interaction starts with the user action and the input information/task threads. Each new
action is recorded and currently being processed by the event queue and Event Manager systems.
While the user interacts and waits for the response, computational systems also engage in the
interaction process by firing appropriate response and communications messages. The interaction
process is part of larger server/client applications and database services (listed at the bottom section
of Figure 4).

Algorithm step-by-step for feedback loop design (Figure 4):

1. The user has a goal — and needs to complete the action;

2. System loads and provides appropriate interaction interface;

3. A user interacts with the Ul via micro-interactions, input action can be single or multiple;

4. Event Manager processes actions and makes a queue (in case of multiple user activities or
based on system requirements/architecture);
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5. System loads output — provides feedback based on User Action and Event Manger System
via Communication interface system depends on software and hardware architecture, as well as
specific application and embedded device software;

6. A user reviews feedback or receives notification from the list of output types, he chooses
whether to continue the micro-interaction or stop (or a system event can force a user to stop or
continue);

7. The system stops or moves into hibernation/standby modes.
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Figure 4 — User Interaction — Feedback Systems and States

Discussion. The modern user interface is a very multilayered and complex system. The user
interaction process is no longer limited to simple keyboard types or single-button interactions. There
are a great number of widely available interaction devices and output mediums, mobile phone screens,
VR glasses, gamepads, and game controllers, but the input-output system is not limited to just the
number of devices listed. The user interaction has many steps and stages to it the list of available
interaction activities is also great in number. As discussed, the human-computer interaction goes in
loops, feedback loops to be precise. The essence of the Human-Computer interaction process revolves
around tasks and activities started by the user and processed by the system. The context of use plays
an important role in the interaction cycle, as it provides experienced designers with awareness and
knowledge of the user, when and how the system will be used. The interaction process itself is made
of some steps, components, actors, and systems. Each application has its own interaction and
feedback loop. However, implementation can be done based on the system abstraction and certain
algorithms, such as feedback loop system and algorithm.
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CUCTEMHU KOPUCTYBAJIbHUIIBKOI B3AEMO/III TA 3BOPOTHOI'O 3B'SI3KY B
THTEP®ENCI KOPUCTYBAYA ITPU ITIPOEKTYBAHHI IIU®POBUX CUCTEM

Anomauin. Obracme «Bzaemodis nodunu i xomn'tomepay 6i0nogioae 3a 00CHONCEHHS HOBUX CNOCO0I8 [
B600CKOHANEHHST  ICHYIOUUX — MEXAMIK — «Kopucmyeéauy-komn'iomepy  (kopucmysau-npucmpoi). Ilpoyec  3aemo0ii
Kopucmysaua 3 Komn'romepom 6i00y8acmuvcs YukaiuHo, I 01 KOdcHoi Oii xopucmyeaua abo cepii Ol cucmemu
3abe3neuyioms 6i0N0GIOHUL 360pomHuUll 36'a30Kk. € bazamo uoamHux OOCTIOHUKIE Ma OOCTIOHUYLKUX poOim Y 2ay3i
HCI, oocrioacenv Ul ma inoicenepii 63aemooii. Hanbinow nowupeni po6omu ¢ oonacmi HCI, inmepgheiicy kopucmysaua
i 83aeMO0il yurie 360pomno2o 36'a3ky. Hessasicarouu na me, wjo obnacmo 0ocnioscens HCI ma 63aemodii ne € nosoio,
icHye bazamo cucmem ma MONCIUBOCMEN, KL 3ANUMUIUCS HegUSYeHUMU abo He ompumanu docmamiuvoi yeazu. Ceped
HUX cghepa yugposozo ousaiiny, sAKa 30cepeddicena HA KOMIIEKCHOMY HPOEKMYSAHHI CUCMeMU, W0 6KII0YAE
bazamopazose 00HOUACHE BUKOPUCTNAHHSA, B3AEMOOII0, CKAAOHI B83AEMOOII ma 380pOMHUL 38'I30K 3 KilbKOMA
npucmposmu. Cmamms npucesyena po3esidy aKkmyaibHux nuUmans wooo Cnocid 63aemooii TI0OUHU- KOPUCTYBayd 3
Komn'tomepuumu yugposumu cucmemamu. Y yewmpi 63aemooii 000amis, NpocpamHo2o 3abe3neyenHs i cucmem
3HAX00UMbCA N0OUHA — Kopucmysay. [lpuuuna, no axiu iHiyiloemves i IHCMATIOEMbCA NPoYec 83AEMO0IL, NOAA2AE 8
MOMY, WO KOPUCMY8AY Mae 0OHY abo KinbKa yinel, ikux i xoue oocsemu. Taxa 63aemoois 8i06y8acmubcs, sIK NPAulo,
uepes GIONOGIOHUL inmephetic, KUl Modice OYmu: MEXAHIUHUM, YUPDPOBUM, AHALO206UM, 3 CEHCOPHUM eKPAHOM MOUO.
Icnye kinbka munie Kopucmysauis, SIKi NPIMO YU ONOCEPEOKOBAHO GNAUSAIOMb HA YUK 83AEMOOLL, Kopucmysay abo
2paseyb 6e3nocepeonbo GNIUBAE HA CUCMEMU MA 83AEMOOIE 3 HUMU, MOOi K pewma KOMaHOU 3ayiKaeneHux cmopiu
8I0N06Ii0aE 3a SUPOOHUYMBO MA NIOMPUMKY PO320PHYmMOo20 dodamky/cucmemu. IlegHi 3a60anHs ma axmueHicmb
63a€MO0IT 6NIUBAIOMb HA Me, K KOPUCMYEay 6)y0e 63aEMO0ismu 3 OAHOK CUCMEMOT0, MONCYMb 000a8amu 000aAmKosi
obmedcenns ma obmedcenns. Jugepenyiayis muny KOpUCmysaua ma Memu GUKOPUCTNAHMS CUCEMU € JICUNMESO
BAICIUBOIO HA PAHHIX eMAnax npoeKmy8anHs CUCeMU, OCKIIbKU NeGHI 2aly3i ma npopeciini cepedosunya Haoaioms
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6EIUKO20 3HAYEHHST Memi KIHYe8020 KOPUCTY8aya md HOEmAanHoMy NOMOKY 63AEMOOI] KOPUCmy8aya 3 CUCMEMOIO.
Buympiwnio komynixayito ma 102iKy o6poOKu cucmem MONICHA po30umu Ha 08i YACMUHU — Cepeicl, OPIEHMOBAHI HA
Kopucmysaua, ma Mooyl 6HYMPIWHIX CIysHcO 00pobru cucmemu. s KiHyesoeo Kopucmyeaua 6i0nogioHo20 000amkKy
abo cucmemu 8adCIUSUM € me, K came Oyoe pealizosanuil yeil npoyec 63aemodii. Tobmo, siki Oy0yms 0OCMYNHI OpearHu
Kepy6anHsl, Oii 01 83aEMO0II ma MeXanizMu 360POMHO20 363Ky 6i0 cucmemu 00 Kopucmysauda. Memoou 00CaioHceHHs
6a3ylombcs  HA  20JI06HUX  MEMOOONOIAX Ou3aulHy mad aHAli3y Yuppoeux npooyKmie 3 aKyeHmom Hd
KOPUCMYBATbHUYLKOMY 00C8I0I, OOCHIONCEHHI GUMO2 KOPUCHYBAYI8, KOHMEKCHY GUKOPUCHAHHS 3ACMOCYHKY md
NPeOCmagientst Menio 63aeMo0il 3 yupposum cepgicom. Y cmammi npedcmasieno pe3yibmamu 0emaibHo20 ONUcy ma
MOOEMOBAHHS. 20I06HO20 NPOYeCy G3aeMOOIl KOPUCMY8aud i3 CUCMEMOI0 360POMHO20 36'3KY (YUKIIuHULL npoyec).
Bpaxosano konmexcm eukopucmanisi 3aCIMOCYHKY, 20I06HL 6AXNCAHHSL Ma YL KOPUCMY8aya npu 63aemMo0ii, a maKoic
munu 00CMYRHUX 8apianmie 63aemo0ii 3 inmepaxmugnoto cucmemoro. Ilpedcmasnenuil y pobomi cemu-KpoKosuii npoyec
KOPUCMYBATbHUYBKOI 83A€MOOII 8KTI0UAE 6 ceDe OYHKYIL, OaHi, npoepammi cucmemuy ma Mooy, 6i0n068iOHy apXimeKmypy
NPOSPAMHO20 MA ANAPAMHO20 3a0e3neyents ma Memoou 6Hympiunboi KOMYHIiKayii misic pynxyismu yuxny. Pospobieno
npoyec inmepakmugHoi 63a€mo0ii, AKULL ONUCYE NOBHULL YUK 810 NOYAMKY 00 3d8epuleHHst poOOmu Kopucmyesaya 3 6yob-
AKUM  YUPPOBUM, AHANO2068UM, OOUUCTIOBATLHUM — NPUCMPOEM, 000amKoM, cepgicom. Taxuii npoyec ModiCHA
BUKOPUCMOBYSAMU  OU3AUHEPAM, PO3POOHUKAM NPOSPAMHOL0 3A0E3NeYen s, MeXHiYHUX 3ac00i6 Ha emani NiAHYEAHHS
HOB01 iIHmepakmueHoi cucmemu abo YOOCKOHANEHHSL ICHYIOUOL.
Knrouosi cnosa: HCI, inmepgetic kopucmysaua, Komn'iomepHa iHiceHepis, NPpOeKmy8anHs, OU3aUH.
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IHTEJIEKTYAJIBHI CUCTEMMH PO3III3BHABAHHS KIBEP3AI'PO3, SIK CKJIA/IOBA
CUCTEM IH®OPMAIIMHOI BE3NEKH HA TPAHCITIOPTI

Anomauin. Tpancnopmua eanyss, 30Kkpema U 3anizwuunuti mpaucnopm (3T) 6ce 6Ginvuie GuKopucmogye
KoM 'tomepu306ani cucmemu 0151 YpagiiHHaA, wo pooums 1020 8pasiusum 00 Kibepamax. /{ns zaxucmy ingpopmayitinoi
ma KibepHemuyHoi 6e3nexu Ha MpaHCcNOpmi CMAalomy GAJICTUGUMU THMENEKMYANbHi CUCHEMU PO3NI3HABAHHS 3A2PO03.
3abesneuenns xibepbesnexu 01 iHGOPMAYIIHUX cUCEM A A8MOMATNUZ08AHUX CUCTNEM KepPY8aANH HA MPAHCNOPMI €
BAMNCIUBUM 3A60AHHAM ONsl 3a0e3nevenHst HayioHanvrol besnexu Yxpainu. ILle 0oszsonsic 3anobiemu MONICIUSUM
Kibepamaram, 36epeemu KOH@IOeHYIUHICMb iHpopMmayil, 3a6e3neuumu HAOJIlIHY poOOmMy mMpaHcnOpmHOL cucmemu ma
30epeemu 6esneky epomaodsn. Pozsumox ma enpoeadicents egpexmusnux 3axo0is Kibepoesnexu € HeoOXIOHUMU KPOKaAMU
0 3a0e3neuenuss cmilkocmi i HAOIHOCMI MPAHCROPMHUX CUCeM Mma 30epediceHHsA HayloHATbHOT be3neku 8 Ykpaini.
Lls cmamms onucye memoo iHMeieKmyaibHo20 pO3NIZHAGAHHA 3a2p03 Osl IHGOpMayiliHux cucmem KepyBaHHs Ha
mparcnopmi (ha npukaadi 3aniznuynozo mparcnopmy - 3T). Memoo rpynmyembcsa Ha OUCKpemHux npoyedypax ma
BUKOPUCIMAHHI TO2TYHUX OYHKYIU MA HeYIMKUX MHOJNCUH.

Knrouoei cnosa: mpancnopm, agmomamu3oeani cucmemu KepyeamuHs, Kibepnemuuna 6e3nexa, po3nizHAGAHHA
3a2po3, IHMeNeKMYanbHi CUCIEMU.

Beryn. 3abe3nedenns kibepoesneku st iHpopmatiitnux cuctem (IC) Ta aBTOMaTH30BaHUX
cucteM kepyBaHHs (ACK) Ha TpaHcmopTi Mae BUpIlIaibHE 3HAUYEHHS B KOHTEKCTI 3a0e3leueHHs
HaI[lOHAJLHOT Oe3nekun YKpaiHu.

[To-nepire, TpaHCTIOPTHA CHUCTEMA € OJHIEID 3 HAWBAKIMBIMIUX 1HOPACTPYKTYPHUX chep y
KpaiHi. Bona 3a6e3neuye TpaHCOpTYBaHHs JIFOJIeH, BAHTaXIB Ta IHIIHUX PECYPCIB, 110 € HEOOX1THUMHU
JUIsL eKOHOMIYHOTO PO3BUTKY Ta (DYHKIIIOHYBaHHSI CYCIIIbCTBA. B pa3i mopyuieHHs kidepOe3neku B
TPAHCHOPTHUX CHCTEMaX MOXKYTh BUHMKHYTH CEPHO3HI HACIHiJKH, BKJIIOYAIOYHM aBapii, IepepBH y
pobotri Ta 30uTkHM. Taki MmMOAli MOXYTh TPHU3BECTH IO 3arpo3W IJIs TPOMAAChKOi O€3IeKH,
€KOHOMIYHUX 30MTKIB Ta HaBITh 3arpo3u sl KHUTTS 1 310poB'ss rpoMassH. [To-apyre, IC ta ACK
TPAHCIOPTOM BKJIIOYAIOTh B ce0€ 3HAUHY KITbKICTh KPUTHUHUX 1HPPACTPYKTypHUX 00'€KTIB, TAKUX
SIK MEPEeXi 3B'SI3KY, CHCTEMH JTUCIIETYEPH3AIlil, CHCTEeMH Oe3IeKH Ta KOHTPOIIO, CHCTEMH KepyBaHHS
pyxoM TpaHcnopTy Tomio. Lli cuctemu MICTATH BEMMKY KUTbKICTh KOH(iAEHLIHHOI iH(popMarlii,
BKJIIOUAIOYH JIaHI PO PyX TPAHCIOPTHUX 3ac001B, PO3KIIAIH, MaCaKUPChKY 1H(GOpMALliIO0 Ta 1HIIE.
HecankuioHOBaHUI OCTYN 70 IIMX CHCTEM MOKE MPU3BECTH 10 KPaaiXKU JaHUX, PO3KPHUTTS
KoH(piaeHIiiHOT 1HpopMalii abo HaBITH 3JIOBKMBAHHS BiIaA0r0. Taki cuTyalii MOXYTh MaTH
Cepio3HI HaCHiAKU JUIs Oe3MeKku KpaiHu Ta 3a0e3neueHHs HalioHanbHUX iHTepeciB. [lo-Tpere, y
3B'SI3KY 31 HIBUJKHUM PO3BUTKOM TEXHOJIOTIN Ta MOIIMpeHHsM [HTepHeTy pusuku Kibeparak Ha
TPAHCIOPTHI CUCTEMH 3POCTAIOTh. 3MTOBMUCHUKU MOKYTh BUKOPHUCTOBYBATH Pi3HI METOIH, TakKi SK
BTOPTHEHHS B MeEpexy, OGINMHT, BIPYyCH, IIKJIMBI TporpaMd Ta IHIN, JUIsI OTPUMAaHHS
HECAHKIIIOHOBAHOT'O JTOCTYITY /IO CUCTEM KepyBaHHS Ta 3aBHaHHs mIKoau. EdexTuBHe 3a0e3nedueHHs
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Ki0epOe3neKku BUMarae po3poOKU Ta BIPOBAPKEHHS CYyYacHUX 3aXOMIB 3aXHMCTy, MOHITOPUHTY Ta
BUSIBJIEHHS BTOPTHEHb, KOHTPOJIIO JIOCTYILY Ta HAaBYaHHS IEPCOHAITY 3 MUTaHb Ki0epOe3neKu.

Sanizanunuii Tpancnopt (3T) € oxHier0 3 HAWOUTBIT BOXKIMBUX 1HPPACTPYKTYPHUX Tally3ei
eKOHOMIKM YKpainu. Bin 3a6e3neuye 6e3nepeOiliHe epeBe3eHHs BAHTAXIB 1 aCaXHPIB, @ TAKOXK €
BOXJIUBUM (PAKTOPOM O€3IEKH JIep>KaBH.

VY cyyacHUX yMOBaX TPaHCIIOPT € BCE OLIBIT ypa3auBUM JI0 Kibeparak. Kibep3mouuHIll MOXKYTh
BUKOPHUCTOBYBaTH pi3HI METOIW Uil TOpPYIIEHHS pPOOOTH TPAHCIOPTHOI i1H(PPACTPYKTYpH,
Hanpukial, 100: BUKIMKATH 3aTPUMKHU a00 CKACOBYBaHHS PEHCIB; MOIIKOAUTH 00JaJHaHHS abo
1H(ppacTPyKTYypy; BUKpAIATH a00 MiIpoOIsITH BXIUBY 1H()OPMAIIi0; Ta iH.

MerTa ctatrTi oyisirae B aHajii3i Ta mopiBHAHHI 3ac00iB 17151 3axucTy IC Ta ACK TpaHcnopty Bif
Ki0epaTak, BAKOPHCTOBYIOYH KOMIUIEKCHI 3aX0/H, BKIIOUa0un: (Pi3udHUi 3aXUCT iHQPaCcTpyKTypH;
3aMpOBa/KEHHS CTAHIAPTIB 1 Ipolexyp O0e3MeKu; MiABUIECHHS KBaTi(iKallii mepcoHany.

Pe3yabTaTH JociaigikeHHsi Ta iX O0OroBopeHHs. Y CTarTi 3allpONOHOBAHUN METOJ
IHTENEKTYalbHOTO pO3Mi3HABaHHsS 3arpo3, sKUi 0a3yeTbCs Ha AMCKPETHHUX IHpoLeaypax Ta
BUKOPUCTAHHI JIOTTYHUX (YHKIIA Ta HEYITKUX MHOKMHAX, NMPOIOHYETHCS 3 METOIO ITiBUIICHHS
e(EeKTUBHOCTI PO3II3HABaHHS 3arpo3 Ul aBTOMAaTH30BAaHMX CHUCTEM KEpyBaHHs Ha TPAHCIOPTI,
HaNpPUKIIa, 3aJ1I3HIYHOMY, aBTOMOOUIBHOMY Ta iH.

Opuum 13 kmouoBux enemeHTiB 3axucty IC ta ACK Big kibepaTak € BHUKOPHUCTAHHS
IHTENEKTyaIbHUX CUCTEM KiOepOe3neKu.

InTenextyanbHi cucteMu KibepOe3neku BUKOPUCTOBYIOTH IITy4yHui iHTenekT (LHI) nmms
BUSIBJICHHS 1 pearyBaHHs Ha KiOepartaku. BoHW Bigpi3HSIOTBCSA BiJ 3BUYAHHUX CHUCTEM 3aXUCTY
iH(popMallii HACTYITHUMHU OCOOTUBOCTSIMHU:

- IHTEJNEeKTyalbHI CUCTEeMH KiOepOe3neku MOXyTh BUSBIATH KibepaTaku HabaraTo IIBHILIE,
HIX 3BHUaiiHi cuctemu. Lle 703BoIIsIe€ MBUIKO pearyBaTi Ha aTaKH Ta 3al00IrTH 1X MOMIMPEHHIO.

- IHTENeKTyalbHI CUCTEMHU KiOepOe3neKHu MOXKYTh BHSBIATH KiOepaTaku 3 OLIbII BHCOKOIO
TOYHICTIO, HIX 3BHYaiiHI cuctemu. lle 103BoJisie yHUKATH TOMUJIIKOBUX CIpPAIlbOBYBaHb 1 HE
OJI0KyBaTH 3aKOHHUH Tpadik.

- IHTEeJIEKTyaIbH1 CUCTEMU KiOepOe3nekn MOKyTh aJanTyBaTHUCs A0 HOBHX 3arpo3 1 arak. Lle
703BOJIsE 3a0e3mneuyBaTd e€()EeKTHBHUN 3aXUCT 3ali3HUYHOTO TPAHCIOPTY B yMOBax HOCTIIHO
MIHJIUBHUX KiOep3arpos.

KpiMm 3a3HaueHMX mepeBar, BHUKOPHUCTaHHsS IHTENEKTyaJlbHUX CHUCTeM KiOepOe3mekH,
Harnpukiaj, Ha 3T TpaHCTOPTI MOXKE TaKOK MaTHU HACTYITHI TO3UTHUBHI HACIIIIKH:

3HWKEHHS BUTpaT Ha KiOepOesneky. IHTenekTyanbHI cHCTeMH KiOepOe3nekd MOXKYyThb
JIOTIOMOTTH ONTHUMI3yBaTH BUTPATU HA KiOepOe3MneKy, OCKIIbKM BOHU JO3BOJIIOTh aBTOMATHU3YBAaTH
JesiKi 3aB/IaHHS Ta MiABUIUTH €EKTUBHICTH pOOOTH MEPCOHATY.

[TokpamienHss iMIKy Komnalii. BrpoBagkeHHs IHTENEKTyaJlbHUX cuUcTeM KiOepOe3mneku
CBIIYUTH MPO T€, 10 KOMIIAHIs MIKJIy€eThCS PO O0e3NeKy cBOIX cucTeM 1 AaHuX. Lle Moxe MO3UTUBHO
BIUIMHYTHU Ha IM1/IK KOMIaHI1 1 i KOHKYpEeHTOCITPOMOKHICTb.

3 posButkoM iHpopmariiiaux TexHosoriit (IT) 3T craB Bce OuTbII 3anexHUM Big HUX. Lle
MIPU3BEJIO 0 3pOCTaHHs aKTyallbHOCTI pobiemu iHpopmaniiinoi 6esneku (Ib) 3T, sixa € cknanoBoro
nepxaBHoi 6e3nekn Ykpainu. Ib 3T monsrae B 3a0e3nedeHHi CXOpPOHHOCTI, KOH(IIEHIIIIHOCTI Ta
nuTicHOCTI iHQopMarlii, sika BHUKOPHCTOBYETHCA Ha 3ai3HHYHOMY TPAHCIOPTI. YPaxoBYIOUH
PI3HOMaHITHICTh MOTEHLIHHUX 3arpo3 y KiOepmpocTopi, CKIAJHICTh iX CTPYKTYpH Ta (YHKIIH, a
TaKOXX y4acTh JItOJIeH B TexHonoriyHux mnporecax Ha 3T, 3abe3neuenns Ib 3T, 3oxkpema ACK 3T,
BUMarae cTBOpeHHs KoMiuiekcHux cucteMm 3axucty (KC3I). KC3I nmoBuHHI MICTUTH 3aXO0.w,
cupsimoBani Ha 3axucT IC tTa ACK 3T Bif ycix BUIIIB pelieBaHTHUX KiOep3arpos.

[Tpo6nemu kibepoesnexku B IC ta ACK 3T maroTh BakuBe 3HA4YCHHs 3 KIUIBKOX IMPHYUH,
30KpeMa:

1) Bpa3zaugicms 0o xibepamaxk. 1C Ta ACK MOXXyTb CTaTu 00'€KTOM aTak uepe3 MiAKII0OUeHHS
JI0 MEpeX, BUKOPHUCTAHHS 3acTapiIuX MPOTPaMHUX 3ac00IB a00 Bpa3IMBOCTEH y MEPEKEBHUX
MIPOTOKOJIAX.
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2) Ingpacmpyxkmypua 6paznugicme. 30inpmieHHs aBroMatu3zanii Ha 3T mpusBoauTH 10
OLTBIIIOT BPA3JIMBOCTI MEPEXK 1 CHCTEM JI0 aTaK Ta 30UIbIITY€E PU3HK OPYIICHHS HOPMAJIbHOT POOOTH.

Jnst Ykpainu nutaHHs 3axucTy iHpopmarii Ta 3a0e3nedeHHs iHpopmariitHoi (kibepHeTHIHOT)
oesmnexu (mani Ib) st IC Ta ACK 3T MaroTh ocoOnuBe 3Ha4eHHs. [I[puunHa 1bOTO MOJIsTae B TOMY,
mo YKpaiHa € BEJIHMKOI KpaiHOI 3 TEONOJITHYHO BAKJIMBHM pO3TallyBaHHsAM.. Ilpuknaan
HECaHKI[IOHOBAaHOTO BTPY4YaHHS 3J10BMUCHUKIB (XakepiB) B podoty IC Ta ACK 3T Oyno HaBeneHo y
po6orax [1, 2, 3]. Pa3om i3 TuM, 3aBIaHHsA BuU3HauyeHHs pusukiB kibeparak Ha IC ta ACK 3T,
HQJICKHUM YMHOM HE pO3MIAJAEThCA Ta, Y HaAHKpalloMy BUIAJIKy, MIJIMIHIOETbCS Ha eTami
npoektyBanHs C31 sKiCHUM aHaIi30M HaAIMHOCTI CUCTEMH 1 MOKJIMBUX HACIIKIB IPOHUKHEHHS 10
Hei [3].

3axuct Bix kibep3arpos Ta kibepaTtak aTak 3sudaiiHux iHpopmarniitnux cucrem (IC) na 3T gemro
Bipi3HsAeThCs Bix 3axucty Big ACK 3T.

3Buuaiini IC Ha 3T BUKOPUCTOBYIOTHCS /JIsl BAKOHAHHS PI3HUX 3aBAaHb, TAKUX SK YIPABIIHHS
¢diHaHCaMu, MEPCOHAIOM, JIOTICTMKOIO Ta MapKeTUHroM. BoHu, sK mnpaBuio, MamTh MEHIILY
KPUTHYHICTB 1151 Oe3neku pyxy noi3ais, Hix ACK 3T.

ABromatuzoBani cucremu kepyBaHHA (ACK) na 3T BUKOPHCTOBYIOTHCS AJISl YIpaBIiHHS
PYXOM TOi3]1iB, 3aII3HHYHOIO 1HPACTPYKTYPOIO Ta IHITUMH KPUTHUYHUMH cUCTeMaMu. BoHU MaroTh
BUCOKH piBEHb KPUTUYHOCTI JJIs1 O€3MEKU pyXy MOi3/1B, TOMY JIO0 IXHBOT'O 3aXHCTY MPE IBISIFOTCS
0COOJIMB1 BUMOTH.

OcHOBHI BiIMIHHOCTI MiXk 3aXHUCTOM BiJl Kibep3arpo3 Ta kibepatak IC na 3T Ta 3axuctom ACK
3Te:

Kputnunicts. ACK 3T maroTh BUIIMI piBE€Hb KPUTUYHOCTI Uil O€3MEeKH PyXy MOI3MiB, HIXK
3pryaiiHi IC. Tomy 10 IXHBOTO 3aXHCTy PE SIBIAIOTHCS 0COOIMBI BUMOTH.

Bronus Ha Gesneky pyxy moizniB. Kibepsarposu ta kibepataku, cupsimoBani Ha ACK 3T,
MOKYTh MPHU3BECTH L0 HAWMEHII O CEpHO3HUX MOPYIIEHb Oe3neku pyxy moizaiB. Tomy 3axuct
ACK 3T Bin kiGep3arpo3 Ta kibepaTak € )KUTTEBO BaXIUBUM Jyist 3a0e3neueHHs 6e3nexku 3T.

Cxunagnicts. ACK 3T, sik mpaBuiio, MatoTh OLJIbII CKJIA/IHY apXITeKTypy, HIk 3Bu4aiiHi IC.
ToMy ixHiii 3aXUCT BUMarae OiTBIINX PECYPCIB.

st IC ta ACK 3T xapaktepHUMHU € HACTYIIHI BUIU €JIEMEHTIB: OOPTOBI 3ac00M (HATTPUKIAI;
€JIEKTPOHHI JATYMKH, sIKI BUMIPIOIOTH pi3HI (I3UUHI BEIMUYUHM; KaMepH, sKi 3a0e3nedyroTh
B1JICOCTIOCTEPEKEHHSI 32 HABKOJMIIHIM CEpPEAOBHUIIEM; 3aco0u oO0poOku iHdOpMaIllii; cucreMu
KOMIT'FOTEPHOT'0 30pY, sIKi BUKOPUCTOBYIOTb JUIsl OOpPOOKH JJaHUX, OTPUMAHUX BiJieOKaMep; CUCTEMHU
po3nizHaBaHHA 00pa3iB, K1 BAKOPUCTOBYIOTH JJIsl pO3Ii3HABaHHs 00'€KTIB Ha 3aJII3HUYHOMY IIIJISXY;
CHCTEMH pajlio3B'sA3KY, sIKi BAKOPHCTOBYIOTHCS JIUIsl 0OOMiHY 1H(OpMaIIi€r0 MK PyXOMHUM CKJIaJI0M Ta
IHIIMMH 00'€eKTaMM Ha 3a113HUYHOMY IIIJISXY; Ta 1H.); 3aCO0H, IO BCTAHOBIIOIOTHCS Ha CTalllOHAPHI
o0'extn iH(ppacTpykTtypu 3T (Hampukian, cucTeMu: aBTOOJIOKYBAaHHS, CUTHai3amii Ta iH.);
JUCTAHLIMHO KepoBaHI BUKOHABYl Ta 1HJAMKALIMHI MPUCTPOi (HANMPHUKIAL, CUCTEMH: YIPABIIIHHA
rajJbMyBaHHSIM; YIPaBJIiHHS JBEpUMa; YIPABIIHHSA OCBITICHHSAM Ta iH.); CEpPBEPH VIS ONPAIIOBAHHS
Ta 30epiranns iHpopmaniitHux macusiB (IM); cuTyaliiiHi HEHTPH, TUCIIETYEPChKI LIECHTPH KEPYBAHHS
3T; 3acobu 3abe3mneueHHs Pi3HOMaHITHOTO 3B'SI3KY; iH(OpMaliiiHO-TeIeKOMYHIKalliiHI CUCTEMH Ta
1H.

HenoBnota indopmartii npo 3arposu Ib mast ACK 3T moxe nposiBIsSTHCS IBOMa CIIOCOOaMH.
[To-nepiie, Mu MOXKEMO HE MaTH MOBHOI 1H(POpMAIIl PO CTPYKTYpy 00'ekTa KibepaTaku, HaBITh Ha
6a3oBoMy piBHI. OcoOIMBO AKIIO LIel 00’€KT Mae CKIAAHY apxiTekrypy. [lo-apyre, Mu MoxkeMo He
OyTH B 3M031 TIOBHICTIO CIIOCTEpIraTH 3a 00'€KTOM KibepaTaku i po3mi3HaBaTH BCi Kibep3arpos3u Ta
aTakH, SKi BIH MOXe 3a3HaTH.

s no6ynosu epexkruBHoi C31 ACK 3T, BuOopy Ta BIpOBaI>KEHHIO a/IeKBaTHUX TEXHIYHUX
3aco0iB KibepOe3neKy MOBUHEH MepeayBaTH OIKC, aHali3 1 MOJIENIOBAHHS 3arpo3 i ypa3inuBOCTen
ACK 3T. Takox moTpiOeH perenbHui po3paxyHok ¥ aHam3 pusukiB Ib mmas ACK 3T. Orxe,
OYEBHJIHUM € Te, 110 CII0YaTKy KOXHA 3arpo3a MOBUHHA OyTH BIi3HAHA i ieHTH(IKOBaHA.

CyuacHi cuctemMu BUSBIICHHS Ta poTuaii kibeparakam (CBAII) Ha 3ami3HUYHOMY TPaHCIIOPTI
y kpainax €C, CIIA, Snonii, ITiBnenHoi Kopei BUKOpUCTOBYIOTh METO/IH, K1 € e(hEeKTUBHIUMH JIUIIIE
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B TOMY BHUIAJKy, SKIIO BioMo, siKi Kibeparaku abo 3arpo3u Ib moxyTe OyTu peami3oBaHi
3JI0BMUCHUKAMH.

Came ToMy, HOBI JOCIIJDKCHHS, MOB'S3aHI 3 METOJAMH IHTENIEKTYaJbHOTO PO3Ii3HABAHHS
3arpo3, MarTh BHpimaiabHe 3HaueHHs i 3abe3nedeHHs Ib B IC a6o ACK 3T. Ile, 30kpema
00yMOBJIEHO MOKJIMBOCTSIMU 320€3EUUTH:

Peaxmuenuii ma npoenocmuunuii  nioxio. MeTonu 1HTENEKTYaJbHOIO PO3II3HABaHHS
J03BOJISIFOTH HE JIMIIIE pearyBaTH Ha BXKE BiZIOMI 3arpo3H, aje i MporHo3yBaTH HOBI aTaky Ha OCHOBI
aHai3y TMONEpeIHIX Mojene ab0 aHOMaJbHUX BIIXWJICHB, 110 MMiJBHINYE piBeHb 3axucTy IC abo
ACK 3T;

Busenenns nosux 3a2po3. 3acTocyBaHHsI IHTEIEKTYaJIbHOTO PO3Ii3HABAHHS JO3BOJISIE BUSBIIATH
HaBiTh paHille HeBioMi aTaku, 3arpo3u abo anomanii B moeainui IC abo ACK 3T, mo BaxiunBo st
3aro0IraHHs IXHbOTO PO3BUTKY Ta MOLIMPEHHS;

Aemomamuzayis ananizy eeauxux oocsaeié oanux. MeToau 1HTENEKTYaIbHOTO PO3IMi3HABAHHS
J03BOJISIIOTh €PEKTUBHO OOPOOJISITH Ta aHANMI3yBaTH BEJMKI 00cary iHGopMallii, Mo BaKIUBO IJIS
BYACHOTO BUSIBIICHHS aHOMaTiii Ta 3arpo3 as IC abo ACK 3T;

Iiosuwenna weuokocmi peacysanHs. 3aBASKU aBTOMATH3allil MpoLECy aHalizy Ta
pO3Mi3HaBaHHs, MOXJIMBO IIBUIIE PEaryBaTH HA MOTEHIIIHI 3arpo3H Ta BYACHO MPHUIMATH 3aX01
1010 1X 3amo0iraHHs Yu MiHiMi3allii BIUIMBY;

Aoanmayist 0o 3min y 3aeposax Ih. MeTon HTENIEKTYaIbHOTO PO3Mi3HABaHHS JT03BOJISIFOTE [C
a06o ACK 3T apmantyBaTHcs 10 HOBMX BMJIIB aTak Ta 3arpo3, Ta 3MIHIOBAaTH CTpaTerii 3aXUCTy B
pearbHOMY Yaci.

Ominka MOXIMBOCTI peami3anii koHkperHoi 3arpo3u mig Ib IC a6o ACK 3T 3anexuTts Bin
OaraThox (hakTopiB. 3arpo3a, Ka MOXKE 3aBJIaTH IKO/IHU, € TOTEHIIHHO HeOE3MeUHO0 1 TOMY MOBUHHA
Oytu orinena. Ominka 3arposu uist IC Ta/abo ACK 3T nependadae popmyBaHHS MOJIEII 3arpo3, sSKa
OIUCY€ TIOTEHIIHHI CIIOCOOM peatizallii 3arpo3u Ta ii HacJIiIKu.

Memoou ma moodeni. Hux4ie 3ynuHUMOCS Ha 3arpornoHoBaHoMy y [1, 2, 3] Meroai 1 Mojeni
IHTENeKTyalbHOT0 po3mizHaBaHHs 3arpo3 i Oesneku IC ta ACK 3T, 3acHoBaHMX Ha 1moOy10Bi
MOKPUTTIB KiaciB 3arpo3 Ib.

Hexaii icHye psin 3arpo3 o0'exty iHdopmariitHoi 6e3nexu (OIb y namomy Bunanky ACK 3T)
(3aranipHa Kimacudikarlis 3arpo3 HaBeneHa y [1]). PiBens 3arpo3u mns ACK 3T 3anexuTs Bij TOTO,
HACKUIbKH cUcTeMa 3axulieHa. PakTopH, siki MOXKYTh Ipu3BecTH 10 nopyueHHs 6e3nekun ACK 3T —
e ¢akropu pusuky. daktopu, ki crnpustoTh nigBuieHH0 6e3neku ACK 3T, Oynemo HazuBatu
(bakTopamMu 3aXHMIEHOCTI.

Sk Oyno mokazaHo B poOotax [2, 3] amapaT HEUITKOi JIOTIKH BUSBIISETHCS MEPCHEKTUBHUM
HanpsMOM JUIsl CTBOPEHHSI CUCTEM IHTEJEeKTyalbHOro posmizHaBaHHs 3arpo3 Ib IC a6o ACK 3T.
[{pomy cnpusitoTh HacTymH1 paktopu [2, 3]:

Pobacmuicmv 0o nesusnauenocmi. HediTka 5orika J03BOJIS€ BpaxOBYBaTH Ta OOpOOIJIATH
HEYiTK1 a00 HEBM3HAUCHI JIaH], IO IO3BOJISE aHAII3yBaTH Ta PO3Ii3HABATA AHOMAJIbHI TATEPHH, KOJIHA
TOYHI 3HAYEHHS HEBIZOMI a00 HEOMHO3HAYHI;

Aoanmusnicms 00 3minHux ymoe. Cuctemu posmizHaBaHHA 3arpo3 Ib, mo OasyroTecs Ha
HEYITKI} JIOTiL, MOXKYTb JIETIIIE aJalTyBaTHCA A0 3MIHHMX YMOB POOOTH Ta HOBUX BUIB 3arpo3, 110
BaYJIMBO y KOHTEKCTI KibepOe3neku, Jie aTaku MOCTIHHO €BOTIOI[IOHYIOTb.

Menwa uymausicmv 0o wymy 6 oanux. HediTka Jiorika MoXe HpaioBaTH €()eKTUBHO MPHU
HasgBHOCTI IMmIymMy a00 HETOYHOCTEH Yy BXITHUX JaHHWX, IO JO03BOJISIE TOKPAIIATH TOYHICTH
po3Mmi3HaBaHHs 3arpo3 npu 00pob1i peansuux Aanux 3 IC abo ACK 3T.

BukopucranHs amapaTy HEYITKOi JIOTIKM BHMAara€ MaTeMaTHYHOTO MOJICITIOBAHHS HEYITKHX
MHOHH, PO3POOKH HEUITKUX MPaBUJ Ta aJTOPUTMIB, SIKI MOXKYTh OyTH BUKOPHUCTaHI JUIl aHAIII3Y
JAHUX Ta MPUIHSATTS PIIIEHb y CHUCTEMaX 1HTENEKTYaJIbHOTO PO3Mi3HaBaHHs 3arpo3. [l KoKHOTO 13
CHIBBiIHOILIEHb JiepeBa BHCHOBKY B [1] moOynoBaHi HewiTki 0a3u 3HaHb (AMB. Tabi. 1, mMOKa3aHO
yacTUHY Oa3u 3HaHb), SKI MPEACTABISIOTH CyKymHICTh HeuiTkux mnpaBui «AKHIO-TO/I», mo
BU3HAYAIOTh B3a€MO3B'SI30K MK BXITHHMH Ta BHXIZHOIO 3MIHHHMHM, OWB. Ta0I. 1. 3a HEUITKUMH
0a3zaMu 3HaHb CKJIAJICH1 JIOT14YHI PIBHSHHSA, JUB. TA0I. 2.
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Tabnuys 1 — @paemenm b6azu 3uams 01s posniznasanus 3aepos IB ons IC ma ACK 3T (06'ekmy
ingpopmayivinoi 6esnexu (OIB), ananociuno cknadaemovcs ons inwux IC na mpancnopmi)

Kaacu .
O3Haku YHuiBep- . T
3arpo3 ATpudyTH Tepmu 11s JiHrBicTHYHOI OLIHKH
1B {paxli SLy] paxn} cym
HE TIPEJICTABIISIE 3HAYHOI 3arpo3u
BigmoBa B |1 — CTtanmapTHI KOMIIOHEHTH st Ib ACK 3T (ue xputuanuit
1 . [051],
KL, |obciyroBy- |ACK 3T He QyHKIIIOHYIOT; v. 0 — HKD),
- BaHHI 2 —in npeILCTaBn%e 3HA4YHY 3arposy
: (KpUTHYHHHA — KD)
En) 1 — paxTraHI 03HAKH 3Hai/IeHi B paMKax MOHITOPUHTY
| = (HampuKIIad, TIosiBa Ib (BusBIICHI — B),
5 2 KL Bukpanenns |koHdinenmiitnoi inpopmarii |[0,1], HE TMOBHICTIO BUBYCHA (YaCTKOBO
Q- . . . .
=g 2 |kommnomnentis |y 3MI ); y. 0 He 3a(ikcoBaHi / HEBHUSIBIIEH] —
E s 2 — Heo0 €KTUBHI O3HAKH; YB),
? 5 3 —in He 3HalifieHi (HB)
.; -2 1 — dakTuyHi 03HAKK
= (Harmpukiaz, OyJio BUSBIICHO
£ [IpuBnacHeH- |cripoOn HECAHKITIOHOBAHOTO 3Hai/IeHi B paMKaxX MOHITOPUHTY
E KL HA nmoctymy 1o ACK 3T mig [0,1], Ib (B),
3 locobucrocTi |uykuM 06TiKOBEM y. 0 HE TMOBHICTIO BUBYCHI (UB),
3aIllCOM.); He 3Hai/ieHi (HB)
2 — HeoO’ €KTHBHI O3HAKH;
3—iH.
Inme .. ..

Cranu IC a60 ACK B koHTeKcTi 320e3nmeuennda 1B

S10 — HasiBHICTH 331.

S, — BcTaHoBJeHe 113 Ta OHOBNIEHHS 10 HBOTO;

S, —B ACK 3T npucyTHi MepexeBi cepBicy;

Sz — ACK 3T niarpumye Oarato3agauHicTb;

S, — MATPUMKA 0araTOKOPUCTYBAI[LKOTO PEKHUMY;
S5 — BCTAHOBJICH] IPUCTPOT BBEJICHHS / BUBOY;
S — HAasIBHICTD PUCTPOIB «raps4oi 3aMiHN;

S, — HasIBHICTH 30BHINTHIX KaHATIB 3B'SI3KY;

Sg — HAsIBHICTh CUCTEMH BiJICOCIIOCTEPEKEHHS, sika 3’eqHana 3 ACK 3T;
Sg — HAsIBHICTh CHCTEMH CYITYTHHKOBOI HaBirariii, sika 3’eqnana 3 ACK 3T;

MeTtoau npoTHii 3arpo3aM Ta aTakam

D12 —1H.

D, — ineHTU]IKAIA | ayTeHTH(IKAIIS;

D, — 610KyBaHHS! 0€3KOHTPOJIBHOTO AOCTYILY;

D3 — 3aXUCT BiJ] IIKIJJTMBOTO MPOTPAMHOTO 3a0€3TICUeHHS;
D, — KOHTPOJIIb IIJTICHOCTI IaHUX;

D5 — 3HUIIEHHS 3IMIIKOBUX JaHUX;

D¢ — 3axuct 13 Ta indopmaniiinnx macusiB IC ta ACK 3T Big nocmimkeHHs;
D, — pe3epByBanns iHpopmariii IC tTa ACK 3T;
Dg — BiiHOBJICHHS 1 caMoBiaHOBIeHHs KomnoneHTiB IC ta ACK 3T;
Do — niepeBipka cepTudikaTa Oe3meKu;
D, — 6nokyBanHA 3amycky [13;

D, — kpunrorpadiuHuil 3aXUCT;

| e |
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Tabnuys 2 — @paemenm 6a3u 3Hans y Ui NPasuL

IIpaBuia
PRI | IF(KLyV S8;V S;) THEN D, PRI0 IF (KLgV S;) THEN Dg
PR2 | IF (KL V S,V S;) THEN D, PRII IF (KLyg V S;) THEN D,
PR3 | IF(KL,V S,V S;) THEN D, PRI2 IF (KLi1 VS84V S;) THEN D,
PR4 | IF (KL3 V S,) THEN Dg PRI3 IF (KLy4 V Ss) THEN D,
PR5 | IF (KL4V S1) THEN D, PRI14 IF (KLi1 VS84V S;) THEN D,
PR6 | IF (KLs V S3) THEN Dy PRIS5 IF (KLsV S;) THEN D,
PR7 | IF (KLgV S1) THEN D5 PRI6 IF (KLsVKLgVKL{;VSsVSy)
THEN Dy
PRS | IF (KL, VS4VS5VSgVSy) PR17 IF(KL3;V KLgV KL,) THEN Dq
THEN Ds
PR9 | IF (KLg Vv S,) THEN D, PRIS...PRum | Inwi

SIKIIO ICTHHHICTH YMOBH JIOTIYHOTO PIBHSHHSA OUTbINA 32 HYJIb, TOAI MPABUIIO aKTHBYETHCS. B
0a3zax 3HaHb 715 00'€JHAHHS YMOB B MPaBUJIaX BUKOPUCTOBYIOTHCS HEUITKI JIOT1YHI onepallii, Taki sk
HEYiTKa KOH'FOHKIIS, HSUITKA JWU3'FOHKIIISA, HeUiTKA BIIMOBA Ta 1HIIII.

3anponoHOBaHO METOJ, J03Bojsie (OpPMYBAaTH BHpIIIAJIbHI MNpaBUia I JUCKPETHUX
MpoIeAyp po3Mmi3HaBaHHs 3arpo3, Ha npukiaai, ACK 3T. Meton 6a3yeThcst Ha aHami31 KpUTUIHOCTI
okpemux enemeHTiB ACK 3T.

CyTh MeTOIly TIOJISITa€ Y BU3HAUEHHI KOH IOHKIIIN 3a MOKPUTTSAM KjaciB 3arpo3 Ib, Ta skumii
BIJIPI3HAETHCS BiJl HAABHUX METOJIB 3aCTOCYBAaHHSIM JUCKPETHHX MPOLEAYp i3 BUKOPUCTAHHSAM
amapary JIOTIYHUX (DyHKIII# Ta HeUITKUX MHOKUH o3HaK atak Ha ACK 3T, 1o 103Boisie CTBOpIOBAaTH
e(eKTHBHI MPOrpaMHi, aHATITHYHI Ta CXEMOTEXHIYHI PILIEHHS U CUCTEM KiOepHETUYHOI Oe3neKu
ACK 3T.

Takox 3anpomoHOBaHO MeToJ ()OPMYBAHHS BHPIMIANBHOTO TMpaBWiIa I JUCKPETHHX
npouenyp posmnizHaBanHs 3arpo3 Ib ACK 3T, axuil 6a3yerbcs Ha npoueaypl aHaimizy KpUTUYHOCTI
okpemux enemeHTiB ACK 3T, ta Ha BiAMIHY Bijl HasBHHX, 3a0e3Meuye MOXKIUBICTb BUKOHYBATH
IHTEJIEKTyalbHE PpO3Mi3HABaHHS 3arpo3d 3 MIHIMAJIbHOIO KUIBKICTIO TMOMHJIOK Ta ypaxOBYBaTH
HETHUTIOBI O3HAKH KibepaTak.

BucHoBkn i mnepcnexktuBM bBynp sKkuil TpaHCHOPT, BUKOPHUCTOBYE 3HAUHY KUIBKICTh
KOMIT'IOTEPU30BAHUX CHUCTEM JUIsl YIIPABIiHHSA, IO POOUTH MOTO ypa3iuMBUM Iepes KibepaTakaMmu.
[HTenexTyanbHl CHCTEMH MOXYTh MOHITOPUTH Ta BHSBISTH TOTEHIIMHI 3arpo3u Oesmeri
aBTOMAaTH30BaHUX CHCTEM KepyBaHHS Ha TpaHcnopTi. Y cdepi kiGepunetnunoi Oesnexku (Kb),
IHTEJIEeKTyalIbHI CUCTEMHU PO3ITI3HABaHHS 3arp03 CTalOTh KJIIOYOBUM eJIeMeHTOM 3axucty. Lli cuctemu
JI03BOJISIFOTh ABTOMATHYHO BHUSBJISTH aHOMAJIbHY MOBEIIHKY Ta MOTEHLINHHI 3aTpo3U B Mepexax Ta
aBTOMATH30BaHUX CHUCTEMaxX KepyBaHHS Ha TPAHCIOPTi, CIPHUSIOYM MIBHIKOMY pEaryBaHHIO Ta
3armo0iraHHI0O  MOXJIMBUM — aTakaM. 3alpollOHOBAaHMM Yy CTaTTi METOJ IHTEJNEKTyalbHOIro
pO3Mi3HAaBaHHA 3arpo3, KUl 0a3yeTbhCsl Ha TUCKPETHHUX MPOIEAYypax Ta BHUKOPHUCTAHHI JIOTTYHUX
GyHKLIH Ta HEUYITKUX MHOXHMHAX, TPOMOHYETbCA 3 METOK MiJBUILNEHHS e(EeKTUBHOCTI
pO3Mi3HABAHHA 3arpo3 JJIs aBTOMAaTH30BAaHMX CHUCTEM KEpyBaHHS Ha TPAHCIOPTI, HAMPUKIAJ,
3aJI3HUYHOMY, aBTOMOOIJILHOMY Ta iH.
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INTELLIGENT CYBER THREATS RECOGNITION SYSTEMS AS A COMPONENT OF
THE INFORMATION SECURITY SYSTEM IN TRANSPORT

Abstract. The transport industry, in particular the railway transport (RT), is increasingly using computerized
systems for management, which makes it vulnerable to cyber attacks. Intelligent threat recognition systems are becoming
important for the protection of information and cyber security in transport. Ensuring cyber security for information
systems and automated control systems in transport is an important task for ensuring the national security of Ukraine.
This makes it possible to prevent possible cyber attacks, preserve the confidentiality of information, ensure the reliable
operation of the transport system and preserve the safety of citizens. The development and implementation of effective
cyber security measures are necessary steps to ensure the stability and reliability of transport systems and the
preservation of national security in Ukraine. This article describes the method of intelligent recognition of threats for
information systems of transport management (on the example of railway transport — TZ). The method is based on discrete
procedures and the use of logical functions and fuzzy sets.
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AJITOPUTMHU PO3POBKU BA3U 3HAHDB /UIS1 BIOCKOHAJIEHHA CUCTEM
NIITPUMKHU NPUAHATTA PIIIEHD ITPU BUPIIIEHHI ITPOBJIEM KIBEPBE3NEKH

Anomauin. Y cmammi npedcmasieHo po3pooxy Mooyivhoi cucmemu niompumxu nputinamms piwens (CIIIIP)
0151 Kibepbesnexu, CnpamMosany Ha NiOSUWEHHS 3aXULEeHOCME KPUMU4Ho saxcausux komn'romepuux cucmem (KBKC). B
OCHOBI cucmemu Jiexicums Mooensb niocucmemu Heuimrkozo 8usody (HeuB), axa, suxopucmogyiouu oaui 3 0amyuxie ma
cucmem SIEM, 30amua eusgisimu 03HAKU 3A2p03, AHOMAII MAd aAmMaxk wisxom gasudixayii 6xXiOHux 3HauyeHs.
Pospobnenuii ancopumm popmysanns 6azu 3Hanb npo Munogi ma asapiuui cumyayii 003801s€ cucmemi He MINbKU
egpexmusHo peazysamu Ha 8i00MI 3a2po3u, aie il ananizyeamu Henepedbayyeawni cumyayii. 3acmocyeants mooyns HeuB
dae 3moey cmeopumu bazamonapamempuunuii oopasz ypasmusocmi KBKC, wo 3abe3neyye 0inbus KOMNIEKCHY Ma Mo4Hy
OYIHKY IX 3aXULeHOCHI.

Knruosi cnosa: kpumuuno easicnusi komn'romepni cucmemu, Kibepbesnexa, cucmema niOMpUMKYU NPUUHAMMSL
piuwens, bacamonapamempuunuil "oopaz”, oyinka 3axuuieHocmi.

Beryn. V npoueci ekcrutyaranii KpuTHYHO BaxuBux KoM ' torepHux cucteMm (KBKC) ogaum
13 IPIOPUTETHUX 3aB/IaHb OMPAIIOBAHHS JAaHUX, 10 HAJXOAATH BiJl PI3HUX MPHUCTPOIB, SIKi BXOJATH
710 CTPYKTYpPH KOMITJIEKCHUX cucTeM 3axucty iHpopmanii (mami — KC3I, quis sxux MaeThes Ha yBasi,
nepul 3a Bce, anapaTHO-MPOrpaMHi CKJIAZOBi), € OTPUMAaHHs BiJOMOCTEH MPO CTaH KOMIIOHEHTIB
3axucty. EdexTuBHiCTh 1 O€3MOMUJIKOBICTH MiJi Yac OMNEPATUBHOIO OLIHIOBAaHHS CTYIIEHS
zaxumeHocTi KC3I Mmoxke ycknaHUTHUCS Yepe3 BIUIMB HaBeeHUX Hipkde dakTopis. [lepumii — nai,
10 HaaXoaATh (Bix AaTunkiB SIEM, MynbTHareHTHUX CHCTEM, CEHCOPIB, 110 BU3HAYAIOTH HAsIBHICTD
3arpo3, kibeparak, aHomaiiil, gani 3ampoBaKeHO abpeBiaTypy naTdukoBi migcucremu — Jlatll),
MOKYTb OyTH PI3HUMH 3a CBOIMM NapaMeTpaMu. Jpyruii — y npoueci OTpMMaHHS JaHUX MOKIMBHUN
BIUIMB 30BHIIIHIX BIUIMBIB, 1[0 BIUIMBAIOTh HA aBTEHTUYHICTh XapaKTEPHUCTHUK, IO BiICTEKYIOThCS.
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Kasatkin D., Voloshyn S., Gusev B., Matiievskyi V.

Tpere — peakuis Ha AECTPYKTUBHI BTpY4YaHHS OOMEXEHI YacCOBUMH paMKaMH, NPH LOMY
3QIMIIAETHCA MIHIMAIBHUNW 4Yac JJIA Pe3yJIbTATiB aHaiizy. UeTBepTe — MOXKIMBI CHUTYyaIlii, KOJIH
KoMmOiHaris ouiHoBanux napamerpiB y KBKC npusBogute 10 "HewiTKoCTi" mix 4ac yxBaJleHHS
pileHs 3 OmiHKK MoTo4yHuX craHiB 3axuieHocti KBKC (Ha BimMiHy Bia THMOBHX). 3 OrJIsAy Ha
nepepaxoBaHi NPUYMHHU, OINEPAaTHBHI Ta e(QEKTUBHI pIlIEHHS B NpPOIECI aHami3y CKJIaJIHUX
tapreroBanux kibepatak Ha KBKC 1 BiAmoBimHHMX mpoleayp yXBaJleHHS pIllIeHb, BHUMAararmTh
3aCTOCYBaHHS CHEIIAIbHUX aHAMITHYHUX cucTeM. L[iTkoM o4eBUAHO, M0 MOAI0OHI CHCTEMU MaroTh
OyTu 3acHOBaHI Ha cyuyacHux Meroaax aBTeHTHdikarii craniB KBKC i KC3I. Takox omiibHO
3aJyYUTH TOTEHINAN 1HTENEeKTyalli30BaHUX aJalNTHBHUX CHCTEM MiATPUMKH YXBAaJCHHS pillleHb
(CIIITP) y 3amavax kibepoOesneku (Kpb), a Takox 1 po3mizHaBaHHs 3arpo3, aHOMalliid Ta KidepaTak
[1].

VY mepion JTaBUHOMOIIOHOTO 3pOCTaHHS CKJIQJIHOCTI Ta KuTbkocTi kKibepatak Ha KBKC [2], i
3pOCTaHHS YHUCEILHOCTI MapamerpiB, mo Haaxoaarh Bix ceHcopHux Jarll KC3I, Bunukia
HeoOximHicTh BrpoBapkeHHd B cTpykrypu KC3I agantuBaux excneptuux (AEC) 1 CIIIIP. Lle
HEOOXiTHO [T KOMIUIEKCHOTO OaratokputepianbHoro anamnizy nanux Bin Jatll KC3I, sxi popmyroTs
nIani mis omiHroBanas 3axuiieHocti KBKC.

3ayBakuMo, 1110 OJHUM 13 Halpe3yJIbTaTUBHIMINX METOIB Y PO3B'sI3aHHI IbOTO KJIaCy 3aBIaHb
e Meron, mo nepeadadae moOyaoBy AEC i CIIIIP na 6a3i teopii Hewitkux MHOXuH (THM).
MoIIMBe TaKOX BUKOPHCTaHH anapaty Heditkoi soriku (HJI) [1, 3, 4].

Buxopuctanus AEC 1 CIIIIP 3naTHe MiHIMI3yBaTu BILTUB "NMIOJAChKOro (akTopa" Ha SIKICTh
NpUAHATHX pimeHb. KpiM Toro, 3pocTae MBUAKICTh yXBajeHHs pimeHHs. CKOpOUyIOThCS MOXKIUBI
CHUTYallli, TOB's3aH1 3 BIABOJIKaHHSAM IIEPCOHANY CITy:k0 iHpopMarliitHoi Oe3rneku Ha pyTUHHI pOOOTH.
Takox 3pemroro, CKOpOIy€eThCsl COOIBAPTICTD BOJIOIHHS MTOAIOHUMH KOMIUIEKCAMH.

Orusig JliTepaTypu Ta MOCTAHOBKA MPO0JeMH OCTaHHIMU POKAMHU YCKJIQHWINCS CLieHapii
peanizanii kibeparak [2, 5]. Dikcyerbes 3pocTaHHs KuibkocTi (pikcoBanux y KBKC anomaniii ta
IHIINX CTPOO HECAHKIIIOHOBAHOTO BTPYYaHHs B POOOTY CKIAQAHUX IUPPOBUX cUCTeM [2, 6]. Y nux
yMOBaxX BUHUK HalpSIMOK JOCIIKEHb 3 IHTEJIEKTyalli3allii Npoueayp MiATPUMKY HPUNRHATTS pilIeHb
y Ipolieci po3Mi3HaBaHHA 3arpo3, KibepaTak Ta aHOMallii. AHaJi3 HasBHOT'O CBITOBOIO JIOCBiNy [2,
4-8] miaTBEpAXKYE, 1110 eKCTEHCUBHUM MiAX1] 10 po3B'a3aHHs 3aBAaHb kibepoesneku KBKC komtom
HapOILlyBaHHA 3ac00iB 1 3aX0iB 13 3axucTy iHpopmarii (3]), yacTo He MPUBOAATE 10 OYIKYBAHOTO
pe3ynbTary. llepcieKTMBHUM HampsMKOM JOCHTIDKEHb CTald pPOOOTH, MPHCBSYEHI CTBOPEHHIO
IHTENeKTyali30BaHUX CUCTEM MIATpUMKHU yxBaneHHs pimeHs (CIITIP) [1, 4] ta ekcnepTHUX cucTeM
(EC) [3, 8] y 3amauax omiHIOBaHHS 3axuIeHOCTI 00'ekTiB iHGopmaTu3anii. L1 mociaimkeHHs e He
3aBEepIIICHI.

VY [1, 3, 4, 8] nmpoananizoBaHo gocBija ynposamkenHs komepuiaux CIITP ta EC ns 3amau
aHaJi3y 3arpos, aTak i aHoManii. 3a3Ha4eHo, 10 KOMEPIIiiHI CHCTEMHU MaloTh 3aKpUTHH XapakTep, 1
iX nmpuaOaHHA OKPEeMHMMM KOMIIaHISIMU ab0 OpraHi3alisiMU TOB'A3aHE 31 3HAUHUMHU (iHAHCOBHUMH
BUTpPATaMH.

Taxum unHOM, 3 OTJISAY Ha MOJNIEMIKY B poboTax [1, 2, 8], BuAaeTbcs peeBaHTHUM 3aBIaHHS 3
PO3pOo0JIeHHS HOBHX 1 BAOCKOHAJICHHS HassBHUX MoJeneil Ta anroputMis 11 agantuBHux CIIIIP, mo
3aJlisH1 B IpoIlecax OIpaloBaHHs JaHuX BiJ pisHomaHITHUX Jatll mincucrem kibepoesneku 1 (Kpb)
3axucry iHpopmanii (31) y KBKC.

MeTta nocaigeHHs: — PO3pOOUTH HOB1 00 BJOCKOHAIMTH HASBHI MOJIEII Ta aITOPUTMU IS
amantuBaux CIIIIP, mo 3anisHi B mporecax ananizy nanux Bix Jlatll migcucrem kibepOesneku Ta
3axucty iHpopmarii B KBKC.

VY pamKax CTarTi po3rJIsSTHYTO 3aBJaHHS 3 pO3pOOIEeHHS:

MOJ1yJIsl "HEYITKOTO JIOT1YHOT0 BUCHOBKY" 1151 ekcriepTHoro BuBueHHs Aanux Bin Jatll KBKC;

anropuTMmy, 1o ¢popmye 6a3y 3Hanb (b3) npo Tunosi Ta HenepenbauyBani cutyauii (HenC) y
KBKC (110 3a6e3neuye ekcriepTHuii aHami3 crymnens 3axumeHnocti KBKC).

Mopaesi Ta MeTOAM 3araibHa CTPYKTypa pO3poOIIOBAaHOI MOAYJIBHOI CHCTEMH IiITPUMKHU
yXBaJICHHS PIIICHb Y 33/1a4ax KiOepOe3neKkn HaBeIeHa Ha puc. 1.
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Pucynox 1 — 3acanona cmpykmypa mooynsHoi cucmemu niOmMpuMKy nPUtiHAMms piuleHsb
¥ 3a0auax Kibepoeznexu

Hosnauenns, nputinami na cxemi: 1 — IpUCTPiit BBeIeHHS; 2 — cepBep; 3 — MOIYJIb Bizyali3allil; 4 — MOIyJb
nedazudikamii; 5 — Mmoxyms dasudikamii; 6 (6x) — MOAYINI MACUCTEMH HEUiTKOro BuBeneHHS; 7 (7k) —
MIPUCTPOI BUBEICHHS, 8§ — MOAYJb BUBEACHHS pE3yNbTATIB aHANi3y Ta PEKOMEHIAIH MIOA0 BUXOIY 3
Herepen0dadyBaHUX CHTyallii; 9 — MOy MEPBHHHOTO OMpAIfOBaHHS iH(OpMAIlil, 10 HAAXOIAWThH Bix
JATYHKIB, MyJbTHATCHTHHX CUCTEM, CEHCOPIB, SIKIi BU3HAYAIOTh HASBHICTH 3arpo3, Kibeparak, anoMaii; 10
— MonyJb cepBepa 3 6azamu 3HaHb (B3); 11 — Moxysp aHai3y OCHOBHHMX NapaMmeTpiB (YyHKIIOHYBaHHS
KBKC 3 iHTerpoBaHoOI0 OLIIHKOO 3aXHIIEHOCTI; 12 — MOJyJ i criBpOOITHUKIB CITyK0 3axucTy iH(popMarii
ta kibep6e3nexun KBKC (3a kinbkictio miacuctem KBKC); 13 — HoBi npaBuiia (pekoMeHallil), SKi 101ai0Th
1o B3; 14 — pekoMenaariii 3 BUXoay 3 Hemepea0adyyBaHux cUTyaii, mos'szanux i3 Kpb KBKC.

Monyne HeuiTkoro joriunoro Busony (HJIB) Tta anropurmu, mo ¢opmyiors b3 Tumosux
(eranonHi) Ta Henepen6aueHux cutyauii st CIIP 3 ananizy 3axunienocti KBKC onucani auxkue.
Monyni HJIB npusnaueni st peanizamii cuctemMu HewiTkoro BuBony (HeuB) na puc. 1
no3HaueHi sk 6—6k. [ pyHTyrourch Ha nipaBuiax Heuitkoro BuBoay (HeuB), 3a BXiqHMMM 3HAYEHHSAME

Jatll {Rd (Ri,n,- (t)) , m (R,-}ni (t))} (i ZﬁcnIZI_N,) BU3HAYAIOTHCS BUXIIHI 3HAYCHHS

{Rae (R, @), m(Rdcl, )} (i=Tkn=TN;j = T.J).

IIpu 1pOMy BBaKaemo, L0 BXIJHI 3HA4YeHHS OYyJIM OTPHMaHI SIK pe3yJbTaT MPOLEAYypU
¢daudikarii y BIIIOBIAHOMY MOy (MO b 5, puc. 1). KoxHuil eneMeHT BUX1IHUX 3HaY€Hb, CBOEIO
4eproro, XxapakTepusye HasBHICTb (BiICYTHICTh) o3Haku HenC (mani BBeeHO mo3HaueHHs — EmS).
Toni KOHKpeTHY O3HaKy HemepeadadeHoi cuTyamii (j), HampukiIaA, 10 BUHHUKIA SIK HACIIIO0K
kibepataku Ha KBKC, MoxxHa onucary 3a 10MOMOT0I0 3MIHHUX, 1110 OMHMCaH1 HIXKYE.

BBoxsTeCs Takl 3MIHHI:

Md,-’/,,i(t) — XapaKTePUCTHKA JUCKPETHOTO CTaHy N;-T0 Param, Hanpukiaj, KUIbKICTh OalTIB

BIJI JDKEpena J0 aapecary, KUIbKICTh OalTiB BIMOBIII KIIEHTY, O3HAKH 3'€JHAHHS, KIIBKICTh "root"
JOCTYIIB, KUIBKICTb oOmepauiii CTBOpeHHS (aiiiB, KUIBKICTh 3alHMTIB Ha HAaJaHHSA OOOJOHKH,
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KUTBKICTh OTIepalliil Ha TOCTYII 10 KOHTpOJo (aitniB Ta iH. (mpuiiMaemo 3a KDD 99) [11, 12]. La
3MiHHA MOX€ HaOyBaTH OJTHOTO 3 HACTYITHUX 3HAYCHb, JIHB. PHC. 2:

«1» — BiZXUJICHHS BiJ HOPMH 3BEPXY;

«0» — TumoBa cutyartis (a6o Hopma);

«-1» — BIIXWJICHHS BiJl HOPMU 3HU3Y;

«2» — BIIXWUJICHHS BiJl HOPMH 3HU3Y a00 3BEpXY;

m (M d{ n,(t)) — eKCIepUMEHTaIbHA OIliIHKA CTYINEHS €KCIUTIKOBAHOCTI BIUIUBY #;-1 BETUYMHU
[aad

(mapametp — Param) (i) migcucremu KBKC Ha BunukHenHs j-i EmS (Hanpukiaa, aHoManii B
mepexi KBKC), y koxxHuit MoMenT vacy (t).
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Pucynok 2 — @opmyeanns sminnoi 015 Moy niocucmemu HeuimKo20 UGE0eHH:s.

Iosnauenns: "0" — Tunosa curyariis (a0o Hopma); "1" — BIIXUIICHHS Bill HOPMH 3BEPXY;
"-1" — BIAXWJICHHS BiJl HOpMH BHH3Y; "2" — BIIXWJICHHS Bil HOPMH BHH3Y a00 Bropi

[IpaBuna BusABIEHHS j-1 EMS MOXHa onvcaTy TAKUM YMHOM:
if RD(Ryy, () Vv Md], (t) =1 that is ()
31 CTyIIEHEM EKCIUTIKOBAHOCTI M (M dl] ni(t)); (1)
if RD(Ryn, () v Md], (t) = —1 that is (j)

31 CTYIIEHEM EKCIUTIKOBAHOCTI M (M dlj ni(t)); )

if (Rd(Rin () =1V Mal, (©) =—1) v(Mal, () = 2 that is ())

31 CTyIIEHEM EKCIUTIKOBAHOCTI M (M dl] ni(t)); (3)

Ha puc. 2 nokazaHo npukiang GopMyBaHHA 3MIHHMX JUIS MOAYJS MiJCUCTEMH HEYITKOTO
BuBeAeHHS i yac HanoBHeHHs b3 CIIIP nanumu moao tpadiky nporokony TCP (s koHKpeTHOT
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KBKC na npuxuazi araku TCP-flood). Ha rpadiky, mokazanomy JiHi€l0 i3 ABOMa IITPUXaMH, 3a/1aHO
(dakTU4YHE cepeaHe TOporoBe 3HaueHHs Tpadiky. Skmo mnpotsrom Big 30 cekyHn Oyne
3apeEcTpOBAHO BIIXWIIECHHS Bifg HOpMHu (depBona miHis), g0 b3 CIIIIP 3aHocHThCS BiANOBiIHA
iH(dopMartis, sKa omucye aHoMalilo abo 3arposy. SIKIo MpOTATOM 3aJaHOTO MPOMIDKKY CEepeIlHi
3HA4YEeHHS METPUK IEPEBHUILATh IIOPOTOBl 3HAYCHHS, TO AHATITUKY Oy/ie BUBEICHO ITOBIIOMIICHHS ITPO
BIIXWJICHHS BiJ HOpMH 3Bepxy abo 3Hu3y ("1" abo "-1"). Imdopmartis mpo BIIXHICHHS TaKOX
JOCTyIHA JUI Tieperisiay anMminictpatopy mepexi KBKC.

VY koxeH MOMeEHT (t) aust BUsiBJIeHHsT EmS 3a 03Hako1o (j) MoXe 3MiHIOBATHCS TIIBKH OJHE 3
nepepaxoBaHux Tpbox npasui (1) — (3).

BBaxaemo, mo koxkHe mpaBwmiio, onucane B b3 CIIIIP 3 po3nizHaBaHHS 3arpo3, aHOMAJIH i
kibeparak B KBKC, 10010 j-if EMS, MOXe 3iCTaBUTH 3HAYCHHSI BiIXUJICHb R, () B MomeHT (f) st

ni-ro Param i-i nincucremu KBKC 3i cTyneHneM eKCIUIiKOBaHOCTI BILTUBY 7;-TO IapameTrpa Ha EmsS,
sKa JOPIBHIOE M (M d{ n,(t));
M

Sk Hacmigok Bukopuctanus npasui (1) — (3) anst ni-ro Param ta i-i nincuctemu KBKC moxHa
chopmyBat (J) BUXiTHUX 3HAUYEHBb TOOTO .

{(Rdc (R, @), m (Ra’c{ni(t))} (i=Lkn=1N;j = T.J).

3ayBakuMo, 110 JUTst (PiKCOBaHUX (HAIIPHUKIIAA, KpUTUIHUX HOMEPIB j-X EmS) BBaxkaeMmo, 1m10:
e gkIIo € akTuBHE MpaBmio 3 (1) — (3) To moxuBa j-a EmS, To0To

Rdd], (1) = m (R., (1)) v m (Rdc{nxr)) =m (Mdff'nxf))):
e KIIIO HemMae akTUBHMX npaBui 3 (1)-(3) To He MoxiuBa j-ta EmS, To0TO
Rd‘{ni(t) =0vm (Rdc{ni(t)> =m (Mdz]n,(t)>)

Y monayni aedaszudikarii (J) BUXiTHUM 3HAYCHHSIM

{(Rde (Rl{ni(z)), m (Rdc{ni(t)>} (i=Tkn=I.N;j = 1.J)

CTaBUTHCS YMCIIOBE 3HAUEHHS (HEUITKe). 3a JaHUM 3HaYEHHSM y MoAabIIoMy 3a goromororo CIITTP
BH3Ha4aeMo Habip peKOMEeHallii 00 BUXOy 3 HenepeadaueHux cutyatiit (EMS).
Barosi xoedimienTu, Hanpukiaz, s j-id EMS, BU3HaU€H1 TaKUM YHHOM:

J_ Zoes™ (Rdcl{n,- (’)) Rdc],, (1) (&)
ZZ‘;I m (Rdcl{ni (f)) :

i

Baaxaemo, mo EMS () Binbymacs B i-iit migcuctemi KBKC, sxmo:
. . . )
fij (U:m% (flj(y) v Qzl'j (t) Z thvi:
J=1,

ne thv; — TIOpOrOBe 3HAYEHHS CTYIIEHS BUABJIECHH (HAPHUKIIA, OJHOPAa30BO BUSBJIEHO, YACTKOBO
BUSBJIEHO, HE BUsABIIEHO) EMS. Braxaemo, mo thv; € [0,1].

No. 1 (2024) Information Technologies in Economics and Environmental Sciences 73




Kasatkin D., Voloshyn S., Gusev B., Matiievskyi V.

-

Axwo & (1) <thv; To EmS B i-it migcucremi Ha JaHui MOMEHT (t) He ieHTudikoBano. Y
TaKid cuTyarli ciig po3novyaty iHTepakTuBHUMN aHaii3 exkcrepra 3 Kpb 1 CIIIIP. [Ipu nbomy MoxHa
3anisTu anroputM popmysanns b3 mis cucremu HeuB, nus. puc. 1.

Anroput™m, mo (opmye B3 nmns TUOBHUX (€TAJIOHHWX) 1 HemMepeadauyBaHUX CUTYAIlld IS
CIIITP omucano nai.

[ToyaTkoBi qaHi AJIs MACUCTEMH HEYITKOTO BUBOY BKJIIOUYAIOTh:

- JIOIyCTHMI MEXi [ril",;ii“, Tin, " |» O BU3HAYAKOTH THIOBI pexumu pynkuionysanns KBKC;

- QYHKIIIO TPHHAISKHOCTI 10 HemependayeHnx pexumiB y KBKC mms mapamerpis, 1o
BIJICTEXKYIOThCS, JJIsI CUTYaIlil BIIXMJICHHS 1X BiJl JOMyCTUMHX MEX.

[Tepconanbae QpopmyBanns b3 mis tumoBux pexumiB podotn KBKC nHamoBHIOETBCS 3
ypaxyBaHHIM IHCTPYKIIiil 1y mraTtHoro nmoBeainku KBKC.

3a miacyMKaMu poOOTH MporpaMHoi Ta anapatHoi ckiianoBux KC3I BinOyBaeThCsl 3aIIOBHEHHS
B3 CIIIIP pakTHyHMMHU TaHUMH MIPO INTATHI PEKUMH POOOTH CUCTEMHU.

BBaxkaemo: pyHkiis m (R,;ni (t)) Ui (DaKTHYHUX JOMYCKIB — 1€ KyCOYHO-JIiHIiHA QYHKIis, 32

JOTIOMOTOFO SIKOT BCTAHOBJIIOIOTH CTYIIHB €KCIUTIKOBAHOCTI (ITPHHAIEKHOCTI):
Sxuo «0», To Param nepedyBae y hakTUUH1 30H1 MEXI, 1110 TOMYCKAEThCS;
SAxmo «1», To Param niepedyBae mo3a po3paxyHKOBOiI 001aCTi MEXi, IO TOMYCKAETHCA.

[ToporoBi 3HaueHHS qui(t)' qn, = 1,Qn, po3paxoByBamucs mnpu samuti jgo b3 3

BUKOPUCTAHHSM HACTYMHUX (OPMYIL:

Stn,
(qni — 1) '
(0, (8) = tvg,
n ni (Q _ 1) nj
i (6)
1
St,, =u-—
i su
ne St — CTyIIHb 3arnoBHEHHS b3 11 KOHKpPETHOro mapameTpa; U — KUIbKICTb TECTIB, SIKI

BpaxoBaHi B craTuctuli; Su— KinabKicTh TecTiB CIIIP, y skux b3 BBakaeTbcs 3alOBHEHOIO
(¢parment b3 nporotuny CIIIIP «AnanizaTop 3arpo3» nokazaso Ha puc.3 [11]).

[Iponenypy popmyBanus b3, mo BkIIto4ae rnpaBuia AJiss MOIYJISI HEUITKOTO BUBOJY B IIpoIIeci
aBTOMaTH30BaHOi 0OpPOOKM Moka3zaHb Bix AaTuukiB SIEM, MylIbTHAareHTHUX CHCTEM, CEHCOPIB, 1110
BHU3HAUaIOTh HAsBHICTh 3arpo3, KidepaTak, aHoMalliii OMCaHO HUXKYE.

Hoge a0o icHytoue npaBuiio BusiBieHHs1 HenepeabadeHoi cutyanii B KBKC 3a 3HaueHHsM n;-

ro mapamerpa n;=1,N; 1yist miacuctemu (i =],_k) KBKC ¢popmyeMo Ha OCHOBI

RA(R!, ). Md.,, (1)),

Jami cii BU3HAYUTU CTYIEHI eKCIUTIKOBAHOCTI BIUIMBY m(Mdi] n_(t)) n;-apamMeTpa Ha
(e’

BUHUKHEHHS j = 1,J EMS.
BukopucToBytoThcs npasuia, onucadi supazamiu (1)-(3).

[TouaTkoBi BenuMuuHU 1Jis1 BUsiBneHus j = 1,J EMS:

M di{ n; (£) — TTApaMeTpH, IO XapaKTepU3yIOTh AMCKPETHI cTaHu 1, —ro mapamerpa (n; = 1, N,);
JUTSL T ACUCTEMU (i =1, k) KBKC, siki BrutnBaroTh Ha BUHUKHEHHS (j = 1,]) EmS ;
m (M d{ ni(t)) — TapaMeTpH, SKi XapaKTepU3yITh EKCIEPTHE OIIHIOBAaHHS CTYICHS

eKCILTiiffoBaHOCTI BIUTUBY n,-ro napamerpa Ha nosisy (j = 1,]) EmS .
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Otpumani 3HaueHHs 3aHocwiucs B b3 CIIIP "Awnanizarop 3arpo3" [12] — puc. 3 — mpu
NEpBUHHOMY ONKCi eKclepTaMu. TakoX MOJMJIMBE 3aHeceHHs JaHux y b3 mig dac
aBTOMaTHMYHOI'0/aBTOMAaTU30BAaHOTO 30MpaHHs TOKa3aHb BiJ naTuukiB SIEM, MylbTHareHTHHX
CHCTEM, CEHCOPIB, 110 BU3HAYAIOTh HASIBHICTH 3arpo3, kibeparak, aHOMaJii.
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Pucynox 3 — Inmepghetic CIIIIP "Ananizamop 3azpo3”

SIKmo ekcrepT BHUSIBMB HOBY HemepenOadyBaHy (MO3aIUTaTHY) CHUTYAIl0 13 3aXMIIEHICTIO
KBKC, BiH, Ma€ MOXXIHMBICTD BifjpearyBaTH Ha moBigomiieHHs BikoHHOTO 1HTepdeiicy CIIIIP. [Ticns
qyoro ekcrnepT poOuth 3amuc y b3. HoBuii 3amuc xapakrepusye MOTOYHMHA CTaH MiJICHCTEM, SKi
11eHTU(IKYBaJIM HEIITaTHI CUTYyaIlli.

IIpu oMy omiHIOBaHHS (axiBIAMH BHMKOHAHO Ha MIiJCTaBli CaMOCTIHHOIO Bi3yallbHOTO
BIJICTe)KEHHS TIOKa3aHb BiJl naTtdukiB SIEM, MynpTHAreHTHHUX CHCTEM, CEHCOpIB, 110 BU3HAYAIOThH
HasIBHICTb 3arpo3, kideparak, anomaiii (uepBoHuii ko:iip) 13a gonomororo CIIIIP (cuniit komip), sk
noka3aeHo Ha puc. 4. ETanonHe 3HaueHH OI[IHIOBAHOTO MapaMeTpa 3aXMUIEHOCTI MPUUHATO PIBHUM
1[1, 11, 13]. SIxmo orinka mapamerpa nopiBHIOE 0 — 3aXHUCT BIACYTHINA. AHAJIOTIYHE OLIIHIOBAHHS
BHUKOHAHO JIJIS TOKa3HUKa 3axuiieHocTi cepsepiB KBKC, mo npointrocTpoBano Ha puc. S.
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Pucynok 4 — Pesynbmamu oyiniosanms ekchepmamu camocmitino ma 3a oonomoezoro CIIITP
"Auanizamop 3aepo3" cmynens saxuwenocmi KBKC
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Pucynox 5 — Pezynbmamu oyinto8anHs excnepmamu camocmiiino ma 3a oonomozoro CIITTP
"Auanizamop 3aepo3" cmynens saxuwenocmi cepsepie KBKC

Ha puc. 4 1 5 BuaHO, 1m0 pO30DKHICTG Y AyMIl €KCHepTiB, siki BukopuctoByBanu CIIIIP
"AHnanizatop 3arpo3", mpubnusHo Ha 14-18 % wMeHmia, HDK AJi1 BaplaHTa OLIHIOBaHHS 0e3
Buxkopuctanus CIIIIP.

[Tix gyac trecryBanns nporotumny CIIIIP takoxx ampoOoBaHO MEXaHI3MH B3a€MO/Iii €KCIIEPTIB 1
CIIITP "AmnamnizaTop 3arpo3" y mporeci CHHTe3y KepiBHHUX MPaBHJI y 33aJadyax OLIHIOBAaHHS CTYIEHS
saxumenocti KBKC.
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BucHoBku. Y po0oTi Brepiue 3arpornoHOBaHO: MOJIENb JUIsI MOZYJSI «HEUITKOTO JOT1YHOTO
BHBOJY», KWW MPU3HAYEHUW IS peaiizarii miacuctemu HediTkoro BuBoay (HeuB). Ha ocHoBi
npaBwI HeuiTkoro BuBony (HeuB) 3a Bxigaumu 3nauendsmu Jlarll Bu3Ha4aroThCsl BUXiTHI 3HAYCHHS
st omiHoBaHHS 3a gornomororo CIINIP crymens 3axumenocti KBKC. Mopnens 3acHoBaHa Ha
MPUITYIIEHH], 10 BX1HI 3Ha4eHHs A7 migcucreMu HeuB Oyiu oTpumani sk pe3ysbTaT npoueaypu
dazudikanii y BianoBigHoMy Moayi. KoxkeH enreMeHT BUXITHUX 3HAYEHb XapaKTePU3ye HAsIBHICTh
(BiACYTHICTH) O3HAaKM HemnependaueHoi cUTyarlii, MOB'I3aHOT 3 aHOMAIsIMH, aTakKaMHd YH 1HITUMHU
cpobaMu HecaHKII0HOBaHOTO BTpydaHHsa y poboty KBKC; anmroput™m ¢popmyBanHs 0a3u 3HaHBb
HenepenbaueHnx ta TunoBux cutyaniii y KBKC. Anroputm Bigpi3HS€THCS BiJ BIIOMHX THM, II0
JI03BOJIMB CPOPMYBATH CYKYMHICTh BUIAAKIB TUIIOBUX BaplaHTIB pearyBaHHs Ha 3arpo3H, aHOMaTii
ta araku y KBKC, a takoxx mpaBuia BUBOAY AJs aBTEHTUIKAIl Hemepen0ayeHUX CUTYalii, sKi
MOB'sI3aH1 3 MUJIECIIPSMOBAHUM JIeCTPYKTUBHUM BruiiBoM Ha KBKC.

[TokazaHo, 110 3aIpPOIOHOBAaHI MOJIETIi Ta AJITOPUTMHU €KCTIIEPTHOTO BUBUEHHS Janux Bix Jlatll,
BIJIPI3HAIOTHCS Bl BIIOMUX THUM, II0 Y HUX 3aCTOCOBYIOTHCS €JIEMEHTHU TEOPill EKCIIEPTHUX CUCTEM,
HEYITKUX MHOXXHH, a TaKOXX amapar HEYiTKOi JIOTiKW. BHKOpUCTaHHS I MOIYJS «HEUYITKOTO
JIOTIYHOT'O BUBOJIY» J103BOJISIE 3a0€3MEUNTH B11I0OpaKEHHS CTaHy HAaHOUIbII ypa3TUBUX KOMIIOHEHTIB
KBKC sk 6araronmapamerpuunmii oopa3s (bI1B). Orpumanuii BI1O BukopucroByerbes B CIITIP s
AKicHOi OIIHKHU mporeciB, mo npotikaioTe y KBKC. Ilpu npomy Opanacs 10 yBarm MOXKIHBa
«HEYITKICTbY» B OI[IHIOBaHHI cuTyarlii i3 3axumeHnictio KBKC.
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ALGORITHMS FOR THE DEVELOPMENT OF A KNOWLEDGE BASE TO ENHANCE
DECISION SUPPORT SYSTEMS IN ADDRESSING CYBERSECURITY CHALLENGES

Annotation. This article presents the development of a modular decision support system
(DSS) for cybersecurity, aimed at enhancing the protection of critical computer systems (CCS). The
system is based on a fuzzy logic inference subsystem (FIS) model that utilizes data from sensors and
SIEM systems to detect signs of threats, anomalies, and attacks through fuzzification of input values.
A developed algorithm for forming a knowledge base of typical and emergency situations allows the
system not only to effectively respond to known threats but also to analyze unforeseen situations. The
application of the FIS module enables the creation of a multi-parameter image of CCS vulnerability,
which ensures a more comprehensive and accurate assessment of their security.
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