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MOAYJIb MAIIMHHOI'O 30PY JUIAA BUABJIEHHS OB’EKTIB HA 30BPAKEHHAX 1
Y BIAEOIIOTOIII

Anomauin. Poboma npucesuena axmyanvuiili memamuyi CMEOPeHHA MA 3ACMOCYBAHHA ITHMENeKMYalbHUX
Memooie KOMN TOMEPHO20 30pY OJid A8MOMAMUZ08AHO20 BUAGNEHHS Ul ceeMenmayii 06 €Kmie 3axXucHo20 CROPAOIHCEHHS
Ha 300pascenusx i y sidoeonomoyi.Mema pobomu noasieae y usHayeHHi 00 '€Kmig 3a0aH020 MUNy HA 300PAN’CEHHSX,
OmpuUMaHux i3 i0eokamepu, a maxkoxc po3pobyi moodeni oemexyii, Aka 3modxce egpekmusHo iOenmu@iKyeamu ma
JIOKAnizyeamu yi 06 €Kmu 8 pi3HUX YMOBAX OCGIMIEHH:, Macuumabdy ma nepchekmusu. B mamepiani cmammi docniodxceno
00CiOHCeHO  npoyec NI020MOBKU  OAHUX, 30KpeMa 3ACMOCYSAHHSA Memoodié ayemeHmayii Onis  NiOGUUEHHS
PEnpeseHmamueHoCcmi 6UOIPKU, A MAKONC BUKOHAHO NOPIGHSAIbHUL AHANI3 NAPAMEmpie, WeUOKOOil ma pe3yiomamis
pobomu mooeneu SAM i YOLO. Haeedeno pesynbmamu eKCnepuMeHmaibHux OO0CHIONCeHb, 5K c8iouams Nnpo
NO3UMUGHUT NIIUE 30IIbUEHHS 00CA2Y MA PI3HOMAHIMHOCMI damacemy Ha 30a1aHCOBAHICMb OGHUX | Y3A2ANbHIOBANbHY
30amuicms  Mooenell KoMn 1omepHo2o 30py. 3anponoHo8ami nioXoou OKpemo2o HAGYAHHA Mooeneli Oas 3a0au
ceemenmayii ma Kracu@ixayii niomeepounu ceor eqpeKmueHICmb y KOHMeEKCMi agmomMamu308anoi 00pooKu 300padicerd.
B pobomi ona peanizayii 3a60anus ceemenmayii 306pasicensb 6y10 chopmosano cneyianizoganuii damacem 01s 00 'ekmie
3axucHoeo cnopaodicenna. Ha emani niocomoexu 0o mpeHyganus mooeni 00 Yyb0o2o HAOOPY OaHux OYio 3aCmOCO8AHO
npoyeoypu ayemeHmayii, 30Kpema 8i003epKaieHHs, 00epmManHts, Macuma0by8anHs ma 3MIiHy ACKpA8oCcmi, Wo 003601UI0
cymmeso nioguugumu PIi3HOMAHIMHICIb HAGUAILHUX NPUKLAOIE. 30inbuienHss po3mipy oamacemy 3abe3neduno Oinvui
30a1aHCcO8aHe NPeOCmAgieHHs. OAHUX [ RIOBUWUNIO Y3A2ANbHIOBANbHY 30amHicmeb modeni. Ompumani 6 podoomi
pesyrbmamu  niomeepoNicyloms OOYLIbHICMb [ eheKMUSHICMb 3aNPONOHO8AH020 A8MOpamu 0as 0anoi npobdiemu
OKpeMo20 HABYanHs Mooenell 015 ceemenmayii ma knacugixayii 300pasicens. Jlo nepcnekmug nooarbuux po3eioox ciio
8iOHeCmU po3uUpeHHs damacemy, ONMUMI3ayilo 00YUCTIOBANbHOT CKIAOHOCIE MOOeRel | 00CAI0NCEH S IX 3ACOCY8ANHS
8 pedAcUMI PeanbHO20 4acy 05 Gi0e0aHaTiMUKU.

Kniouogi cnosa: susenenns 06 ’ckmis, mooenb oemexyii, cecmenmayis 300pasicens, nonepeoHe Hag4yanHs Mooeli,
npoyeoypu ayemenmayii, 0onasuanus, OiHapHi Macku 00 ’ekmis.

Beryn. AkTyanbHICTh TEMAaTHKU 3yMOBJIEHA CTPIMKUM 3pOCTaHHSIM OOCST1B Bi3yalbHHUX JaHUX,
10 HAAXOJIATh 13 CHCTEM BIJIEOCIIOCTEPEKEHHs, O€3MIJIOTHUX MIaT(opM, aBTOHOMHHX
TPAHCIOPTHUX 3acO0iB Ta IHTENEKTyaJdbHMX 1H(popManiiiHux cucreM. CyuacHi 3amaui aHalizy
300pa)keHb 1 B1ICOMTOTOKIB MOTPEOYIOTh aBTOMAaTH30BaHUX METOIB 0OPOOKH, 3AaTHUX MPAIIOBATH B
peXHMI pEallbHOTO Yacy 3 BHUCOKOI TOYHICTIO Ta HaAiiHICTIO. MeToau TIuOOKOro HaBYAHHS,
30KpeMa HEWpOHHI Mepexi JUIsl JeTeKTyBaHHsS OO €KTIB, IEMOHCTPYIOTh CYTT€BY IepeBary HaJ
KJIACUYHUMHU aJrOPUTMAaMU KOMII FOTEPHOTO 30py B CKJIAJHUX yMOBaX OCBITJICHHS, 3allIyMJICHHS Ta
YaCTKOBHX MEPEKPUTTIB 00’ €KTiB. [IpakTHyHa 3HAUYIIICTh TAKUX MIJIXO/IB MOJIATAE Y iX IMIHUPOKOMY
3aCTOCYBaHHI B CHUCTeMax O€3MeKH, MOHITOPMHIY HABKOJIMIIHBOTO CEPEJOBHUINA, MEIUYHIN
JiarHOCTHII Ta poOboTOoTeXHIMi. OTXE, JOCTIKEHHS Ta BIOCKOHAJICHHS METO/I1B BUSBIICHHS 00’ €KTIB
Ha OCHOBI IMTHOOKOT0 HAaBYAaHHS € BaXJIMBUM 1 CBOEYACHUM HAyKOBO-IIPAKTUYHHUM 3aBJaHHSM.

Orasap aiteparypu. CydacHuUi CTaH PO3BUTKY TEXHOJOTIH IITYYHOIO 1HTENEKTY 3HA4YHO
PO3IIMPIOE CIIEKTP 3aBJaHb, SKi MOXYTh OyTH BHpIIICHI 32 JOMOMOTor poboTtorexHiku [1], [2].
HaiiGinpim HeoOXimHI HanpsIMKA aBToMaTHu3amii A ramy3i BITJIA BkimtouaroTh Taki 3aBIaHHS, SIK
CKOPOYCHHS 4Yacy BUKOHAHHA MiCiii, OUIbII e(pEeKTUBHE BHKOPHCTAHHS OOYMCITIOBAIBHUX
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MOTY>KHOCTEH Ta CKOPOYEHHS Yacy BTPy4YaHHs JOAuHU B Tiporniecu ynpasiinas BIUIA [3], [4], [5].
[TaTpynmioBaHHS BaXKOAOCTYHNHHX a00 HEOE3NeuHUuX TEpUTOpiil, mMomyk, ineHTHdikamis Ta
Kkinacudikamis 3HalaeHUX 00'€KTIB Ha X MOBEPXHI 3a JIOMOMOTOI0 TPAJAMIIIHHUX METOIIB — IIe
CKJIAJHUHA TpoOLEC 3 BHCOKMMH BHMOTaMH JI0 4YacCy Ta OOYHMCIIOBAJBHHUX MOTYKHOCTEH, SKUH
noTpedye BAOCKOHAJICHHS 3aBISKH BIIPOBA/KEHHIO PI3HUX CYYaCHMX METOIB, TAKUX SIK IITYYHUN
iaTenexT [6], [7], [8].

Jlst cydacHuX O€3MiJIOTHUX JIITaTbHUX anapariB BEJIMKA PI3HOMAHITHICTh 3aBJaHb, TAKUX SK:
Kkiacudikaiis, CHOCTEpEKEHHS, IOCIDKEHHS Ta KiIachQikais, NepeHanpaBiseTbcs Ha MEBHI
aBTOMATH30BaHI MIJCUCTEMH, IO MOXKE€ MIJABUIIUTH TPOJYKTUBHICTh 3aBISKH JOJATKOBUM
00YHCITIOBAILHUM MOJTYJISIM, IO 3aiTy4daroThest. Opranizaiis Ta IpuHIUIHA poOOTH MOAIOHUX CHCTEM
HaBeneHi B [9], [10], [11]. Takuii miaxig € JOMUIBHAM Ta TMOMIMPEHUM 3aB/SKH HASBHOCTI Ha PUHKY
MOJILOTHUX KoHTpouepis [12], [13].

JoctymHi omnii mepeadavyaroTh BEIUKY PI3HOMAHITHICTh PO3'€MIB ISl 30BHIIIHIX MPUCTPOIB
i pisHUX minei: oomin manumu GPS, ¢parmentamm maHMx TeiaeMeTpii Ta IHIIMMH THIIAMHU
MOB1OMJICHb, BU3HAUeHUX depe3 MavLink. Taki jaHi Mo)KHa KIIacTepU3yBaTH B HAOOPH JaHUX TS
pI3HUX LiJeH: MpIOpUTETHE YeprH 3aBAaHb Ta mpoueaypu oOpoOku manux [14], [15]. Cucremn
KOMIT'FOTEPHOTO 30pYy pPeaji3yloTh pPi3HI aIrOpPUTMHU MAIIMHHOTO HaBYaHHS Ta CKJIAJHI METOIU
00poOKH JaHUX 7S 3aBJaHb 00pOoOKH 300pakeHb Ta Jokaiizamii. CKIaIHICTh CTPYKTYpH CUCTEMH
KOMIT'FOTEPHOT0 30pYy MOYE 3MIHIOBATHCS 3aJI€KHO BiJ] TUITY 3aBJAaHHS Ta HA00PY BUKOPHCTOBYBaHHMX
TexHouorii [16], [17].

3aBaaHHs JTOCHIDKCHHSI TIEBHUX TEPUTOPIN Ta BUSABIEHHS M imeHTU(]iKaIlii IeBHUX 00'€KTIB
3aJIe)KHUTh BiJl B3a€EMOJIT 3 HEHPOHHOI0 Mepexero, AeTalbHa po00Ta, apXiTeKTypa Ta HaBYaHHS SKOi
o6roBoprotoThes B [20]. s i€l KOHKpETHOT HEMPOHHOT Mepeski He0O0XiTHO PO3POOUTH IHCTPYMEHTH
JUIS CTBOPEHHSI OOPTOBOTO >KypHajly IOJILOTIB Ta CTBOPEHHS 3BITIB Hpo BUsiBIEHI 00'ektu. Jlms
B3aemozii 3 Mojaemwo Oyno obpano API Ultralytics. KpiM TOro, BaKiIMBO 3a3HAYUTH, IO IS
00poOku 300pakeHs Oyno BuKopuctaHo 0i0mioreky OpenCV 3aBasku il 3AaTHOCTI JIETKO
MEPEXO/IUTU BiJ] OOpOOKM TECTOBUX JaHUX 3 MeaiadaililiB 10 JaHUX KaMEpU B PEKHUMI PEaIbHOTO
yacy [25]..

Po6ota mpucssiuena po3po0Oiii Ta JOCTIHKEHHIO METO/I1B BUSBIICHHS 00’ €KTIB Ha 300paKeHHAX
1 y BiI€ONMOTOIll 3 BUKOPUCTAHHIM CY4YacHHMX TEXHOJIOTiH rinbokoro HaBuaHHs. OCHOBHa yBara
MPUIUISETHCSI CTBOPEHHIO, HABUYAHHIO Ta IMPAKTHYHOMY 3aCTOCYBAaHHIO MOJENEH JIeTEKTYBaHHS
00’€KTIB HAa OCHOBI HEHPOHHHMX MEpEX, L0 3a0e3MeUyl0Th BUCOKY TOYHICTD 1 MIBUAKICTH 0OPOOKH
BI3yasibHUX JaHuX [18].

Merta cTarTi nosArae B BU3HaU€HHI 00’ €KTIB 33JaHOT0 THITY Ha 300pa)KeHHAX, OTPUMAHMX 13
BiJICOKaMEpH, a TaKOoX po3poOIl Mojenl AETEKIil, sika 3MOoXe ePEeKTUBHO 1AeHTH(]IKYBaTH Ta
JIOKAJII3yBaTH 11i 00 €KTH B PI3HUX YMOBaX OCBITJIEHHS, MAaCIITa0y Ta NEPCHEKTHUBH.

Marepianau i meToau aocaimkeHHs. st JOCATHEHHS TOCTaBICHOI METH OYJI0 BUKOPHUCTAHO
MOTIepeIHhO  HATPEHOBAHMM JETEKTOp, TPOBEACHO ioro noHaBuaHHs (fine-tuning) Ha
crieriagizoBadiii BHOIpIIl JaHWX 1 aganTOBAHO MOJENb 10 KOHKPETHHX yMOB 3amaul [24, 26].
OTtpumMaHi pe3yJabTaTH MOJICTIOBAHHS Ta HABYAHHS MiJJISITAl0Th OLIHIOBAaHHIO HA TECTOBIN BUOIpIIi,
110 JTO3BOJISIE TIPOAHAi3yBaTH TOYHICTh, IMOBHOTY Ta MIBUIKOJII0 MOJENI, a TAaKOX BU3HAYUTH
MOJKITUBI HAIIPSIMKH 11 MOAANBIIOT ONTHMI3aIlii Ta BIOCKOHAICHHS.

VY Mmexax nmocmimkenHs O0yno 3actocoBano monenb YOLOvI1s ms cermenTarttii 300pakxeHs,
110 MICTATH 00’ €KTH 3aXUCHOTO cropsikeHHs. [IpoBeieHo NOpiBHIbHUI aHalli3 SIKOCTI pe3yJIbTaTiB
MDK TiAXO0JaMu 3 TOMEpeaHIM HaBYaHHSIM Mojem Ta zero-shot learning. TectyBanHs Mopeneit
3nificHioBanocs y cepenosuii Ultralytics i3 BuUkopucTanHIM MOBH niporpamyBaHHs Python 3.11.

Jlnst peamizamii 3aBIaHHsS CerMEHTallii 300paxeHb OyJ0 cPOpMOBaHO CHelliaai30BaHUI
JaTacert, 1o ckiaaascs i3 150 moyaTkoBuX 300pakeHb, HA SKUX MPEACTaBICHI 00 €KTH 3aXHCHOTO
cropsypkeHHs. Ha erami miaAroToBKM A0 TpeHYBaHHS MOJENI 110 IOTO HAOOpYy MaHuX OyJio
3aCTOCOBAHO MPOLEAYPHU ayrMEHTAIlil, 30KpeMa BiJjI3epKaJeHHs, 00epTaHHs, MacIITa0yBaHHS Ta
3MiHY SICKPABOCTI, 1110 JO3BOJIMJIO CYTT€EBO MIBUITUTH PI3HOMAHITHICTh HABUAJIBLHUX TIPHUKIIA/IIB.
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JlonaBueHuii cermeHtaTop Ha ocHOBI Mmomeni YOLO Oyno mMOpiBHSHO 3 MOJEIUTIO
SegmentAnythinModel (SAM). ApxiTekTypu Mozieneli HaBeieHi B Tab. 1.

Tabnuys 1 — Apximexmypu moodeneit SAM ma YOLO

SAM YOLOv1l1s
Backbone: Vision Transformer (ViT-B) Single-stage,  anchor-free =~ gerekTop 3
Po3wmip: Base (B) MIITPUMKOIO CerMEeHTallii
Kinpkicts mapis ViT: 12 KinpkicTs mapis: 113
Po3wmip BekTopy o3Hak (hidden size): 768 Kinbkicte mapametpis: 2,868,664 (~2.87 MiH)
KinpkicTs romis y self-attention: 12 GFLOPs: ~9.7 GFLOPs
Kinbkicts mapamerpis: ~63 MIIH
Tun cermenraniitnoro ronosu: Mask decoder i3
TpaHCPOPMEPHOIO APXITEKTYPOIO

Apxitektypa SAM 6a3zyerscs Ha Vision Transformer (ViT-B) 3 Tpancdopmepuum gexonepom
MacoK, Ma€ 3HA4YHO OiJbIly KUIBKICTh mapamerpiB (~63 MIIH) 1 Opi€HTOBaHa Ha BUCOKOTOYHY
CErMEHTAI[II0 3aBIJKH MOJEIIOBAHHIO IiIoO0anpHuX 3anexHocreil. YOLOv1ls € oxHocTamiiHUM
anchor-free IeTeKTOPOM i3 MIATPUMKOIO CETMEHTalii, SIKHI MICTHTH CYTT€BO MEHIIE MapamMeTpiB
(~2,87 MIIH) Ta XapaKTepHU3y€eThCs HU3bKOIO O0UMCITIOBATIBHOK cKiaaHicTIO (~9,7 GFLOPs). Takum
gruHOM, SAM 3a0e3nedye BUILY THYYKICTh 1 SIKICTh CETMEHTAIII] [IHOK 3HAYHUX OOYMCITIOBATBHIX
BUTpart, Toai sk YOLOvV1 1s ontumizoBaHui AJi MIBUAKO/IIT Ta 3aCTOCYBaHb Y pealbHOMY Yaci.

PesysabTaTn oOroBopennsi. B cnemiamizoBanomy [naTtaceTi JUIs BUPINICHHS 3aBIaHHS
CerMeHTaIii po3noAil 00’ eKTiB Ha 300paKEHHAX MO KJlacax Ma€ BUIJIS, HaBEJACHHM Ha puc. 1.

gloves
L helmet
L] mask
® safety_vest o

suit
Pucynox 1 — Po3nooin 06’ekmig 3a KilbKiCmio no 300pajicesHsx oamacemy

Haii6inpiy KinbKicTh npukiaaaiB Mae kiac helmet (326), mio cBiguuTh Ipo HOro JOMiHyBaHHS
y HaByalbHIM BUOIpIi. 3HaYHy MPEJCTABIECHICTh TaKOXK Mae kiac safety vest (244), Toxi sk kiacu
gloves (98) 1 mask (32) npencrasieHi moMipHO Ta c1ado BiAMOBiIHO. HaliMeHIITy KiTbKiCTh 3pa3KiB
3acdikcoBaHo I Kiacy suit (19), mo Bka3zye Ha CyTTeBUM nucOanaHc naHuX. Taka HEPIBHOMIPHICTH
PO3MOALTY KJIaCiB MO’KE BIUIMBATH Ha SIKICTh HaBUYAHHS MOJIENi Ta MOTpeOye 3aCTOCYBaHHS METOIIB
OanmaHcyBaHHs a00 3BaKyBaHHA KiaciB. JleTanpHe ONMcaHHS ayrMEHTallll Ta po3mojiiil 300pakeHb
MDX TPEHYBaJIbHUM, TECTOBUM Ta BaJliJalliiHUM JlaTaceTaMH HaBEIEHO Ha puc. 2.

3aranbHU 06csar Bubipku cTaHOBUTH 390 300pakeHb, 1110 B110OpakeHO pa3oM 13 MpUKIaJaMu
aHOTOBAaHUX KajapiB. JlaraceT MOJUIEHO Ha HaBUAIbHY, BaliJAIiiiHy Ta TECTOBY MiABHOIPKH Yy
criBBigHOmEHHI 92 %, 6 % Ta 2 % BignosinHo. HaBuanbHa BuOipka MicTUTh 360 300pakeHb 1
BUKOPHUCTOBYETBHCS JIJIs1 O€3M0CcepeTHHOI0 HAIAIITYBaHHS MapaMeTpiB Mojeni. Baminaniiina Bubipka
CKJanaeTbcsi 3 23 300pakeHb 1 NpU3HAU€HA JJs KOHTPOJIIO SKOCTI HaBYaHHA Ta Minbopy
rinepnapametpiB. TecroBa BUGipka BKIt04Ya€e 7 300paxkeHb 1 3aCTOCOBYETHCS JUIsl OCTaTOYHOI OL[IHKU
y3arajabHIOBAIBHOI 34aTHOCTI MOJIEITI.

Ha puc. 3 BimoOpakeHO NWMHAMIKy SIKOCTI HaBYaHHS MOJENI B MpoOIeci TPEHYyBaHHsS 3a
nokaszaukamu Validation Mean IoU Ta ¢yHKkii BTpar.
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v Dataset Details

390 Total Images View All Images -
\
Dataset Split ( g |
TRAIN SET [ 92x VALID SET Q@} TEST SET
360 Images 23 Images 7 Images
Preprocessing Auto-Orient: Applied

Resize: Stretch to 640x640

Augmentations Outputs per training example: 3
Crop: 0% Minimum Zoom, 20% Maximum Zoom
Rotation: Between -21° and +21°

Shear: +8° Horizontal, %3° Vertical

Pucynok 2 — Xapaxmepucmuxa Kpoxie ayemenmayii OaHux ma po3nooil 300pajicens Midic
po3oinamu oamacemy

Validation Mean loU

N V:iidation Mean loU

0 10 20 30 40 50 60
Epochs

Loss

W Vzidztion Loss Train Loss

] 10 20 30 40 50 60
Epochs

Pucynok 3 — @yukyii oyinku skocmi cmeopenoi mooeni

3nayenHsa Validation Mean IoU nemoHCTpye crasie 3pocTaHHS Ha MOYAaTKOBUX eroxax i3
MOJAJIBIIUM BUXOJIOM Ha TUIaTo Ha piBHI mpuOmms3Ho 0,46—0,48, 1m0 CBIAYNTH MPO TOCATHEHHS
MOJIEITI0 cTabubHOT AKOCTI cermenTanii. KpuBa QyHkuii BTpar A HaBYaibHOI BHOIPKH Pi3KO
3MEHIIYETHCS Ha TIEPIINUX €MoXax 1 Ha/lajll MOBUIBHO CIaJIae, 1Mo BKa3ye Ha €hEeKTUBHY ONMTHUMI3aIlio
napameTpiB Mozeni. Bogaouac 3Hauenns Validation Loss 3MeHIIIyeTbCs 10 IEBHOTO MiHIMYMY, TiCIIs
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YOro CIIOCTEPIraloThCs HE3HAYHE MOCTYIOBE 3POCTAaHHS, II0 MOXKE CBIIYUTH MPO HEOOXIIHICTH
NepeayacHoi 3yNMUHKM HaBYaHHS. Taka MoBeIiHKAa KPUBHX CBIIYUTH MPO BIACYTHICTH CYTTEBOTO
NepeHaBYaHHs Ta KOPEKTHY y3arajlbHIOBAIBLHY 3[IaTHICTh MOICII Ha BT JAIIIHHAX JTaHHX.

[Ticns 30amaHCcOBAaHOTO TMPEICTABICHHS JAHUX 1 MIJBUIICHHS y3araJlbHIOBAIBHOT 3JJaTHOCTI
Mozei, 0y 00po0IIeHi 300paxkeHHs 13 cpOPMOBAHOTO JaTaCETy, 30KpeMa JIesKi M0aHo Ha puC. 4.

0)

Pucynox 4 — Ilpuknao 306pasxicenns iz cghopmosanoco oamacemy

Ha puc. 4.a naBeneHo 300paxeHHS MpalliBHUKA HA Oy/AiBEIbHOMY MaWIaHYHMKY 3 aHOTAIIIEI0
€JIEMEHTIB 3aC001B 1HAWBIAYAIbHOTO 3aXUCTY, 10 UTIOCTPYE MPUKIA ACTEKIli 3aXHUCHOTO II0JIOMA,
KHJIETa Ta PyKaBHIb Y BUPOOHWYOMY cepenoBuii. Ha puc. 4.6 mpeacrasieHo cueHy 3 TPYIIOL JIoer
y IPOMaJICBKOMY IIPOCTOPI, HA SIKIif BAKOHAHO PO3MITKY O0JIMYb Ta 3aXUCHUX MACOK, 1110 J€MOHCTPY€
3[ATHICTH JaTaceTy OXOIUITIOBATH Pi3HI YMOBH OCBITJICHHS, paKypcH Ta HIUIbHICTH 00’ekTiB. HaBenewni
NPUKJIAIU AEMOHCTPYIOTh PEIPE3eHTaTUBHICTh C(HOPMOBAHOIO J1aTaceTy Ta HOro MpUIATHICTH JUIs
HaBYaHHS MOJIEJIeN KOMIT FOTEPHOTO 30pY 3 METOI0 PO3Ii3HAaBaHHs 3ac001B 1HAMBITYaIbHOIO 3aXUCTY
B peaJlbHUX yMoBax. HeHaBueHa MoJieNlb BHUSBUIIACS MAJIONIPUIATHOO JJISL MPSIMOTO MOPIBHSHHS 3
JIOHABYEHOI0, OCKUIbKM IIOMNEpEelHE TPEHyBaHHS OyJ0 OpIEHTOBAHE Ha pO3IMi3HAaBaHHS 0a30BUX
Kateropiii 00’exTiB. s OLiHIOBaHHS €(PEKTUBHOCTI pOOOTH MOJENI B MeXaxX CTBOPEHOTO J1aTaceTy
Oyno mpoananizoBaHo rpadik 3miHu Merpuku loU (Intersection over Union) mpoTsirom mporecy
HaBUaHHA, L0 JAJI0 3MOTY BIJICTEXHMTH IUHAMIKy HOKpALIeHHS SKOCTI cermMeHTauii. OCKUIbKH
JIOHABYaHHS BHMKOHYBAJIOCS Y BIJUIaJIGHOMY CEpEJIOBHUIN, 3aCTOCOBYBAJIUCS PEKOMEH/I0BaHI
napaMmeTpH, BU3HaYeH1 po3poOoHrKamu cepsicy [25]. Cepen HUX KITFOUOBY POJIb JUI 3aa4l CerMEHTaIli1
BIZIIrpaloTh Taki rinepnapamerpu: ontumizarop Stochastic Gradient Descent, mBuAKICTE HaBYAHHS
(learning rate) — 0.01, koedimienT MomMeHTy (momentum) — 0.937 ta perynspuzaliifHuil napameTp
weight decay — 0.0005, siki 3a6e31euyroTh CTabUIbHICTD 1 301KHICTB MpOoLeCy ONTUMI3allii MOEII.

OyHKLIA BTpaT y MOJAENl cerMeHTamii (opMyeTbcsi SIK TOE€IHAHHS TPbOX CKIIAJOBUX
KomroHeHTiB. Box loss peanizoBano y Buriai CloU Loss (Complete IoU), sikuit Biamosigae 3a
TOYHICTh perpecii oOMexyBanbHUX NpsAMOKyTHHKIB. Classification loss 6a3yerscst Ha Binary Cross-
Entropy (BCE) Loss 1 BukoprcToBy€eThCs Ui Kiacugikarii 00’ ekTiB 3a ix Tunamu. Mask loss Takox
nooynoBano Ha BCE Loss, 1m0 3a0e3medye KOpeKTHyY OiHapH3aIlil0 MacoK 00’ €KTIB Ha 300payKeHHI.
JlogaTtkoBo AJisl MiABUINEHHS CTAa0LIBHOCTI Ta TOYHOCTI CerMEHTaIlil 3acTocoByBaBcs Dice loss, skwuii
MoKpariye 30a71aHCOBaHICTh MiXK Mepea0adYeHIMH Ta PeaTbHUMU 001acTIMU 00’ €KTIB.

Zero-shot Mozenb Oyia 3acTocoBaHa JJIsl PO3B’sI3aHHS 33a4i CErMEHTallil 300paXeHb 3 METOI0
BUSIBIICHHS €JIEMEHTIB 3aXHCHOTO Oy IiBETFHOTO CIOPSIHKEHHSI, TAKUAX STK )KUJICTH, MACKHU Ta PYKaBHIII.
PoGora SAM rpyHTYyeThCSl Ha IPUHLUII promptable segmentation, TOOTO MOJIENTb OTPUMYE MIAKA3KY
(prompt) BiJ KOpUCTyBaya 1 BAKOHY€E TOYHY CETMEHTall1}0 00paHOro 00’€KTa Ha 300paXKeHHI.

ApxitektypHo SAM nobyznoBana Ha Vision Transformer (ViT), sikuii BiAnoBiae 3a BUTATHEHHS
O3HAaK, Ta MAaCKOBOMY TPEIUKTOPI, 110 reHepye OiHapHI Macku 00’€KTiB. Pe3ynbraTté cermeHTarii,
OTpHMaHi 3a J0moMoror SAM, XxapakTepu3yIOThCsI BACOKOIO TOUHICTIO BIATBOPEHHS KOHTYPIB 1 popM
00’€KTIB, a TAKOXK YHIBEPCATBHICTIO — MOJIENb €PEKTUBHO TMPAIOE 3 Oy/Ib-IKMMH TUTIAMH 00’ €KTIB
0e3 moTpedu y J10AaTKOBOMY JIOHABYAHHI.
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Pesynbratu pobotn Mozeni zero-shot miaxoay 3a Hanepea 3aJJaHUMU TOYKAaMU Ta IMTOPIBHIHHS
3 YOLO nHaBezeHi Ha puc. 5, TiBUH Ta MpaBUil CTOBOIII BiAIOBITHO.

0) | e)

Pucynok 5 — Pezynemamu pobomu modeni zero-shot nioxody ma nopisuauns 3 YOLO

JliBuii croBOe1s (puc.5, a, B, 1) UTIOCTPYE AETEKIIII0 00’ €KTIB 13 BAKOPUCTAHHIM 00MEXYBaTbHUX
paMoK Ta WMOBIPHICHHMX OILIIHOK, IIIO JJO3BOJISIE 1€HTU(IKYBAaTH HAsBHICTH 3aCO01B 1HIMBIAYaJIbHOTO
3aXMCTY Ta JIOKaJi3yBaTH iX y Mexax 300paxenHs. [pyruii croBOeus (puc.S, 0, T, €) BimoOpaxae
MIKCEIbHY CETMEHTAII1I0, /Ie 00’ €KTH KJIaCH(PIKOBAHO Ha PiBHI KOXKHOTO IMIKCEsl, 1110 3a0e3neuye OuTbII
TOYHE BiJJOKpEMJICHHS (POPMHU JIFOAMHH Ta eIEMEHTIB eKinipyBaHHs Bif ¢oHy. Ha BinMmiHy Bix migxoxy
3 paMKaMH, CETMEHTallisl J03BOJISiE KOPEKTHO BPaXOBYBATH CKJIAHI KOHTYpPH Ta YaCTKOBI MEPEKPUTTS
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00’exTiB. BogHOUac merekilis 3 00MeXyBaTbHUMH PaMKaMH € O0YHCITIOBAIEHO TTPOCTIIIOK Ta OLIBIII
NPUAATHOIO JUIS 3aCTOCYBaHb Y PEXKHUMI peabHOTO 4acy.

[Tig yac HaByaHHs MoJeNi OyJI0 3aCTOCOBAHO CHeLiaIbHUN MapaMeTp, XapaKTepHUN JUTs 3a1a4
cermenTanii —mask ratio =4, sikuif BU3Ha4Ya€e CTYNiHb HAOIM>KEHHS (JOPMHU CETMEHTOBAHO1 00J1acTi 10
rpadiyHUX TpUMITHUBIB. Y pe3yibTaTi 3HaueHHS MeTpuku loU (mepetnHy 3 po3MIYeHWMH JTaHUMHU )
nocsirno npudau3Ho 40%, 110 CBiTYUTH PO 33I0BUTEHY TOYHICTH MOJIEII TSI ITOCTABJICHOTO 3aBIaHHS.

VY nporieci nonepeHb0i 00pOOKH JaHUX 3aCTOCOBAHO aBTOMATUUYHY OPIEHTAIII0 300paKEeHb Ta
MacmTaOyBaHHs 710 po3Mipy 640x640 mikceniB 31 30epesKeHHIM MPOMOPIIIHA IUITXOM PO3TATyBaHHS.
JIsi migBUINEHHS PI3HOMAHITHOCTI HaBUYAJIbHUX JaHUX BHUKOPHUCTAHO METOAM ayrMEHTallii, sKi
TCHEPYIOTh 10 TPHU BHUXIJAHI 3pa3ku Ha OJHE HaBYaJIbHE 300paKeHHS. 30KpeMa, peani30BaHO
BHIIQJIKOBE KaJpyBaHHS, 0OCpTaHHs B Jiana3oHi Bix —21° mo +21° Ta 3CyBW 3a TOPHU3OHTAILIIO 1
BEPTHUKAILIIO, 1[0 CIIPUSIE T IBUIIEHHIO CTIHKOCTI MOJIEII /IO 3MiH MacIITady Ta MOJI0XKEHHS 00’ €KTiB.

[TopiBHsaHHS BUAKOCTEH podoTn Moaenelr SAM ta YOLO neMOHCTPYIOTh CYTTEBY Pi3HHIIIO
y HMIBUAKOCTI 0OpOOKH MK MOJCIITIO CerMEHTAIlii Ta MOJICIUTIO JIeTeKIIii 00’ ekTiB. Jlst cermenTatii
300paxens po3Mipom 1024x1024 wyac iHdepeHCYy CTaHOBUTH NpuOIM3HO 5-6,3 ¢ Ha OjaHE
300pakeHHS Y pa3i MOBHOI cerMeHTallii 300paxenns ta 120 Mc y pasi cerMeHraiii 3a Harepesn
BU3HAUYEHUMHU TOYKAMHU, IO € OOYMCIIOBAIBHO 3aTPATHUM 1 3HAYHO MEPEBHILYE 4Yac OOPOOKHU
300paxeHHs Moaeiutio YOLO3 101aTKOBUMU BUMOTAMU JI0 3HAXOKCHHS TOYOK, 1110 BiAMOBIIAI0Th
MpUOIN3HOMY 3HAXOJDKEHHIO 00’ ekTa. HaTomicTh myist neTekiii 06’ €KTiB Ha 300paKeHHSIX MEHIIIOT0
po3mipy (384%x640 — 640x640) yac iHpepeHCY KOTUBAETHCS B Mekax 43—88 Mc, 10 Ha JIBa MOPSIIKH
mBuame. [lonepents ta micnsodbpoOka B 000X BUMaAKaxX 3aliMal0Th HE3HAYHY YAaCTKY 3arallbHOTO
yacy W HE € KPUTUYHUMH s TMPOJYKTUBHOCTI. TakuM UYWHOM, CETrMEHTalis 3a0e3nedye
JETaNbHIIINA pe3yNbTaT MIHOK 3HAYHOTO 3HIDKEHHS IIBUAKOMIl, TOAI SIK AETEKIis € CYTTEBO
e(EeKTUBHIIIO 3 TOYKH 30py 4acy oOpoOku. OTpuMmaHi pe3yibTaTh CBig4aTh, IO I 3a/1a4y
peaIbHOTO Yacy JOIUIBHINIEe 3aCTOCOBYBATH ACTEKIIIHI MOJENI, TOMI SK CEerMEHTAIIIHI ITiIX0au
OlbIIe MIIXOAATh Ul odaiiH-aHamizy. Pe3ynpTaTu cerMeHTallii JeMOHCTPYIOTh BUCOKY TOUHICTh
KpaiB 1 00’ €KTIB pi3HOI POpPMH.

BucnoBku. byno copmoBaHo crierianizoBaHuil JaTaceT AJsi cerMeHTallii 300pakeHb 00’ €KTiB
3aXUCHOTO CHOPS/DKCHHS, 1110 3a0€3MeUnB SKiCHY OCHOBY JIJISi HABYAHHS MOJICICH KOMIT IOTEPHOTO
30py. 3acToCyBaHHS MMPOLIEYp ayTMEHTaIlli, TAKKX SIK BiA3epKajIeHHs, 00epTaHHs, MacIITaOyBaHHS
Ta 3MiHa SICKPaBOCTI, JJO3BOJIMJIO CYTTEBO PO3MIMPUTH OOCST 1 PI3HOMAHITHICTh TaHUX, TT1BUIITUBIIN
iX pempe3eHTaTUBHICTh. JleTanbHO MOPIBHSAHI MapaMeTpH, MIBUIKOCTI Ta pe3yibTaThd poOOTH
mozeneir SAM ta YOLO Otpumani pe3yiapTaTH CBiAYaTh, 10 30UIBIICHHS OOCATY JaTaceTry
MO3UTUBHO BIUIMHYJIO Ha 30alaHCOBAaHICTh JaHWUX 1 Yy3arajJbHIOBAJIbHY 3[aTHICTH MOJIEIEH.
[IpoBeneHe MOpiBHSIHHS MIATBEPANUIO €(PEKTUBHICTh BUKOPUCTAHHS MIIXOAY OKPEMOr0 HaBYaHHS
MoJieniell Ui 3a7ad cerMeHTallii Ta kinacudikamii. TakuM 4MHOM, 3allpONIOHOBAHUN MiAXiA MOXKeE
OyTU BUKOPUCTAHUH K €(DEKTUBHE PIIICHHS JJIsI aBTOMATH30BaHO1 0OPOOKH 300pakeHb y 3aBIaHHSIX
BUSIBJICHHS 00’ €KTIB HA 300pa)KEHHSX 1y B1JICOMOTOIII.

Jlo mepcrnekTHB MOoJaibIINX PO3BIIOK CIIJ BIAHECTH PO3IIMPEHHS JaTaceTy, ONTHUMI3Allio
O0YHCITIOBAILHOT CKJIATHOCTI MOJIENEH 1 JOCTIIKEHHS 1X 3aCTOCYBaHHS B PEXHUMI PEAbHOTO Yacy
IUTSL BIIEOAHATITUKH.

CnucoK BUKOPHCTAHUX JKepe

1. Schunfelder, P., Stebel, F., Andreou, N., & Kunig, M. (2024). Deep learning-based text detection
and recognition on architectural floor plans. Automation in Construction, 157, Article 105156.
https://doi.org/10.1016/j.autcon.2023.105156.

2. Giakoumoglou, N., Pechlivani, E. M., & Tzovaras, D. (2023). Generate-paste-blend-detect:
Synthetic dataset for object detection in the agriculture domain. Smart Agricultural Technology,
5, Article 100258. https://doi.org/10.1016/j.atech.2023.100258.

3. Ashourpour, M., Azizpour, G., & Johansen, K. (2024). Real-time defect and object detection in
assembly line: A case for in-line quality inspection. In Lecture Notes in Mechanical Engineering
(pp. 99-106). Springer. https://doi.org/10.1007/978-3-031-38241-3 12.

No. 2 (2025) Information Technologies in Economics and Environmental Sciences 15




Smolij V., Smolij N.

ISSN 3083-7502

4,

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

Azevedo, P., & Santos, V. (2024). Comparative analysis of multiple YOLO-based target detectors
and trackers for ADAS in edge devices. Robotics and Autonomous Systems, 171, Article 104558.
https://doi.org/10.1016/j.robot.2023.104558.

Sanjai Siddharthan, M., Aravind, S., & Sountharrajan, S. (2024). Real-time road hazard
classification using object detection with deep learning. In Lecture Notes in Networks and
Systems (Vol. 789, pp. 479-492). Springer. https://doi.org/10.1007/978-981-99-6586-1 33.
Wei, Z., Zhang, Y., Wang, X., Zhou, J., Dou, F., & Xia, Y. (2024). A YOLOvS8-based approach
for steel plate surface defect detection. Metallurgija, 63(1), 28-30.

. Wu, F., Zhang, Y., Wang, L., Hu, Q., Fan, S., & Cai, W. (2023). A deep learning-based

lightweight model for the detection of marine fishes. Journal of Marine Science and Engineering,
11(11), Article 2156. https://doi.org/10.3390/jmse11112156.

Zhang, G., Tang, Y., Tang, H., Li, W., & Wang, L. (2023). A global lightweight deep learning
model for express package detection. Journal of Intelligent & Fuzzy Systems, 45(6), 12013—
12025. https://doi.org/10.3233/JIFS-232874.

. Wang, J., Dai, H., Chen, T., Liu, H., Zhang, X., Zhong, Q., & Lu, R. (2023). Toward surface

defect detection in electronics manufacturing by an accurate and lightweight YOLO-style object
detector. Scientific Reports, 13, Article 33804. https://doi.org/10.1038/s41598-023-33804-w.

Li, A., Zhang, Z., Sun, S., Feng, M., & Wu, C. (2023). MultiNet-GS: Structured road perception
model based on multi-task convolutional neural network. Electronics, 12(19), Article 3994.
https://doi.org/10.3390/electronics12193994.

Han, L., Ma, C., Liu, Y., Jia, J., & Sun, J. (2023). SC-YOLOVS: A security check model for the
inspection of prohibited items in X-ray images. Electronics, 12(20), Article 4208.
https://doi.org/10.3390/electronics12204208.

Mao, J., Wang, L., Wang, N., Hu, Y., & Sheng, W. (2023). A novel method of human
identification based on dental impression image. Pattern Recognition, 144, Article 109864.
https://doi.org/10.1016/j.patcog.2023.109864.

Kara, E., Zhang, G., Williams, J. J., Ferrandez-Quinto, G., Rhoden, L. J., Kim, M., Kutz, J. N., &
Rahman, A. (2023). Deep learning based object tracking in walking droplet and granular intruder
experiments. Journal of Real-Time Image Processing, 20, 269-311.
https://doi.org/10.1007/s11554-023-01341-4.

Zhou, S., Zhong, M., Chai, X., Zhang, N., Zhang, Y., Sun, Q., & Sun, T. (2024). Framework of
rod-like crops sorting based on multi-object oriented detection and analysis. Computers and
Electronics in Agriculture, 216, Article 108516. https://doi.org/10.1016/j.compag.2023.108516
Shan, P., Yang, R., Xiao, H., Zhang, L., Liu, Y., Fu, Q., & Zhao, Y. (2023). UAVPNet: A
balanced and enhanced UAV object detection and pose recognition network. Measurement, 222,
Article 113654. https://doi.org/10.1016/j.measurement.2023.113654.

Talaat, F. M., & ZainEldin, H. (2023). An improved fire detection approach based on YOLOv8
for smart cities. Neural Computing and  Applications, 35, 20939-20954.
https://doi.org/10.1007/s00521-023-08809-1.

Liu, S., Fan, Q., Zhao, C., & Li, S. (2023). RTAD: A real-time animal object detection model
based on a large selective kernel and channel pruning. Information, 14(10), Article 535.
https://doi.org/10.3390/info14100535.

Smolii, V. M., Smolii, N. V., Kovalenko, O. Y., & Shvydenko, M. Z. (2025). Channel extractor
for UAV PPM signals. CEUR Workshop Proceedings, 3917, 226-236. https://ceur-ws.org/Vol-
3917/.

Su, Y., Tan, W., Dong, Y., Xu, W., Huang, P., Zhang, J., & Zhang, D. (2024). Enhancing
concealed object detection in active millimeter wave images using wavelet transform. Signal
Processing, 216, Article 109303. https://doi.org/10.1016/j.sigpro.2023.109303.

Liwu, C., Wang, K., Li, Q., Zhao, F., Zhao, K., & Ma, H. (2024). Powerful-loU: More
straightforward and faster bounding box regression loss with a nonmonotonic focusing
mechanism. Neural Networks, 170, 276—284. https://doi.org/10.1016/j.neunet.2023.11.041.

16 Information Technologies in Economics and Environmental Sciences No. 2 (2025)




Cmoniti B.M., Cmoniii H.B.
ISSN 3083-7502

21. Xu, W., Liu, C., Wang, G., Zhao, Y., Yu, J., Muhammad, A., & Li, D. (2024). Behavioral response
of fish under ammonia nitrogen stress based on machine vision. Engineering Applications of
Artificial Intelligence, 128, Article 107442. https://doi.org/10.1016/j.engappai.2023.107442.

22. Dimauro, G., Barbaro, N., Camporeale, M. G., Fiore, V., Gelardi, M., & Scalera, M. (2024).
DeepCilia: Automated, deep-learning-based engine for precise ciliary beat frequency estimation.
Biomedical Signal Processing and Control, 90, Article 105808.
https://doi.org/10.1016/;.bspc.2023.105808.

23. Zhao, X., & Song, Y. (2023). Improved ship detection with YOLOv8 enhanced with MobileViT
and GSConv. Electronics, 12(22), Article 4666. https://doi.org/10.3390/electronics12224666.

24. Smolii, V. M., Smolii, N. V., & Sayapin, S. P. (2024). Search and classification of objects in the
zone of reservoirs and coastal zones. CEUR Workshop Proceedings, 3666, 37-51. https://ceur-
ws.org/Vol-3666/paper04.pdf.

25. Ultralytics. Train settings. In Ultralytics Docs. https://docs.ultralytics.com/modes/train/#train-
settings.

26. Tang, J., Xie, N., Li, K., Liang, Y., & Shen, X. (2024). Trajectory tracking control for fixed-wing
UAV based on DDPG. Journal of Aerospace Engineering, 37(2), Article 04024011.
https://doi.org/10.1061/JAEEEZ.ASENG-5286.

Smolij Viktorija

Doctor of Technical Sciences, Professor, Professor of the Department of Information Systems and
Technologies,

National University of Life and Environmental Sciences of Ukraine

ORCID: https://orcid.org/0000-0002-1268-7837

E-mail: vmsmolij@nubip.edu.ua

Smolij Natan

Postgraduate Student of the specialty "Information Systems and Technologies”,
National Technical University of Ukraine “Igor Sikorsky Kyiv Polytechnic Institute”
ORCID: https://orcid.org/0009-0002-3763-6726

E-mail: hoibbitizukrainy@gmail.com

MACHINE VISION MODULE FOR OBJECT DETECTION IN IMAGES AND VIDEO
STREAMS

Abstract. This work addresses the topical issue of developing and applying intelligent computer vision
methods for the automated detection and segmentation of protective equipment objects in images and video streams.
The aim of the work is to identify objects of a specified type in images captured by a video camera, as well as to
develop a detection model capable of effectively identifying and localising these objects under various lighting
conditions, scales and perspectives. The article examines the data preparation process, in particular the application
of augmentation methods to improve the representativeness of the sample, and performs a comparative analysis of
the parameters, performance and results of the SAM and YOLO models. The results of experimental studies are
presented, demonstrating the positive impact of increasing the volume and diversity of the dataset on data balance
and the generalisation ability of computer vision models. The proposed approaches to training separate models for
segmentation and classification tasks have proven their effectiveness in the context of automated image processing.
In this work, a specialised dataset of protective equipment items was created to address the image segmentation
task. During the model pre-training phase, data augmentation techniques—including mirroring, rotation, scaling
and brightness adjustment—were applied to this dataset, which significantly increased the diversity of the training
examples. Increasing the size of the dataset ensured a more balanced representation of the data and improved the
model’s generalisation ability. The results obtained in this work confirm the feasibility and effectiveness of the
authors’ proposed approach to this problem, namely the separate training of models for image segmentation and
classification. Prospects for further research include expanding the dataset, optimising the computational
complexity of the models, and investigating their application in real-time for video analytics.

Keywords: Object Detection, Detection Model, Image Segmentation, Model Pre-Training, Augmentation
Procedures, Fine-Tuning, Binary Object Masks.
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SEMANTIC SEGMENTATION OF FETAL BRAIN ULTRASOUND IMAGES BASED ON
A GENERAL FULLY CONVOLUTIONAL DISCRIMINATOR

Abstract. The fetal central nervous system (CNS) is one of the most common fetal congenital diseases in the world.
1t is of great significance to use deep learning methods to provide doctors with reliable auxiliary diagnosis methods. The
area outside the skull halo in fetal brain ultrasound images contains a lot of irrelevant information and has fuzzy
boundaries, which is not conducive to the classification or recognition tasks of ultrasound images. This paper aims to
study the effect of generative adversarial networks based on universal fully convolutional discriminators on the automatic
segmentation results of skull halo in fetal brain ultrasound images. This paper proposes a method for automatic
segmentation of skull halo in fetal brain ultrasound images using a generative adversarial network based on a universal
fully convolutional discriminator. Inspired by the concept of generative adversarial networks, a new semantic
segmentation network based on a universal discriminator is constructed. To verify the universality of the discriminator,
the semantic segmentation network uses both Deeplab v2 and Attention U-net networks as generators to generate
probability maps of segmentation results. A universal fully convolutional discriminator is also designed to let it learn to
distinguish whether the probability map input to the discriminator network is real data or segmentation results.
Experimental results on the dataset of automatic measurement of fetal head circumference in ultrasound imaging
demonstrate the effectiveness of the algorithm. Compared with the baseline of Deeplab_v2, the segmentation accuracy is
significantly improved, and the Attention U-net also has a similar improvement. Generative adversarial network based
on universal fully convolutional discriminator can effectively improve the accuracy of automatic segmentation of skull
halo in fetal brain ultrasound images.

Keywords: Fetal Central Nervous System, Generative Adversarial Networks, Deeplab V2, Attention U-Net.

Introduction. The fetal central nervous system (CNS) is one of the most common congenital
disorders in fetuses worldwide. With the continuous advancement of ultrasound technology,
ultrasound examination of the fetal brain, known for its non-invasive nature, real-time capabilities,
and cost-effectiveness, has become the preferred imaging modality for routine prenatal check-ups.
However, the development of the fetal CNS is a highly complex process, and the pathological features
of the fetal brain are particularly subtle and difficult to discern. Clinically, conducting fetal ultrasound
examinations requires a comprehensive knowledge base and extensive practical experience.
Experienced doctors can efficiently use ultrasound for diagnosis; however, in underdeveloped
regions, there is a lack of experienced specialists and advanced ultrasound imaging equipment.

Therefore, it is highly significant to use deep learning methods to provide doctors with a reliable
auxiliary diagnostic tool.

Literature Review. In recent years, deep learning (DL), particularly convolutional neural
networks (CNNs), has rapidly become a research hotspot in medical image analysis. In 2015, Long
et al. [1] introduced the Fully Convolutional Network (FCN) at CVPR 2015, achieving a major
breakthrough in image semantic segmentation through end-to-end learning. This has led to increased
research and improvements in the field. Due to the high performance of CNNs in various image
processing tasks [2], there has been a growing body of research and achievements in fetal ultrasound
image processing within the deep learning domain. Yu Z et al. [3] proposed a deep learning-based
method for recognizing standard fetal ultrasound planes; Baumgartner et al. [4] used deep learning
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methods to achieve real-time detection of standard planes to aid doctors as a clinical diagnostic tool.
Currently, utilizing deep learning methods for fetal disease diagnosis will become the next research
focus and challenge. Ye Hai et al. [5] proposed a fetal brain ultrasound image segmentation algorithm
based on a fully convolutional network. Cerrolaza et al. [6] discussed the application of fully
convolutional networks in skull segmentation of fetal 3D ultrasound images. Zahra Sobhaninia et al.
[7] presented a multi-scale and deep neural network for estimating fetal biometric parameters. This
network outperforms single-task networks in segmentation and ellipse optimization tasks.

However, the above methods insufficiently utilize boundary information in fetal brain images,
and segmentation accuracy needs further improvement. To address these issues, this paper proposes
a semantic segmentation network for fetal brain ultrasound images based on a generic fully
convolutional discriminator. This network uses a discriminator to optimize local features of the
segmentation network, fully utilizing boundary information and reducing data set requirements,
effectively addressing the issue of limited medical image datasets. In this paper, the segmentation
network is used as the generator in the GAN [8] framework. Unlike traditional generators that train
to generate images from noise vectors, our segmentation network outputs a probability map of
semantic labels for a given input image. In the discriminator network, we use a generic fully
convolutional network. Experimental results on an automatic measurement dataset of fetal head
circumference in ultrasound imaging have demonstrated the effectiveness and accuracy of the
proposed semantic segmentation framework based on a generic fully convolutional discriminator
GAN.

Purpose. This paper aims to study the effect of generative adversarial networks based on
universal fully convolutional discriminators on the automatic segmentation results of skull halo in
fetal brain ultrasound images.

Materials and Methods. This paper draws on the idea of generative adversarial networks and
designs a generalized semantic segmentation network with a fully convolutional discriminator. The
overall network structure is shown in Figure 1. The entire network structure consists of two modules:
a semantic segmentation network and a discriminant network. Through this overall network structure,
we can understand how this paper uses generative adversarial networks for training and obtains
semantic segmentation results through generative adversarial learning.

First, drawing on the idea of generative adversarial networks, this paper uses semantic
segmentation networks as generative networks. To verify the versatility of the designed discriminator,
this paper selects Deeplab_v2 [9] and Attention U-net [10], 2 networks as segmentation networks for
training. At the same time, using the idea of generative adversarial learning, a discriminator is
designed to conduct adversarial learning on the segmentation network, and the parameters of the
segmentation network are continuously optimized, so as to achieve the purpose of optimizing the
segmentation results. The advantage of this design is that it does not need to increase the network
depth of the segmentation network, but can improve the segmentation accuracy, and does not need to
add various post-processing methods like other segmentation networks to improve the segmentation
accuracy.

This paper uses two segmentation networks, DeepLab-v2 and Attention U-net, to conduct
experiments to verify the generalization ability of the designed discriminator.

The specific operations are as follows:

(1) Using DeepLab v2 as the segmentation network

The DeepLab v2 framework uses the ResNet-101[11] network. The pre-trained model is a
model pre-trained using the MS COCO dataset [12]. However, the conditional random fields (CRFs)
proposed in DeepLab v2 are not used to optimize the segmentation results. Instead, the last
classification layer is deleted in this paper, and the last step size of the two convolutional layers is
changed from 2 to 1, so that the resolution of the output feature map is actually 1/8 of the input image
size. Finally, the upsampling layer and Softmax output are used to match the size of the input image.
In other words, given an image of size H x W x 3, the input of the segmentation network can output
a probability map of size H x W x C, where C is the number of semantic segmentation categories.
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Figure 1 — An overview of the proposed semantic segmentation network based on a generative
adversarial network with a generic full convolutional discriminator

In deeplab_v2, Hollow Convolution and Atrous spatial pyramid pooling are used to expand the
perceptual field of view, thereby improving the segmentation accuracy of the segmentation network.

(2) Using U-net Attention as the segmentation network

The Attention U-Net model is improved on the basis of the U-Net[13] model and also adopts a
U-shaped structure. The difference between the two models is that Attention U-Net adds an attention
module based on U-Net, and this attention module is used for skip connection. The original U-Net
simply concatenates the features of the same layer of the downsampling layer directly to the
upsampling layer, while the improved Attention U-Net uses the Attention module to process the
feature map of the same layer of the downsampling layer and the feature map of the upper layer of
the upsampling layer respectively, and then concatenates them with the feature map of the upsampling
layer.

The discriminative network is based on FCN. The discriminative network consists of four
convolutional layers with 4x4 kernels. Each convolutional layer is followed by a Leaky-ReLU [14]
layer with a parameter of 0.2. The expression of Leaky-ReLU is:

x; if x;=0
yl_% lf xl-<0’ (1)

where «; is a fixed parameter in the interval (1, + o).

Finally, an upsampling layer is added to the last layer to scale the output to the large of the input
mapping, thus constituting a fully convolved discriminator network, which allows the input image to
be of arbitrary size.

This is done as follows, the discriminator network takes the segmentation probability map or
the real data probability map generated by the segmentation network as input and outputs a spatial
probability map of size H x W x 1. The discriminator outputs each pixel p of the map, when p=1, it
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means that the pixel is from the real data label, when p=0, it means that the pixel is from the
segmentation network.

In this paper, we are borrowing the idea of generative adversarial network to implement, for the
generative network in GAN, we replace it with a segmentation network, in designing a fully
convolutional discriminative network to optimize the segmentation network.

Given an input image Xn of size H x W x 3, denote the segmentation network by S(e) and
S(X,,) denotes the predictive probability map of size H x W x C, where C is the number of categories.
We denote the full convolutional discriminator by D (), which uses a probability map of input size
H x W x C, where the discriminator network has two possible inputs: segmentation prediction
S(X,) or real data vector Yn. and outputs a predicted probability map of size H x W x 1 to
discriminate whether the input probability map is from the segmentation network or from the real
data.

Discriminative network: To train the discriminative network, the loss of spatial cross-entropy
of the two classes is L is minimized:

Ly = —Yn w(l=yn) log(1 = D(SX)) ") + y, log (D (Y,) "W). ()

Segmentation networks: we train segmentation networks by minimizing a multi-task loss
function:

Lseg = Lee + AaavLadv- 3)

Among them L., and L,4, denote spatial multi-class cross entropy loss, adversarial loss,
respectively. A,qy are the weights of the adversarial loss function.

Given an input image, which has real data at Y,, and predictions at S(X,,), the cross-entropy loss
can be obtained:

Lee = = Tpw Teec Y™ log( S (X,,) Pwe). 4)

We do this by means of a loss £,4, of an adversarial learning process to give a fully
convolutional discriminative network D (e):

Lagy = — Zh,w log ( D(S(Xn))(h'W)) .

)

Using this loss, we train the segmentation network to maximize the probability of the
predictions produced in the segmentation network to deceive the discriminator.

At the same time, the experiment verifies the effectiveness of the algorithm according to the
following results. As shown in Figure 2, the segmentation results obtained from the experiments
conducted on Deeplab_v2 network based on and not based on full convolutional discriminator with
fetal head circumference dataset. Where the first column is the fetal head circumference image, the
second column is the segmented image manually labeled on the fetal head circumference image, the
third column is the segmented image obtained by training the Deeplab v2 network without full
convolutional discriminator based , and the fourth column is the segmented image obtained by
training the Deeplab_v2 network based on the full convolutional discriminator.

As can be seen from Figure 2, when the discriminator is not used, although the results of fetal
head circumference segmentation are very good, but for and manually labeled, its edge is still lacking.
But when the discriminator is used, the segmentation results, it can be clearly seen that the edge is
very close to the manual labeling, from which it can also be seen that the connection of a full
convolutional discriminator can optimize the segmentation boundaries, for the edge of the
information can be better utilized, and this discriminator structure for the segmentation of fetal
ultrasound images is very advantageous.
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Figure 2 — Comparison of Deeplab v2 network based and not based on full convolutional
discriminator under fetal head circumference dataset

Table 1 shows the comparison of the results of Deeplab v2 and Deeplab_v2's baseline, based
on the full convolutional discriminator, with the fetal head circumference dataset. From the data in
the table, after using the discriminator, comparing with Deeplab_v2's baseline, the IOU for the fetal
head circumference validation set improves by 3.2% to 94.2%, and the DICE improves by 2.1% to
97.0%. This can be seen, this network for fetal head circumference dataset training and recognition
segmentation effect is very good, at the same time, we are based on the idea of generative adversarial
network, add the discriminator to optimize the segmentation results of this method, can be very good
to improve the segmentation results, for the segmentation of the boundaries of the improvement is
greater, the same discriminator can reduce the segmentation of the network for the dataset
requirements, so this discriminator is very suitable for fetal ultrasound This discriminator is very
suitable for fetal ultrasound images, and this structure is also suitable for other medical images.
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Table 1 — Results derived from fetal head circumference validation set under
Deeplab v2 network

Method 10U (%) Dice (%)
Baseline 91.0 94.9
GAN Dee
plab v2 94.2 97.0

As shown in Figure 3, the segmentation results obtained from the experiments conducted on
Attention U-net network based and not based on full convolutional discriminator with fetal head
circumference dataset. Wherein the first column is the fetal head circumference image, the second
column is the segmentation image manually labeled on the fetal head circumference image, the third
column is the segmentation image obtained by training the U-net network, the fourth column is the
segmentation image obtained by training the Attention U-net network not based on the full
convolutional discriminator, and the fifth column is the segmentation image obtained by training the
Attention U-net network based on the full convolutional discriminator.

image annotation U-net Attention U-net Gan_Attention U-net

Figure 3 — Comparison of Attention U-net network with and without full convolutional
discriminator based on fetal head circumference dataset
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As can be seen from Fig.3, the segmentation results obtained by using U-net directly are not
good, and some of them have problems with poor class recognition and poor results of edge
segmentation. By adding an attention mechanism, the segmentation results are directly greatly
improved, but there are still some edges of the image of fetal head circumference where the
segmentation is not very good. After adding a discriminator to the network, the segmentation results
can be clearly seen that the corresponding segmentation boundaries have been greatly improved,
making them closer to the manually labeled segmented images.

Table 2 shows the comparison of the results of U-net family of networks under fetal head
circumference dataset. From the data in the table, it can be seen that after using an attention
mechanism, comparing to U-net, the IOU of the fetal head circumference validation set is improved
by 10% to 89.2% and the DICE is improved by 7% to 94% . After continuing to add a full
convolutional discriminator, comparing to U-net, the IOU of the fetal head circumference validation
set improves by 11% to 90.2%, and the DICE improves by 7.6% to 94.6% ; comparing to Attention
U-net, the IOU of the fetal head circumference validation set improves by 1%, and the DICE improves
by 0.6%. This can be seen that adding a full convolutional discriminator can continue to increase the
segmentation accuracy even further, and at the same time can optimize the segmentation edges to be
closer to the results of manual segmentation. This can be a good solution to the problem of blurred
boundaries in fetal ultrasound images.

Table 2 — Results derived from fetal head circumference validation set under
U-net series network

Method 10U (%) Dice (%)
U-net 79.2 87.0
Attention U-net 89.2 94.0
GAN Attention U-net 90.2 94.6

As shown in Figure 4, the segmentation results obtained from experiments conducted with
Deeplab_v2 and Attention U-net networks, under the fetal head circumference dataset. Where the
first column is the fetal head circumference image, the second column is the segmentation image
obtained by training the Deeplab v2 network without full convolutional discriminator, the third
column is the segmentation image obtained by training the Deeplab v2 network with full
convolutional discriminator, the fourth column is the segmentation image obtained by training the
Attention U-net network without full convolutional discriminator, and the fifth column is the
segmentation image obtained by training the Attention U-net network with full convolutional
discriminator. Attention U-net network training with full convolutional discriminator.

From Figure 4 and combining with Table 2, Table 3, it can be seen that Deeplab v2 and
Attention U-net networks after using the discriminator, the IOU of Deeplab_v2 is improved by 3.2%
and the DICE is improved by 2.1%; Attention U-net network's IOU is improved by 1.0% and the
DICE is improved by 0.6%. It can be seen that the use of discriminators for segmentation networks
will have different degrees of improvement; at the same time, the discriminators are significantly
better than Attention U-net for Deeplab v2, which can also be concluded that for the deeper the
semantic segmentation network, the discriminators play a better role in the semantic segmentation
network, and the segmentation effect will be improved more. By adding a full convolutional
discriminator, this can improve the segmentation results of fetal ultrasound images by using a deeper
network when processing fetal ultrasound images.

Conclusions. This paper presents a semantic segmentation network for fetal brain ultrasound
images based on a generalized fully convolutional discriminator. The proposed method uses the
scheme of Generative Adversarial Networks (GANs), which consists of a segmentation network and
a discriminator. In this paper then Deeplab v2 and Attention U-net are used as the segmentation
network to verify the generalization of this full convolutional discriminator.
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Figure 4 — Comparison of Deeplab v2 and Attention U-net network under fetal head
circumference dataset

The discriminator uses a fully convolutional network to distinguish between the input map
which is a probability map of the real data and the probability map of the segmentation result of the
segmentation network. Through the generative confrontation between this discriminator and the
segmentation network, the discriminator continuously optimizes the model parameters of the
segmentation network, so as to improve the segmentation accuracy of the segmentation network. And
in this process of adversarial learning, the network depth of the segmentation network does not
increase. A large number of experiments were conducted on the fetal head circumference data set to
verify the effectiveness of the algorithm, and also proved that the scheme of adding a fully
convolutional discriminator is very suitable for fetal ultrasound images, which can further optimize
the edge segmentation of fetal ultrasound images and reduce the data requirements of the
segmentation network.
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CEMAHTHUYHA CEI'MEHTALIA YJIBTPA3ZBYKOBUX 30BPA’KEHDb MO3KY IIVIOJA
HA OCHOBI 3AT'AJIBHOI'O ITOBHICTIO 3I'OPTKOBOI'O JIUCKPUMIHATOPA

Anomauin. Ypasxcenus yenmpanonoi Hepgogoi cucmemu (LIHC) nioda € 00HUM 3 HAUNOWUPEHTUUX BPOONCEHUX
3ax80pioganb naoda y ceimi. Buxopucmanus memooié 2nuboKk020 HAGUAHHA MAE GeluKe 3HAYEHHs Oasl 3a0e3neyenns
JKAPI8 HAOIUHUMU OONOMIdDCHUMU Memoodamu diaenocmuxu. Obracmo 3a medcamu opeosy yepend Ha Yibmpa3eyKO8UX
300PAXNCEHHAX 207108HO20 MO3KY NI100A MiCmMumes 6azamo Hepene8anmuoi inghopmayii ma mae Hewimki medxci, ujo He
cnpusie eupiwiennio 3aoay kiacu@ixayii abo posniznaganHs yaempaszeykosux 306padicenv. Memoio pobomu €
O00CTIOJNCEHNSI  BNAUBY 2CHEPATMUBHUX 3MASANLHUX MEpPedC HA OCHOGI YHIGEPCANbHUX NOBHICMIO 320PMKOBUX
OUCKPUMIHAMOPI6 HA pe3yTbmamu agmoMaAmuyHoi cesmenmayii opeony uepena HA YIbMpazeyKOSUX 300padiCeHHsX
2071061020 MO3KY nioda. Y cmammi 3anponoHo6aHo Mmemoo asmoMAmuuHoi ceemenmayii opeony uepena Ha
YIbMPA38YKOGUX 300PAICEHHAX 20I08HO20 MO3KY NI00A 3 GUKOPUCAHHAM 2eHepaAMUGHOI 3MA2albHOI MepediCi Ha OCHOBI
VHIBepcanvbHO20 NOGHICMIO 320pHYMO20 Ouckpuminamopa. Ha ocnogi xonyenyii cemepamu6Hux 3maz2anbHUX Mepesic
noOYyO00BAHO HOBY CEMAHMUYHY MepediCcy Ce2MEeHmayii Ha OCHOBI YHIGepPCANbHO20 OUCKpuMinamopa. [na nepegipxu
VHIBepCAnbHOCMI OUCKPUMIHATOPA Mepedca ceManmuynoi ceemenmayii suxopucmogylomuvca mepexci Deeplab v2 ma
Attention U-net sk eenepamopu Ons 2ewepayii xapm UMOGIpHOCmel pe3yivmamie ceemenmayii. YrHigepcanvHuil
NOBHICIO 320pMKOBUL OUCKPUMIHAMOP MAKOIIC PO3POOIEHO 011 MO20, WO Gil Miz HAGYUMUCS PO3PI3HAMU, YU € Kapma
timMosipHocmell Ha  6X00i Mepedxci OUCKPUMIHAMOpA pearbHumMu OaHuMu abo pe3yibmamamu  ceeMeHmayii.
Excnepumenmanvni pesynomamu na HaOopi 0aHUX ABMOMAMUUHOZO BUMIPIOBAHHS OKPYICHOCHI 20i6KU NA00A Npu
VAbMPA3BYKOBOMY 00CIONCEHH] OeMOHCMPYIOMb ehekmuenicmob ancopummy. IlopisHano 3 bazoeoro ninicio Deeplab v2,
mounicmb ceamenmayii 3HayHo nokpawunacs, i Attention U-net makooic mae ananoziune nokpawenns. I enepamusna
3MaeanbHa Mepedca Ha 0CHO8I YHIBePCANbHO20 NOBHICIIO 320PTKO8020 OUCKPUMIHATNOPA MOJice eeKmueHo nioguuumu
MOYHICIb A8MOMAMUYHOI cecMeHmayii Opeoy uepena Ha YIbmpa3zeyKosux 300padxceHHax Mo3Ky niood.

Kniouogi cnosa: yenmpanvha nepeoga cucmema niooa, eeHepamusHi smazanvii mepeaici, Deeplab v2, Attention
U-net..
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BUBIP MOBU TIPOT'PAMYBAHHAA UIA IHTEJEKTYAJIBHAX CUCTEM _
MOHITOPHUHI'Y JIICIB I TIPOTHUIII IIOKEKAM METOJOM AHAJII3Y IEPAPXIN

Anomayin. Poboma npucesuena po36’si3aHHIO AKMYAIbHOI HAYKOB0-NPAKMUYHOI 3a0a4i — OOIDYHMYEAHHIO
6UOOPY MOBU NPOSPAMYGAHHA OJIsl CMEOPEHHS [HMENeKMYANbHUX CUCMEM eKOJIO02IYH020 MOHIMOPUHSY 6 PedCUMi
peanvhoz2o uacy. Y 00cniodicenHi HaA2oRoulyemuvcs Ha nepexoodi Gi0 NACUBHO20 CHOCMEPEdCEeHHS 00 AKMUBHO2O0
BUKOPUCMAHHA ANCOPUIMMIG WIMYYHO20 [HMeNeKmy (KOMRn'tomepHozo 30py, 2iuboK020 HABUAHHA) Ol PAHHBO2O
suasnents nicosux nodcexc. Haykosa noseusna nonseac 'y 3acmocysanui MamemMamuiHo2o anapamy mMemooy auauisy
iepapxiu (MAI) ona minimizayii cy6 ekmugizmy npu 6ubOpi mexHoI02iYH020 cmeka. Agmopamu noby0osano iepapxiuny
MoOenb OYiHI8aHH Yomupvox aremepuamug: Python, C++, Rust ma Lisp. /[na nopiguanvHo2o ananizy oopauo n’smo
KAIOYOBUX Kpumepiig: weuoKicms 00poOKu, MOYHICMb PO3NIZHABAHHA, (ABMOHOMHICMb (eHepeoeheKmusHicmy),
Macwmabosanicme ma éapmicme  po3pobru. Pospaxynox eacoeux kroegiyicnmie kpumepiie npooeMoHCmMpPY8as
npiopumemuicms mounocmi Oemexyii (43%) ma npodyxmusnocmi pobomu cucmemu (28%). 3a pezyrbmamamu
00yUCTIeHHs iHme2pantbHUX NOKA3HUKIG ussneno nepesacy mosu Rust (8,54), saxa eunepeouna C++ (7,82) ma Python
(7,16). Bcmanoeneno, wo Rust ¢ natbinbw 36anrancoganum piuiennsam 01s peanizayii xonyenyii Edge Computing,
OCKINbKU 3a0e3neuye O6e3neky nam smi ma UCOKy weuoKicms 00podKu be3nocepedHbo HA A8MOHOMHUX NPUCPOsX. V
nIOCYMKY 3anpONnoHO8AHO ONMUMANbHY cmpamezilo nobyoosu 2ibpudnoi apximexmypu: euxopucmauts Rust ons
HU3bKOpI6HesUx Mooyie demekyii ma Python ons xmaphoi ananimuku OaHux.

Knrwuosi cnosa: memoo ananizy i€papxiil, iHmenieKmyaabHi cucmemu MOHIMOPUHEY, MOHIMOPUHZ TICO8UX
noofcednc, WwmyuHull inmenekm, mMoea npozpamyeanus Rust, mosa npoepamysanns Python, enuboke nasuanus, 06pobra 6
peanvhomy uaci, Edge Computing, 6azcamoxpumepianvhe npuiiHamms piuiensb, 6aeamoxkpumepiaibHull anauis.

AkTyanbHicTb. CydyacHUIl eTan po3BUTKY CHCTEM €KOJIOTIYHOI Oe3NeKH XapaKTepHU3YEThCS
MIEPEX0JI0M BiJl MTACUBHOI'O CIIOCTEPEkKEHHS Ta (hikcallii pe3ynbTaTiB 10 aKTUBHOIO MOHITOPUHTY 13
BUKOPUCTaHHAM IHTENEKTYaIbHUX CUCTEM y PEKUMI pealIbHOTO Yacy.

Y miif chepi ogHMM 13 HaWCKIAIHIMIMX 3aBAaHb € paHHE BUSBJICHHA DPI3HOMAHITHUX
HECTaHJAPTHHUX CUTYallilf, 30KpeMa JICOBUX IMOXKEX Ta IHIIMX €KOJOTIYHO HeOe3MeYHHX SIBUIL, JIe
KOXKHa XBUJIMHA 3aTPUMKH pearyBaHHS MOK€ MPHU3BECTH J0 CTPIMKOTO 3pPOCTAHHS €KOHOMIYHHX 1
€KOJIOT1YHUX 30UTKIB.

Jlisg BUpIilIEHHS WX TpoOjieM HEeOOXIAHO CTBOPIOBATH CUCTEMHM, SIKI 3[4aTHI 3/1HCHIOBATU
Oe3nepepBHUI MOHITOPUHT CTaHy JOBKULISA B peaJbHOMY Yaci Ta ONepaTUBHO MPUIMATH BiIMOBIIHI
pimeHHs. CTBOpPEHHSI TaKMX CHUCTeM MOTpeOye I1HTerpauii CKJIAQIHUX aJITOPUTMIB HITYYHOIO
inTenekty (Computer Vision, Deep Learning) 3 anapatHumu 3aco6amu, 10 po30y10BaHi 30KkpeMa Ha
0a3i 6e3IPOTOBHUX TEXHOJIOTIN 1 OE3MUIOTHUX JIITATLHUX araparis.
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Ha erami mpoexTyBaHHA Ta OOTpyHTYBaHHSI BHOOPY IHCTPYMEHTAJIBHHX 3aC0O0IB pO3pOOKH
IHTENEKTYalbHUX CHCTEM MOHITOPUHTY HAJ3BUYAHO BAXKIMBOIO € MpobiieMa BHOOPY MOBHU
nporpamyBaHHs. L{e nuTaHHs He 3BOUTHCS JJO IPOCTOrO MOPIBHAHHS XapaKTEPUCTUK PI3HUX MOB, a
nependadae po3B’si3aHHs OaraToOKpUTEpiaabHOI 3a1adi, o noTpedye OaTaHCyBaHHS MiX BHCOKOIO
IIBUJIKICTIO 0OpOOKHM MOTOKIB TaHUX 1 0OMEKEHOI eHeproe(EeKTUBHICTIO aBTOHOMHHX MPHUCTPOIB.
Kpim Toro, HeoOXigHO BpaxOBYyBaTH IHYUKICTh peaii3allii cydacHHUX HEMPOMEPEKEBUX MOICIICH.

Ha cporoHi BiiCyTHS €1lMHA METOAMKA OL[IHIOBAaHHSI IIPOrPAMHOr0 IHCTPYMEHTAPII0, 1110 YacTO
NPU3BOJUTH JI0 3aCTOCYBAaHHS CyO €KTHMBHHMX IMIAXOJIB, IO B CBOI Yepry, 3HWXKYE 3arajbHy
HaJIHICTh Ta €(PEKTUBHICTh IHTEIEKTYyAIbBHUX CUCTEM MOHITOPUHTY JOBKIJUIS.

AHani3 ocTaHHIX Aoc/ilKeHb Ta nyOJikaniii. TeopernunuM (QyHIaMEHTOM pO3B’SI3aHHS
3a/1a4i  OaraToKpuTepialbHOrO BHOOPY MOKHa BBakatm pobGotu Saaty T. L., y saxux Oyno
3aMporOHOBAaHO MeETOJ| aHamizy iepapxii [1], [2]. Lleit maremaTwnunuii amapatr Oa3yeTbcs Ha
00YHCIIEHH] BIACHUX 3HAUYE€Hb MATPHIlh MOMAPHUX MOPIBHSAHB 1 HA CHOTOJHI 3aJUIIAETHCS OJHUM 13
CTaHJAPTHHX MiIXOIIB Y CHCTEMHIH iHxeHepii [3].

Cyuyacni moaudikarii Ta aganTarii bOro METOAY I MU(PPOBUX EKOCUCTEM 3aIPOIIOHOBAHO
B poboTtax Goepel K. D., e akiieHTy€eThCsI yBara Ha BaXKJIMBOCTI y3TOPKEHOCT] EKCIIEPTHHUX CYIKCHb
T Yac OI[IHIOBaHHS MporpaMHuX 3aco0iB [4]. OcTaHHI DOCHIDKEHHS TaKOX MiATBEPIKYIOThH
e(pEeKTUBHICTh BHKOPHCTAHHS METOAY aHANi3y Iie€papXid y 3amadax BHOOpY MPOTPaMHOTO
3a0e3neueHHs] Ta IHTENEeKTyalbHMX CHCTEM, 30KpeMa B yMOBaX HEBU3HAUEHOCTI Ta
OaratokpurepiagbHOCTI. B po6oTi [6] pO3TIIsIHYTO METOAOIOT1YHI 3acad, sIKi MOB'sI3aHi 3 IPOLecCaMu
1o0y1I0BH aHAJIITUYHO] i€papXii, 30KpemMa, po3riIsAatoThCsl MUTAHHS, 110 MOB'I3aH1 3 MO/IETIOBAaHHIM
po6JeM, NONAapHUMU MOPIBHSHHSAMH, LIIKAJTaMHU OL[IHIOBAHHS.

Metoau OaratokputepianbHOro NpuiHATTA pimeHs (MCDM) MOXXyTh BUKOPHUCTOBYBATHCH B
pI3HUX THIIAX 3aCTOCyBaHb. B [7] mpoBeneHO Orisa MOUIMPEHUX METOAIB OaraTOKpUTEpialbHOIO
MPUAHATTS PillIeHb, PO3TIIIHYTO iX IIepeBaru Ta HeIoMiKH. B pe3ynbraTi, 110 po60oTy MOKHA BBaXKaTH
KEpiBHHUIITBOM, SIKE€ JOIIOMarae BU3Ha4UTH, sk MeToan MCDM ciiji BUKOPUCTOBYBaTH B KOHKPETHUX
CUTYyaIlisX.

B po6ori [8] aBTOpH CTBEPIKYIOTH, 1II0 BUOIp KOHKPETHOTO METOJY OaraTOKpHTEpialbHOTO
MPUMHATTA pilIeHb Ta CI0co0y HOpMai3alli JaHUX KPUTHYHO BIUIMBA€E HA HAAIMHICTD pe3yNbTaTiB.
BoHM mnponoHyrOTH OIIHIOBAaTH 1H)KEHEPHI pILIEHHS 4Yepe3 KOMIIPOMIC MK 5 BuMipaMmu:
MPOJYKTUBHICTIO, €KOJIOTIYHUM BIUTMBOM, C€KOHOMIYHHMM BILUITUBOM, COI[IQJIbHUM BIJTHBOM Ta
LUKJTIYHICTIO.

[HImIMM acniekToM, Ha SIKUM CIIiJ 3BEPHYTH yBary IMig4ac po3poOKH IHTEIEKTYaJbHUX CUCTEM
MOHITOPUHTY € crerudika moOyJoBH TaKWX CHCTEM 3aleKHO BiJ cdepu 3acTocyBaHHA. Tak,
MUTAHHS, 110 TOB'A3aH1 3 BUSBICHHAM TOXEX JETAIBHO JTOCTIKYIOThCS B podoTax Lopez et al., ne
aBTOPM HAroJIolyroTh Ha mnepeBarax konuenuii Edge Computing (mpukopnoHHi abo nepudepiiHi
oOuMciieHHs) Uil MiHIMI3alii yacy peakuii. [IuTanHs TOuHOCTI po3Mi3HaBaHHS MOXKEX Ha 0Oasl
rnubokoro HaBuaHHs (Deep Learning) € nentpansaumMu y gociimpkeHHsx B.Jahne [9], axuii Bkazye
Ha IpsSMY 3aJ€KHICTh €()eKTUBHOCTI aJITOPUTMIB BiJl 0OUMCIIOBATIBHOI apXITEKTypHu 00paHOi MOBH.

B po6oti [10] aBTOpM HarogouryroTh Ha HEOOXIAHOCTI MEPEXOAY BiJl KIACHYHUX aITOPUTMIB
710 aJTOpPUTMIB TJIMOOKOro HaBYaHHS 1 3a3HAYaAIOTh, IO 1HTErpallis rIMO0KOro HaBYaHHS B CUCTEMU
MOHITOPHUHTY JICiB JI03BOJIMJIA 3HAYHO IMiIBUIIUTH TOYHICTb 1IeHTU(DiIKalI] TOXKEXK, 30KpeMa aBTOpU
JOBOJIATH, 110 came Deep Learning MiHIMI3y€ KIJTBKICTh XHOHHMX cripaifoBanb. [IpoTe Takuii miaxin
BHCYBA€ HOBI BUMOTH JI0 apXITEKTYpH 00UHCIIOBAIBHOI CHCTEMH.

[TutanHs 0O0poOKM BiACONMOTOKIB B pealibHOMY daci posrisgatoTeess B [11], ne aBropu
HaroJIOIyI0Th Ha HEOOXITHOCTI BHCOKOi OOYHMCIIOBAIBbHOI MOTYKHOCTI, IO MPSMO BKazye Ha
BOKJIMBICTh BUKOPUCTAHHS BIJIMOBITHUX MIPOTPAMHUX 3aC00IB 1, 30KpeMa, MOB IMPOTPaMyBaHHS.

Pazom 3 TuMm, aHami3 JdiTepaTypHUX JOKEpeNl CBIAUYUTh PO HAsBHICTH PO3PUBY MiX
TEOPETHYHUMH  JOCII/DKEHHSMH ~ QITOPUTMIB  IITYYHOTO  IHTEJNEKTY Ta  TMPAKTUIHUMHU
PEKOMEHALISIMU 111010 BUOOPY CHUCTEMHHUX MOB INpOrpaMyBaHHS AJs iX peamizamii. Tpagumiiini
MOPIBHSHHS MOB MPOTPaMyBaHHs HE 3aBXKIW BPaXxOBYIOTH CHEIU(}iuHI OCOOIMBOCTI caMe CHUCTEM
€KOJIOTIYHOTO MOHITOPHMHTY, TaKi SIK aBTOHOMHICTh Ta MacIITaOOBaHICTh y IUKUX NPHPOTHUX
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yMoBax. Lle 3ymMoBIIO€ HEOOXIAHICTH TPOBEICHHSI KOMIUIEKCHOTO aHaIi3y MOB IPOrpaMyBaHHS Ha
OCHOBI1 MaTeMAaTUYHUX METO/IB IPUHHATTS PIlLICHb.

MeTta noCHiIKeHHSI TOJSITa€ B MaTEeMaTHYHOMY OOIPYHTYBaHHI BHOOpPY ONTHMAIBHOTO
IHCTpYMEHTAapil0 MpOorpaMyBaHHS IJIsi PO3POOKH IHTEIEKTyalbHHUX CHCTEM MOHITOPHHTY JIiICOBHX
MOKEXK IUITXOM 3aCTOCYBaHHS METONy aHami3y lepapxii. Lled migxia J03BOJUTH 3a0€3MEYUTH
0ajaHc MDK BHCOKOIO TOYHICTIO pO3Mi3HABAHHS €KOJIOTIYHO HeOe3NMevyHux CHUTyalid Ta
MPOYKTUBHICTIO OOPOOKH JTaHUX y pealbHOMY Yaci. BiH Moske CTaTH MATPYHTSM ISl IEPEXOY Bifl
Cy0'eKTMBHOTO BUOOPY MOBH IPOrpaMyBaHHS O 00'€KTMBHOTO MAaTEeMaTHYHOTO PO3PAXYHKY, SKUN
0a3y€eThCs HA KPUTHYHUX BUMOTaX OE3IeKH.

Martepianu i MeToau nocaizkenns. Bubip MoBU nporpaMyBaHHS SIK IHCTPYMEHTY peaizamii
MPOEKTY — 1l OIbllla YacTHHA CKIQJ0BOI ycmixy mpoekty. CKOpUCTAEMOCH METOJOM
OaraTokpurepianbHOTo anamnizy pimens (MCDA), a came MmetogoM aHauizy iepapxiii [ 1]. Lleit meTon
SBJISIE COOOI0 CTPYKTYPOBaHHMI MaTEMaTHYHUI amapar i NPUHHATTA CKJIaJHUX pilmieHb. Bin
po36mBae mpobiemMy Ha iepapxiro (Mera, KpUTepii, albTepHATHUBH) 1 3a JOMOMOIOI ITAPHUX
MOPIBHSAHD J03BOJISIE BUSHAYMTH HAWKpalIui BapiaHT Ha OCHOBI KIJIbKICHOI OIIIHKM CYO'€KTHBHHX
JTYMOK eKcriepTiB. Take momapHe MOpiBHSHHS KPUTEPIiB CYTTEBO 3MEHIITY€E CYO'€KTHBHY TTOXHOKY.

Chopmymntoemo 3amady BUOOpPY MOBHM IporpaMmyBaHHs SK (yHKIi0 KopucHocTi U, siKy
noTpiOHO MaKCHUMI3yBaTH.

U@ =) wis D), M

ne L — konkperHa moBa nporpamyBanns (Piton, C++, Julia, Rust abo ixma);

W; — BaroBui KOe(IiIli€eHT i-r0 KPUTEPI0, IKUK BU3HAYAE, HACKIBKU LIEH KPUTEPIH BaKIUBUMA
JUUIS OLIIHFOBAHHS;

c;(L) — ouinka MoBH L 3a i-M kpuTepiem (3a3Buuail ii 3HaueHHs 6epetbes Big 0 10 1).

JIist iHTENIeKTYaIbHUX CUCTEM OCHOBHUMH KPHUTEPISIMU 3a3BHYAil BAKOPHCTOBYIOTH:

€1 — HasBHICTbH 010J1I0TEK;

Cy — MIPOIYKTUBHICTH (OCOOJIMBO JIJIs1 CUCTEM, 1110 TIPAIIOIOTH B PEaIbHOMY 4aci);

€3 — HWIBUAKICTH pO3pOOKH (TYT CJiJ BpaxOBYBaTH JIAKOHIYHICTh CHHTAKCHUCY Ta IPOCTOTY
MPOTOTHUITYBAaHHS);

C4 — IOCTYIIHICTh JOKYMEHTAIII] Ta TOTOBUX PIllIEHb;

C5 — MOKJIMBICTb 1HTETpaLlii y BXKe ICHYI0Ul CHCTEMH.

[TokpOKOBO aNTOPUTM PO3PaXyHKY Bark KpUTEPiiB Ma€ HACTYITHUNA BUTJIISI.

Kpox 1. BytyeMo MaTpHIIto HONapHUX NOpiBHAHb. Lle kBagpaTHa MaTpuLs po3MIpOM N * 1, Jie
N - KUIbKICTh KpUTepiiB. KOXXHUIA eleMEenT Ii€l MaTpuill @;; TIOKa3ye CTyIHb NEPEBAru KPUTEPIIO i
HaJ KputepieM j 3a mkanoro Caati (3HaueHHs 2, 4, 6, 8§ € TPOMIKHUMM):

1 — oHaKOBa BayKJIMBICTB,

3 — momipHa mepeBara OJTHOTO HaJl IHIITUM,

5 — cyTTeBa nepesara,

7 — 3Ha4Ha nepeBara,

9 — abcomoTHA MepeBara.

VY pa3i noby0BH MaTpULll MOMAPHUX MOPIBHSAHB MPAIIOE IPABUIIO 3BOPOTHOI CUMETPIi: SKIIIO0
Kputepiii A B 3 pasu BaxnuBimmii kputepis B, To kputepii B BaxnuBimmii 3a A B 1/3 pasu. Ha
JlaroHaJll MaTPHIll TOPIBHSIHB 3aBXKIHU CTOSTh OJMHMIII.

Kpox 2. Po3paxoByeMo Bary KOXHOTO KpuTepito. J[j1st Iboro po3paxoBy€eEMO CyMy €JIEMEHTIB y
KOXXHOMY CTOBIMIII MaTpHUIll MPIOPUTETIB, HOPMYEMO MATPHUIIO, PO3AUIMBIIN KOXHUN €JIEMEHT
MaTpHUIll Ha CyMy HOTo CTOBIIS, Ta OOYHCIIOEMO cepelHe apuMETHUHE Ui KOXKHOTO psKa
OTPHUMAHOI Ha MOTNIEPETHHOMY KPOIll HOPMOBAHOT MaTpPHIII.
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B pesynbTaTi Oyne oTpuMaHo Ha0ip 3HAYEHb Baru KPUTEPIiB W; cyMa SKUX JOPIBHIOE OMHMIII.

Kpox 3. TlepeBipsieMo OTpuMaHi pe3yJIbTaTi Ha Y3ro/KeHICTh. CKOPUCTABIIMCH aITOPUTMOM,
HaBesleHUM B [12] ta on-naitn kanbkysistopom 1 MAI [5], po3paxoByemMo TOJ0OBHE BJIACHE YUCIIO
Amax T 3HAXOIUMO 1HJEKC y3romkeHocTi Cl:

ISSN 3083-7502

¢ = Jmax — 1 )
n—1
Ta BigHOIIEHHs y3romkeHocTi CR:
Cl
CR = — 3
7 3)

B npomy Bumanky RI — TabnuyHe 3HaYCHHS BUTIAIKOBOI y3TO/KEHOCTI I MAaTPHUIIi 3a1aHOTO
po3mipy. Skmo CR < 0,1 (10%) To Barum KpuTepiiB W; BBaKAIOThCS MPUUHATHUMU, KO CR
npuiiMae OulbllIe 3HAYEHHsS, TO MATPULIIO MOPIBHSAHBb CIiJ IMEPErNIAHYTH dYepe3 Te, L0 HaJaHi
EKCTIIEPTOM CYPKEHHS € CYNEpEeUITUBUMH.

Pe3yabTaTH focaixkeHHs Ta ix 00rosopenHs. [Io0yayemMo MaTpuUIio OPIBHSAHB U1 BUOOPY
MOBH ITPOrpaMyBaHHS JJIs iHTEIEKTYaIbHOI CHCTEMH MOHITOPHHTY JIiCiB Ta OOPOTHOH 3 MOXKEKAMHU.
B Takiii cucreMi € KpPUTHUYHO BaXJIMBOIO IIBUIKICTH OOpOOKM JTaHMX B peambHOMY yaci (1e
3a0e3neunTh BUSBIICHHS BOTHIO 32 JIIYEHI CEKyH/IM) Ta MOXJIMBICTh IHTETpallii CUCTEMH 3 HasiBHUM
armapaTHUM 00JalHaHHM (JIPOHH, CYITy THUKH, TETJIOBI31iHI mpuctpoi). Lle o3Hauae, 1mo kpurepii, 3a
SKUMH MU OyJIeMO 0OMpaTH ONTHMaIbHY MOBY ITPOTpaMyBaHH, MAlOTh OyTH TaKMMH:

C; — MBUIKICTH OOPOOKHU B pealbHOMY 4aci (XapakTepu3ye 3JaTHICTh MOBHU IPOrpaMyBaHHS
00pO0OJISTH B1JIEONOTIK 3 MiHIMAJIBHOIO 3aTPUMKOIO).

C, — TOUYHICTh pO3Mi3HaBaHHA (BOHA 3a0e3MeuyeThCsl HAsBHICTIO B MOBI IpOrpamMyBaHHS
ONTUMI30BaHHUX 010J110TEK N1 HEHPOMEPEIKEBUX OOUNCIICHB);

C3 — aBTOHOMHICTb (B MPOLIECI MOHITOPUHTY HEOOX1AHO 3a0€3MeUNTH MiHIMaJIbHE CTIO)KUBAaHHS
eHeprii Ta pecypciB am'sTl anapaTHUM MOJIYJIEM);

C, — BapTiCTb PO3pOOKH (B LIbOMY KpuUTepii CiiJi BpaxoByBaTH HasBHICTh (PaxiBIiB Ta
MIBUJIKICTh HAITMCAHHS KOAY).

Cs — MacmraboBaHICTh (1€l KpUTepii BiAMOBiAa€ 3a CTAaOUIBHICTE POOOTH CHUCTEMH y pasi
PO3LIUPEHHS MEPEXkKi MPUCTPOIB).

[IpioputeTHicTh KpuTEpiiB Oyla BU3HAYEHA BUXOJAAYU 31 CHEHM(IKA CHUCTEM E€KOJIOTT4HOT
0e3mneku, Je BHUpIIAIbHUMU (AaKTOpaMU € Yac BUSBICHHS TMOXEXI Ta HaIIWHICTH iaeHTUdiKaril
MOXKEeX1, SIKa HalpsMy IOB'S3aHa 3 MIHIMI3alll€l0 XUOHUX CHpalloBaHb. TakUM YMHOM, B HAILIOMY
JOCTIKEeHH1 JOMIHYIOYHMH € KpuTepii C; ta C,.

Jlns oprawmizanii npouemypu nopiBHAHHA Oyna moOymosana marpuus A = [a;j], ne a;; —
CTYIiHb [IEPEBAry 1 -ro KPUTEPiro HAJ j-M 3a AeB'ITHOaIbHOO MKanoo CaaTi. 3a HUX YMOB MaTpULs
MOMapHUX MOPIBHSIHBL Ma€ BUTJIA, 1110 HaBeJleHUH y Tao. 1.

Jlnist OTpUMaHHS BEKTOPY JIOKAIBHUX MPIOPUTETIB W OyB BUKOPUCTAaHUIA METOJl HOpMaTi3allii

TrCOMETPHUYIHOI'0 CEPECAHLOTO:
n n
’ j=1%ij
n n n
k=1 / j=1k;j
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Tabnuys 1 — Mampuys nonapHux nopisHaHb 3 pO3PAX0BAHOI0 812010 KPUMEPIi8 Wi

Kpurepii Ci C2 Cs Cs Cs | Bara (wi)
Ci (IIBuakicTs) 1 12 3 5 4 0.28
C: (TounicTn) 2 1 4 7 5 0.43
C3 (ABTOHOMHICTD) 1/3 1/4 1 3 2 0.13
Cs (BapricTs) /5 | 1/7 | 1/3 1 1/2 0.06
Cs (MacwradoBaHicTh) /4 | 1/5 | 122 2 1 0.10

Ha nactymHomy kpori s Bepudikaliii Mojesi Oyino po3paxoBaHO T'OJIOBHE BJIACHE YHCIIO
Amax = 5,21 HamIoi MaTpwIIi, MO JO3BOIIIO OOYMCIUTH 1HACKC y3romkeHocti CI. [{nst mporo Oyiia
BUKOpHCcTaHa popmyna (2) s n=5, 1e n — po3MIpHICTh MAaTPHIIL.

cr =215 _ 00525
- 5-1 T

JUts miATBEpDKEHHS JIOCTOBIPHOCTI pe3yibTaTiB 3a (opmynoro (3) Oyno po3paxoBaHe
BIIHOIIIEHHS y3T'0JIPKEHOCT1

_0,0525
T o112

CR

= 0,046, a60 4,6%. (mns n = 5,3HayeHHsa Rl = 1,12).

Ockinpku CR < 10%, To oTprMaHi 3HaU€HHS Bark BBA)KAIOThCS TOCTOBIPHUMH.

Tenep MoXHa MepelTH A0 MOPIBHSAIBHOIO aHaji3y MOB IpOrpamyBaHHS. AJIbTepHaTHBAMU,
cepel AKUX OyaemMo oOupartu, po3risiHeMO Taki MOBU mporpamysanHs: Python, C++, Rust, Lisp.
ITpoBeeMo OIiHIOBaHHS LIMX aIbTEPHATUB 32 KOKHUM 13 I'SITU KPUTEPIiB. Y3arajlbHEeH1 pe3ylbTaTu
TaKoro OIiHOBaHHA 3a 10-0aJIbHOO IIKAJIOK HAaBEAEHO B Ta0I. 2.

Tabauys 2 — Mampuys oyintosanus arbmepuamug 3a wkanoio (1-10)

Kpurepiii Python C++ Rust Lisp
Tounicts (0.43) 10 7 8 9
HIBuakicts (0.28) 3 10 10 5
ABTOHOMHIcTSH (0.13) 4 9 10 4
MacmraboBanicts (0.10) 9 6 7 6
Bapricts (0.06) 10 4 5 5

Pozpaxyemo inTerpanbHuii mokasHuk (1) uist KOXKHOT 3 albTEPHATHUB:

U(Python) = 10*0,43+3%0,28+4*0,13+9*0,10+10*0,06 = 7,16
U(C++) =7%0,43+10*0,28+9*0,13+6*0,10+4*0,06 = 7,82
U(Rust) = 8*0,43+10*0,28+10*0,13+7*0,10+5*0,06 = 8,54
U(Lisp) = 9*0,43+5%0,28+4*0,13+6*0,10+5*0,06 = 6,69.
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3riHO 3 po3paxyHKaMu, MOBa Rust oTpumaiia HaBUIIMK 1HTErpadbHUN MOKa3HUK (8.54),
uriepenuBmu C++ (7.82) Ta Python (7.16). HaltHmkuuii moOKa3HUK MPOJIEMOHCTpPYBalla MOBa
nporpamyBaHHs Lisp (6.69), 1110 TOSICHIOETHCS 11 MEHILIOIO MTPUAATHICTIO 711 CUCTEM PEaIbHOTO Yacy
3 00MEXEHUMH arapaTHUMU PECypCaMH.

AHani3 oTpuMaHuX iHTerpadbHux Mmoka3HukiB (U) mo3Bosisie TIIMOIIE 3pO3YMITH 1€papxito
BUOOPY MOBH NPOTPaMyBaHHS IS IHTEIEKTYaIbHIX CUCTEM €KOJIOTTYHOT'O MOHITOPUHTY 3 KPUTHYHO
BAXIMBUMH (DaKTOpaMHU, K-TO BUSBICHHS MOkeX. OTpUMaHi pe3yJbTaTH MiATBEPIKYIOTh TIIOTE3Y
po Te, IO JJIS IHTENEKTYalbHUX CHCTEM PEaJbHOT0 4Yacy TEXHI4YHI XapaKTEPUCTHUKU BUKOHAHHS
MIPOrPaMHOTO KOy MepeBaXaroTh HaJl 3pyUHICTIO PO3POOKH.

HaiiBumuii iHTerpanbHuA MOKA3HUK MOBU Rust MOsSICHIOEThCS 11 YHIKATBHOO apXiTEKTyporo. B
mporieci AOCTiKEHHST BUABICHO, 1m0 3a Kputepismu «llIBuakicte» (C1) Ta «ABToHOMHICTEY» (C3)
MoBa nporpamyBanHsi Rust He nmoctynaerbes C++, mpore 3Ha4HO BUIepemKae ii 3a 6e3mnexoro. Y
cUCTeMax, 10 MpaiwiTh B pexumi Edge computing (Ha nponax abo Ha aBTOHOMHHX BeEXax),
noMuiIKa mepenoBHeHHs Oydepa B C++ Moke MPHU3BECTH OO MOBHOI 3YMHHKH NMPHUCTPOr0. Rust
BHKJIIOYAE TaKl TOMUJIKK Ha €Tari KOMITUJIALIT, [0 pOOUTh CHCTEMY OLIBII )KMBYUYOIO O€3 BTpyYaHHS
MOIUHU. Xoda MoBa mporpamyBaHHs Python mocina 3arambHe TpeTe Micle 3 IHTErpaTbHUM
MoKa3HUKoM 7.16, BoHa oTpuMana HaiBuIIui Oan 3a kpurepiem «TounicTe» (C2). Lle 3ymoBieHO
HasBHICTIO 3pimux 6ibmiorex (PyTorch, TensorFlow). IIpu ipoMy crioctepiraeTbest 4iTKU poO3pUB
MIDXK 3pYYHICTIO po3po0Kku B Python Ta MOXKIIMBICTIO HOTO 3aITyCKy Ha MaJIOMOTY>KHOMY OOJIaTHaHHI.
Ile oOrpyHTOBY€E HEOOXITHICTH TEPENUCYyBaHHS HABYCHHX MOJICICH HAa MOBH CHCTEMHOTO piBHS
(Rust/C++) ns ix peamnizaiii 6e3rmocepeHbO B MICI[I MOHITOPHHTY.

Kpurepiit «ABToHOMHICTB» (C3) CTaB BHpIIIAIBHUM JJIsl BIZICIFOBaHHS MOBH IPOTPaMyBaHHs
Lisp ta 3HmkeHHs pedTuHry MoBu Python. [lns cucreM MOHITOPHHTY JICiB, JI€ JKHUBJICHHS
3MIMCHIOETHCS BiJl COHAYHUX OaTapei a00 aKyMyJIATOPiB, BUKOPUCTAHHS IHTEPIIPETOBAHUX MOB €
Hee()eKTHBHHUM Yepe3 BUCOKE EHEProEMHE HaBaHTaXECHHs Ha mporecop. [lepexia Ha MOBH 3 IPSIMUM
KepYBaHHSIM IaM'TTIO 1O3BOJISIE TOAOBXKHUTH TEPMiH pOOOTH aBTOHOMHOTO By3J1a Ha 25-40% nipu Tii
camiii eMHOCTI OaTapei.

OTxe, Ha OCHOBI HaBeJIEHUX BHUIIE MIPKyBaHb MOKHA 3aIIPOMOHYBATH BIIINTH BiJ KOHIIEMIi
BUKOPHUCTaHHS JIMIIE OJHIE] MOBH TpPOTpamMyBaHHS Ui PO3POOKH IHTENEKTYaJbHHX CHCTEM
MOHITOPHUHTY JiciB Ta 60pPOTHOU 3 MOKEKAaMHU 1 3aIPOINIOHYBATH TaKy cTpaTerito: s Aerekuii (Edge)
JIOIThHO BUKOPUCTOBYBaTH MOBY Rust, sixa 3a0e3me4nTh MakCUMaIbHY HIBHUIKICTh Ta €KOHOMIIO
eHeprii; ans oOpoOKM MIATBEP/UKEHUX HaHUX JOLIIBHO BHMKOpPHCTOBYBaTH MoBY Python, sika
XapaKTEPHU3YETHCS MAKCUMAIBHOIO THYUYKICTIO QJITOPUTMIB.

BucHoBkm i mepcnexkTuBM. B pesynbTaTi mpoBEIEHOrO JOCHIKEHHS OyJio PO3B’sA3aHO
HAYKOBO-TIPAKTHYHY 3a/ladqy OOIpYyHTYBaHHsS BHOOpPY MOBH NPOTPaMyBaHHS JUIS 1HTEIEKTyaJIbHUX
CHCTEM MOHITOPUHTY JICiB Ta OOpOTHOM 3 MOKEKaMU Ha OCHOBI METOJYy aHaji3y iepapXii.
3acTocyBaHHS OTO METOAY JI03BOJIMIIO 3pDOOUTH HIKYE 3a3HAUYEHI BUCHOBKH.

Jlnist cructeM eKoJIoTiuHOl 0e3MeKH KPUTUUHUMH KPUTEPISIMU € TOUHICTh po3ni3HaBaHH: (43%)
Ta MBUIKICTh 0OpOOKHM AaHUX y peambHoMy yaci (28%). ExoHOMIYHI YMHHMKH, Taki SK BapTiCTb
po3poOku (6%), MalOTh BTOPHMHHE 3HAYEHHS B KOHTEKCTI MiHIMi3allii PHU3UKIB pO3Mi3HABaHHA
MacIITaOHUX JICOBUX Moxkex. lle o3Havae, mo st oOMpaHHS MOBHU IpOTrpaMyBaHHSI TE€XHIYHI
XapaKTepUCTUKH TMOBUMHHI OyTH OLIbII NPIOPUTETHHMHU 3a 3pPYYHICTh NMPOrpaMyBaHHS Ta iHIII
YHHHUKY.

3acTocyBaHHS ~METOJy iepapXii  J03BOMWIO CQOpPMYBaTH PpPEHTHHI  HPOTrPaMHOrO
IHCTpyMEHTapit0. 3a IHTETrpaJlbHUM IIOKAa3HUKOM €(QEeKTUBHOCTI IMeple Micllie I[ocija MoBa
nporpamyBaHHs Rust 3 iHTerpasibHuM nokasHukoM §,54. Bona BusiBuiIacs HalO1Ib1I 30a71aHCOBAaHUM
PIILIEHHSIM, SIKE MOEJHYE MPOIYKTUBHICTH CUCTEMHOI'O PIBHS 13 CyYaCHUMH MeXaHI3MaMH Oe3NeKH
BUKOPUCTaHHS ONEPATUBHOI MaM’sITi, 1110 € KPUTUYHUM JJIs1 aBTOHOMHUX IPUCTPOIB.

OniHeHo poJb albTepHATUBHUX MOB IporpamyBaHHs. Beranosneno, mo C++ (iHTerpaabHuit
MOKa3HUK 7.82) 3aJMIIAETHCS MOTY>KHHUM KOHKYPEHTOM JJISi HHU3bKOPIBHEBHX MOJYJIB, TOJI SIK
Python (inTerpansuuii mokasHuk 7.16) € onTUMaaIbHUM BHOOPOM JIJIs1 BEPXHBOTO PIBHSI apXITEKTYPH
(xmapHa anamiThka). Lisp (iHTerpanbHuil TNOKa3HHK 6.69) TpPOAEMOHCTpYBaB NOTEHINAN IS
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CKJIQJTHOT JIOTIKM IIJIaHyBaHHS, TPOTE Hapaszl € oOMeXeHUM Yy 3acTtocyBaHHI mapamurmu Edge
computing, TOOTO y pa3i mepeHeceHHS OOpoOKHM MaHMX 13 BiJJATIEHUX CepBepiB (XMapu)
Oe3rocepeIHbO Ha IPUCTPIN, SKUH 111 JaH1 30upae (kamepy, ApoH ado JaTYHK).

ChopmynboBaHO peKOMEHAIT O CUCTEMHOI apXiTeKTypu. s JOCATHEHHS] MaKCUMAaIIbHOT
e(heKTUBHOCTI PEKOMEHIOBAHO BIPOBAHKEHHS IOPHIHOT MOJIesIi po3po0KH: BUKOpUCTaHHS Rust ayis
NPOIIMBKHA JATYMKIB Ta JPOH-CHCTEM NEepBUHHOI nerekuii, Ta Python — s nentpamizoBaHoi
00poOKH gaHMX 1 Bizyami3allii pe3yabTaTiB MOHITOPHUHTY.

[IpakTHyHe 3HAYCHHS OTPUMAHHMX pPE3YJIbTATIB TMOJATA€ y MOXKJIMBOCTI BUKOPUCTAHHS
3alpOMOHOBAHOT MAaTEeMaTUYHOI MOJeNi po3poOHMKaMu ckiaaHux IT-cucrem s 00’€KTUBHOTO
BUOOPY TEXHOJIOTIYHOTO CTeKa, IO JO03BOJISIE YHUKHYTH apXiTEeKTYpHHX IOMWJIOK Ha eTari
MIPOEKTYBaHHSI.
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PROGRAMMING LANGUAGE SELECTION FOR INTELLIGENT FOREST
MONITORING AND FIRE-FIGHTING SYSTEMS USING THE ANALYTIC HIERARCHY
PROCESS

Abstract. This paper addresses the critical issue of selecting the optimal programming language for developing
intelligent environmental monitoring systems operating in real-time. The study emphasizes the transition from passive
observation to the active use of artificial intelligence algorithms (Computer Vision, Deep Learning) for the early detection
of forest fires. The scientific novelty lies in the application of the mathematical framework of the Analytic Hierarchy
Process (AHP) to minimize subjectivity in the selection of the technology stack. The authors constructed a hierarchical
evaluation model for four alternatives: Python, C++, Rust, and Lisp.For the comparative analysis, five key criteria were
selected: processing speed, recognition accuracy, autonomy (energy efficiency), scalability, and development cost. The
calculation of the criteria weight coefficients demonstrated the priority of detection accuracy (43%) and real-time system
performance (28%). Based on the integral indicators, the Rust language (8.54) showed clear superiority over C++ (7.82)
and Python (7.16). It was established that Rust is the most balanced solution for implementing the Edge Computing
concept, as it ensures memory safety and high processing speeds directly on autonomous devices. Consequently, an
optimal hybrid architecture strategy is proposed. utilizing Rust for low-level detection modules and Python for cloud data
analytics and visualization. This approach allows for a shift from subjective tool selection to objective mathematical
Justification based on critical safety requirements.

Keywords: Analytic Hierarchy Process, Intelligent Monitoring Systems, Forest Fire Monitoring, Artificial
Intelligence, programming language Rust, programming language Python, Deep Learning, Real-time Processing, Edge
Computing, Multi-Criteria Decision Making.
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TEXHOJIOI'TI DIGITAL TWINS Y CHCTEMAX YIIPABJIHHA ATPAPHUMHA
INPOEKTAMMU

Anomauia. IIpomazom ocmannix Kinbkox decAmunims 2100a16HULL PUHOK MA HCUMMEST Npoyecu NOKA3auu, o
bacamo pizHux acnekmis a00CbKoi disibHocmi micho nog'szani. Ile npuzeooums 0o Cmpamezii cmanoco po3eumky,
CpAMOBAHOL HA 30ANAHCOBAHUL 83AEMO36 130K 00BKILIA (3eMl, ammocgepa, exocucmemu), cycninbemea (Kyavmypd,
oceima ma 0xXopoHa 300pos's) ma ekoHOMIKU, 6 yinomy. Takuil KoMnIeKCHULl NiOXI0 nompebye HOBUX THCMPYMEHMIE s
PO3pOOKU ma oyiHKu npoekmie y 6cix cghepax disavbnocmi. [lomouna poboma npuceésuena nomeHyiiuHUM HANPAMKAM
PO36UMKY MAKUX [HCMpYyMeHmis. Y pobomi po32isiHymo ma npoananizo8aHo MOXNCIUS] NPUHYUNY NOOYO08U CUCHeM
PO3POOKU NPOEKMi8 Oisl CilbCbKO2OCNO0APCLKUX NIONPUEMCIE HA OCHOBI CYHACHUX MEXHOA02IU YUupposux OIiHUKI6
(Digital Twins), mexanizmy oHmMOROZIL ma mepedicesux cepsicié 8 ymosax nioguujenus eumoe Cmanozo Pozsumky i
3a2aNbHUX MEeHOeHYIl pPayiOHATbHO20 MA OwadIugo20 BUKOPUCMAHHA pecypcieé nianemu. Y auanizi 6i03HA4eHO
NOMEHYIUHO BUCOKY eqheKMUBHICMb Ma YHIEePCAbHICIb 3aNPONOHOBAHO20 NIOX00Y He MINbKU OJisl GUPIUEHHS NUMAHb
31 CMBOPEHHst NPOEKMI8, ajie 1l NOOAILUI020 KePYEAHHS HUMU MAd MOHIMOPUHZY 8I0N08IOHOCMI Yinbosum Qynxyism. Ha
VMOBHOMY NPUKNAOi BUKOPUCAHHA NEBHOI 3eMeNbHOI OiNAHKU pPO32NAHYMO 0COOAUBOCMI ma 3a2anbHi NiOX00U
Gopmysanns cmpykmypu ingopmayitinoi moodeni npeomemuoi obnacmi ma CYMINCHUX [HOPMAYIUHUX pecypcis.
Busnaueno, maxooic, 06a 0CHOBHI HANPAMKU NOOATBULO2O PYX) — CIBOPeHHsL ba3u 05t YHIhiKosanoi peanizayii yughposux
OBIUHUKIE A CUCIEM 3 AGMOMAMU308AH020 AHAIZY OHMOA02I npedcmasienux y popmamax OWL ma eenepayii na ix
OCHO8I HOBUX CKIAOHUX Mooenel-gpetimeopkie. Poboma € nonepednim oOrpynmyeanusm KoHyenyii cmeopeHHs HO8UX
cucmem ynpasinHsa HCUMMEGUM YUKIIOM eKOHOMIYHUX Mad 20CNO0apCLKUX NPOEKmi8 y azpapHiu cgepi.

Knrouoei cnosa: acpapnuii npoexm, Digital Twins, onmonoeis, OWL, cmanuii po3eumox.

AKTyaJIbHICTb. AKTYaJbHIUM HaIPSIMKOM y CBITOBOMY CYCHUIbCTBI CTaJIO 3aBAAHHS CTAJIOTO
po3BUTKY [1] sIK HAcHiOK MBHUIKOI 1HAYCTpiai3alii Ta HEKOHTPOJIbOBAHOTO BIUIMBY Ha OTOUYIOYE
cepeZoBHILE. 3POCTaHHSI €HEPrOEMHOTO BHUPOOHHIITBA 3 BUKOPHUCTAHHSM BUKOIHHUX BYIJIEBOAHIB
NpU3BENO 10 €(PeKTy I00AIbHOr0 MOTEIUTiHHS 31 3MIHOK KIIMAaTHUYHHX YMOB Y HampsAMy iX
MOTIpIIEHHS. AHAI3 IUX TPOIECIB TOKa3aB HEOOXITHICTh HAWCKOPINIOTO MPUNHATTS CUCTEMH
BIJIMOBIAHKUX Mip Y BCIX HAMIPSIMKAX KUTTETISUTBHOCTI JIFOJIUHU Ta, SIK HACTIIOK, IPUHHATTS CTpaTerii
cTasoro po3BUTKy. OCHOBHUMH HampsMKaMU ITi€i ctparerii [2] cramu "...eKOHOMIYHE 3POCTaHHS,
colianbHa CIPaBEUIMBICTh Ta 3aXHCT OTOYYIOYOTO CEpelOBHIIA...", SIKI IPYHTYIOTbCS Ha II'ATH
MPHUHIUTIAX:

1) BiAMOBINANTBHOCTI Ta BIJAHOCTI KpaiH BUKOHAHHIO 1Ii€1 CTpaTerii;

2) iHTerparii eKOHOMIYHOI, COIIAIBHOI Ta MPUPOA03aXHUCHOI MOJITHK Y BCiX cdepax, Ha BCiX

TEPUTOPISAX Ta HA BCIX €Tanax po3BUTKY;
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3) mMpOKii 3a7Ty4eHOCT] Ta €PEKTUBHOMY MTapTHEPCTRY;

4) pO3BUTKY BIIIIOBIJHOTO IMOTEHIIIATY Ta CIPUSATINBOTO CEPEAOBHUIINA;

5) 30cepelKeHICTh Ha pe3yibTaTax Ta 3aco0ax 3 iX peamizaiii.

OTxe, HaBITh NMOBEPXHEBHH aHaNIi3 LUX MPHUHLUIIB BKa3ye HA OCHOBHY METY, SIKy MOXKHA
chopMyJTIOBaTH K 3aCTOCYBaHHS BCEOIYHO 3BAKEHUX Ta MepeadavyBaHUX IUISIXIB PO3BUTKY Y BCiX
HanpsSMKaXx JisTIbHOCTI Ha OCHOB1 pO3pOOKH Ta 3aCTOCYBaHHI BiAMOBIAHUX IHCTPYMEHTIB CHCTEMHOTO
aHaJli3y Ta MPOTHO3yBaHHS MPOIIECIB HA BCIX €Tamax iX *KUTTEBOTO IIUKITY.

Taka mocraHOBKa 3arajpHOi 3ajadyi, BIAIOBITHO, BKa3ye€ Ha HEOOXITHICTH PO3POOKH HOBHX
MIPUHIIMIIB Ta MOJIeNIEH HACKPI3HOTO KEPyBaHHS CYCI1JIbHO-COI[IaJIbBHUMU 00'€KTaMu Ta MPOILIECaMu,
o0'ekTaMH Ta TPOIECAMH Y IMPOMHUCIOBOCTI, arpapHUITBI Ta TAKOK HOBOI KOMIIOHEHTOIO SIK
otouytoue cepenoBuiie. OAHUM 3 MEPCIEKTUBHUX 1HCTPYMEHTIB, 3JaTHUX JONOMOITH BUPIIIUTH
3HAYHY KUTBKICTh 3 TpOOJieM, sIKi IpU bOMY BHUHUKaIOTh, € TexHojoris Digital Twins (DT) —
“IIuBpoBux JIBiHHUKIB”.

Y 6azoBomy TiymauenHni DT — we [3,4] “... Bipmyanvna moodenv ¢hizuunoco o6'ekma uu
cucmemu 0J1s MOYHO20 8I000padiceHts eracmusocmell. Bin oxonntoe scummesuti yuxki oo'ekma...”.
VY 61bII IIUPOKOMY TITyMa4eHHI, i1 1u(POBUM JABITHUKOM MOKYTh PO3YMITH 5] He TinbKH (i3nHi
00€KTH, a TaKOXX TEXHOJIOTIYHI, MPHUPOAHI abo coIianbHI Mporecu. BaxmuBuMm QakTopoMm €
aKIEHTYAIlisl Ha TOBHOMY KUTTEBOMY LUK, TOOTO BiJ “HapOKEHHS i71e1” 10 3aKiHYeHH S (Pi3UIHOTO
ICHYBaHHsI MaTepialibHOTO 00’€KTy a0o mepeBelneHHs iH(popMalliiiHoro (IporpaMHOro) 00’ €Kty y
CTaH “apxiBarii’.

Jpyrum BaxJuBuM (DaKTOPOM € TICHUU Ta MOCTIHHMIM 3B’ 130K 1H(POpMAIiitHOT Moiesl 00’ €KTy
3 iH(OpPMAaLIIIfHOI0 MOJEIITIO BCECBITY, Mailke y IPSIMOMY CEHC1 — 11 Miclie Ta 3B’SI3KU 3 MOJCISIMH
iHIIMX 00’ €KTIB, SIKI MAOTh Oe3mocepeHii a00 HEMPSIMUN BIUIMB HAa 00’ €KT CIIOCTEPEKEHHS a00 Bif
Hporo — Hampukian, aias DT mons ume mMoxyTts Oyt DTs cibecbkorocmnonapcbkoi TEXHIKH,
OTOUYYIOUMX €KOCUCTEM, CIIUIbHOTH 110 BUKOPUCTOBYE II€ 0JIe, aTMOc(epa Ta iHIII 00’ €KTH BCECBITY.
Kpim 1mporo, mporec Bzaemoaii Mk iHpopMariiHUMKU MOJEISIMU BIAMOBIIHUX 00’ €KTIB MOBUHEH
B110yBaTHCA HA BCIX CTAIisIX )KUTTEBOTO MUKITY TakoXk. [1]e Ha cTajii mpoeKkTyBaHHS, TAKUM YHHOM,
3M1IHCHIOETHCS MOJICTIOBAHHS MOXIIMBOI TTOBEIIHKHA 00’ €KTIB IIPU B3aEMHUX BILTUBAX Ta BUOIp TaKMX
3HAYeHb BIJNOBIIHUX TMPOEKTHUX MapaMerpiB, sIKI HE TUIBKM MarOTh MO3UTHUBHUI BIUIMB Ha
CTBOPIOBaHM 00’ €KT, a 111e i 32 MOXKIIUBICTIO MOKPALTYIOTh CTaH OTOYYIOUYOI0 cepeioBuIna ado, 110
HallMEHIIIE, HE IIKOISATh HOMY.

VY noeananHi 3 koHueniero Cranoro Po3BUTKY, CTBOpEHHS HOBOTO 00°€KTY a00 BUKOPUCTAHHS
00’€KTy NMOBUHHI 33JI0BOJIBHATH BXK€ HE OJIHIN L1IbOBIM (PyHKIIT onTHUMI3alli TpoLecy ICHyBaHHS, a
KOMIUIEKCY 3 (YHKIIIH B3a€MOJii yciX MOB’si3aHUX 00’ €KTIB HE TUIBKU 3 00’ €KTOM CHOCTEPEKECHHSI,
ase i MK co0010, 110 31 CTPYKTYPHOI TOYKH 30py MPU3BOJIUTH JO CTBOPEHHS MOBHO-TpadoBOi
iH(popMaLiiHOT MOJIeNl, IKa Ha CbOTOJHI 3aJTHUINIAETHCS HAWOUIBII CKIAJHOIO JIJISl 3aCTOCYBaHHS Y
mpolecax He TIIbKM MOJENIOBAHHS, aje i 3BU4YaiiHOro MoHITOpuHrY. Ciii, TakoX, BII3HAYUTH
MOJKJTUBICTh BUHUKHEHHS 1H(POpPMAI[IHHUX CHCTEM 3 Hamepea He BU3HAYCHOI a00 JMHAMIYHOIO
THYYKOIO TOTOJIOTIEI0 BHYTPIIHIX 3B'A3KiB. [IpakTu4HO, KOXKEH O00’€KT 13 HaBKOJHUIIHBOIO
Cepe/IoBHINAa MOXKE CTaTH KOMIIOHEHTOO, BKIIIOYEHOIO Y MPOIEC aHali3y Ta 3acTocyBaHHs. Takuii
M1IX11 pOOUTh HEMOXKJIMBUM BUKOPUCTAHHS “KJIACHYHMX MIAXOMIB SIK 3 KOHTPOJIIO Ta KEpyBaHHS
MOTOYHUMH TPOLIECAMH, TaK 1 MPOLECIiB MPOEKTYBAaHHS Ta aHali3y, OCKUIBKH HE ICHY€ TaKHX
y3arajapHeHUX Mozenei. HemoctaTHbO JOCTIIKEHO, HATIPUKIIA/, MPOIECH Yy €KOJOTIYHUX CHCTeMax
Ta iX peamizallis y paMKax OJHI€i CHCTeMH MpoOiieMaTHYHa 3a HAasBHUMH OOYMCIIOBAIIbLHUMHU
pecypcamu. Y Takiii mapaaurmMi CTBOPIOBAHHMM O0’€KT UM MPOIEC, TAKUM YMHOM, MOXE TIEPECTaTh
OyTH HalOLIbII 3HAUYIIUM (DAaKTOPOM Y BU3HAYEHHI KiHIIEBOI LIJIOBOT (DYHKIIIT MPU MPOEKTYyBaHHI
ab0 MOHITOPUHTY.

HasBHICTB Takux 0cOOIMBOCTEH, KpiM ychoro, Oyie oOMeKyBaTu if BAKOPHUCTOBYBaH1 METOIN
MPOEKTYBaHHS, OCKUTBKM 3 TOYKH 30py CHCTEMHOTO WiJAXOQy Ha TMEPBHHHOMY €Tali BHHHUKAE
3aBJaHHS PO3poOKa MiAXOIIB A CTBOPEHHS CHCTEMH TI'€TEPOr€HHUX MOJeNed 3 JAMHAMIYHOIO
3MIHHOIO CTPYKTYpPOIO BHYTPIIIHBOI TOMOJIOTII Ta JOBIIRHUM PIBHEM MacIITaOyBaHHS PECYpCiB.
BinnoBinHO, METOIM NPOEKTYBaHHA CHUCTEMH ‘‘3BepXy BHM3~ CTAalOThb Majl0 MPUAHATHUMHU 32
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HassBHOCT1 BEJIMKOI KIJIbKOCTI HEBU3HAaUeHOCTEH. [Ipr BUKOpHUCTAaHHI METO/IIB IPOSKTYBAHHS 3HHU3Y-
BBEPX, CIIOYATKy BHU3HAYAIOTHCS HPUHIUIMA Ta BUMOTH (PYHKLIOHYBAaHHS KOMIIOHEHTIB HU3bKOTO
piBHS, a MOTIM BXXe MeTonu ix iHTerparii. ToOTo, cucrema Oyze aeTanizyBaTHCS 32 XOJOM TOSIBU
HOBUX 00’ €KTIB y “MOJIeJi BCECBITY”’ CTBOPIOBAHOTO 00’ €KTy. Ha Haml morisia, B yMOBax ChOTO/ICHHS,
MMPOCKTYBaHHS 3HU3Y BBEPX BIJHOCHO II00AIBHOI BHUPINIYBaHOI 3adadi Mae Ouble IepeBar 3
HACTYIHHX MPUYUH:

— OKpeMi 00'€KTH Ta CHCTEMH JOCUTh PETEIbHO BUBYCHI, ONTUCAHI Ta aBTOMATH30BaHi;

— IS POEKTYBAHHS Ta IPOTHO3YBaHHS poOOTH TaKUX 00'€KTIB HAKOMMYEHO Oarato 3HaHb Ta

po3po0JIeHO BiAMOBIIHI MO

— 5K 3a MPaBUJIO, HASIBHI TEXHIYHI 3aCO0M MOHITOPUHTY, siKi y DT-Mo€e111 CTBOPIOIOTH MOTIK

MOYATKOBUX JaHUX JUIS aHaNi3y IMOBENIHKA OO0 €KTIB Ta ONEPAaTHBHOIO KOPUTYBaHHS
XapaKTEPHUCTHK 1 TapaMeTPiB MOJIENl y peaJbHOMY Yaci.

J10 OCHOBHHUX TPYAHOIIIB peaji3allii ¢ BiTHECTH HACTYIHI (PaKTOPH:

— cydacHi Mojierni 00’ €KTiB MarOTh OyTH PO3IIMPEHi Al BpaxXyBaHHS BIUIMBY Ta B3a€EMOJII 3

30BHIIIHIMU 00’ €KTaMM Ta CHCTEMAaMU;

— BIJCYTHI MIOXOAM Ta TEXHOJOTII Al CTBOPEHHS MOJENel “eKOCHUCTeM BCECBITY B fKi

MOBHMHHI iHTETPYBAaTUCS 00’ €KTH MPU3HAYCHHS;
— BIACYTHI TEXHOJNOTii Ta TEXHIUHI/IPOTpaMHI CHCTEMH ISl peaji3alii HacKpi3HOTo
KHUTTEBOTO IUKITY SIK OKPEMHX 00’ €KTIB TaK i ii “exocucTem” B IiIOMY.

Are, Ha Hall MOTJAN, TOW cCaMUW MPUHIUI OYJOBH ‘‘3HU3Y BBEPX MOKIUBO €(PEKTUBHO
3aCTOCYBAaTW JUId BHpIMIEHHS IIMX NUTaHb Ta IHTErpamii HasABHUX IHCTPYMEHTAJIBHUX Ta
QITOPUTMIYHHX 3ac001B. J[J151 BUCBITIIEHHS MOMJIMBHX LUISIX1B BUPIIICHHS [IUX aKTyaJlbHUX 3aB/IaHb,
iX meBHI OCOOIMBOCTI Ta MEPCHEKTHBHI JJIsl 3aCTOCYBAaHHS HAsBHI TEXHOJOTI] OyIyTh PO3IIISHYTI
HUDKYE.

AHaJi3 ocTaHHIX JocaiTKeHb Ta myOJikauiii. Kimacuuni cuctemu yrpasiiiHHS MPOEKTaMH [6-
10] maroTh 3a OUIBLIICTIO CBOIX OCOOMMBOCTEM Ta MOXJIHBOCTeH Oararo cminbHOro. OCHOBHI
MOXJIMBOCTI CKJIQIAI0THCS 3 peaiizallii HacTyMHUX (YHKIIIOHATBHUX 3a]1a4:

— CTBOpEHHS NMPOEKTY — OIKC 3aBAAHHS Y €KOHOMIYHHX ITOKAa3HUKAX 3 PO3MOALIOM PeCcypciB

y 4aci;

— IJIaHyBaHHs poOiT M0 BUKOHABIIX/pecypcax;

— CTBOpEHHs KaJIeH/1apiB MPaLliBHUKIB;

— TIOTOYHMI KOHTPOJIb CTaHy MPOEKTY y Yaci Ta KOPUTyBaHHS (3a MOTpedoro);

— PpO3paxyHOK EKOHOMIYHHX MMOKa3HUKIB.

JlonatkoBi (hyHKIIOHAJIbHI MOXJIMBOCT] MOJISATAIOTh Y peai3alii KOJIeKTUBHOIO JIOCTYIy /10
MIPOEKTY 3 PI3HUMHU IIPUBLIESIMH Ta LUIAMU, TIEBHI PYHKILI0HATIBHI 0COOIMBOCTI /7151 IPOEKTIB y cepi
CTBOPEHHSI IPOrPaMHOr0 MPOAYKTY (BIACIIAKOBYBAHHS IOMHJIOK Ta MOHITOPHMHI iX CTarycy,
PO3MoAiT 000B’SI3KIB), MOXKIIMBOCTI B3a€MOJII1 Y MapasieIbHUX MPOEKTaX JJIsi CIIiIBBUKOHABIIIB.

Oxpemo ciiJl BII3HAYUTH MOXKIIMBOCTI mpompieTapHoi cucteMu Microsoft Project [11] sika
MICTHTb, HANpPUKJIAA, Takli JOJATKOBI 1HCTPYMEHTH 3 aHali3y CTIHKOCTI MPOEKTy Ta IHIIMX
E€KOHOMIYHUX XapaKETPUCTUK MTPOEKTY.

AJe 10 HeTOMIKIB MOJIOHUX CHCTEM CIiJ BITHECTH iX “KOPCTKY MPHUB’SA3KY” J0 MapaMeTpiB
BUpINIYBaHOI 3aJaul — TaK, HANpUKIad, y TMpOLEecci CTBOPEHHS MPOEKTy Ta aHajii3y Horo
XapaKTepUCTUK HEMa€e MOXJIMBOCTI 3aBJaHHS “‘ambTepHATHB” 3 peanizauii Tiei abo 1HIIOI TiIKU
MIPOEKTY 32 BUKOPHCTOBYBAHUMH pecypcaMy a0 albTePHATUB VIS KYIH TiJIOK 3 METOIO IMOIIYKY
HaiO1IbII e()eKTUBHUX PIlIEHh B YMOBaX HAasBHOCTI MEBHUX OOMEXEHb, 1110 HAMOLIBII XapaKTepHO
JUIL CUCTEM MPUHHATTS piiieHb. 1T00To, MpHU 3MiHI OAHOTO MapaMeTpy, MPaKTUYHO HEOOX1THO
CTBOPIOBATH OKPEMUI MPOEKT JJIsl TOTO 1100 MOPIBHATH iX Pe3yNbTaTH Ta XapaKTEPUCTHKH.

3arajabHUM HEJOIIKOM TaKUX CUCTEM, 3 OTJIAy CyYaCHHUX TeHJEHII1H 3 opieHTalieo Ha Cranuit
P03BUTOK, € TOBHA BiZICYTHICTb BiANOBIAHUX KOMIIOHEHTIB /Ul aHAJIi3y BIUIMBY MPOEKTY HAa OCHOBHI
HaIPsSIMKH CTAJIOCTI — COIlialbHI (DAKTOpH, EKOJIOTII0, 30POB’SI TA 1HIIII.
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OyHKIIg Mia0opy napaMeTpiB a0 HaJIAMITyBaHb XapaKTepHa, K OyJ0 BKa3aHo, IJISI CUCTEM
OPUKAHATTS pillleHb, aje € HAWMOIIMPEHINIOK Yy CHUCTeMaxX aBTOMAaTH30BaHOTO/aBTOMATUYHOTO
kepyBaHHs (CAK) mnpomecamu, siki TakoX 0a3ylOTbCs Ha MOJENAX, aje MaloTh MpOLEIypU
KOPUT'YBaHHS IOBEIHKH Y 3aJISKHOCTI BiJl HOTOYHOTO CTaHy 3 peallizalliero MeXaHi3MiB MiATPUMAaHHS
L1JIbOBOI'O 3HAYEHHS KOHTPOJIbHUX MapaMeTpiB. [HKouH, 1715 aHaANi3y CTaHy Ta peaizallii Kepyrdoro
BIUIMBY BUKOPHCTOBYIOTh HE TIJIbKH ITOTOYHE 3HAYECHHS ITapaMeTpy, a HOro AWHAMIKY 3a CyKYITHICTIO
JTAHUX Yy “dgacoBiil cepii”. Ause i MATPUMKH Takux MoxutuBocTe y CAK BKIIOYarOTh MPUCTPOL
3B’S3KY 3 00€EKTaMHM - CHCTEMY CEHCOPIB Ta BUKOHABUUX MPHCTPOIB.

Crnig 3a3HA4YMTH, IO MOJIETI BUKOPHUCTOBYBaHI y eKoHOMiuHOMY mpoekTyBaHHI Ta CAK e,
HalyJacrime, B3araial pi3HUMH, M0 TAaKOX YCKJIATHIOE peami3alifo Ta KOHTPOJb ‘‘CyMiCHOCTI”
iHopMaIiiHUX MOENIeH Mpu peanizamii pi3HuxX 3amad. Ha nux eramax poOOTH BUKOPHUCTOBYIOTH
MaTeMaTH4Hi (hopMali3oBaHi MOJei, 110 OB’ SI3yI0Th 3HAYEHHS BUX1THOTO L[IIbOBOTO MapaMeTpy 3
HaOOPOM MOXiJHUX MapaMeTpiB — Yy OAHOMY BUIAAKYy €KOHOMIYHI XapaKTEPUCTUKH, Y JPYroMy —
oun(poBaHi 1aHi Mo OTPUMaHi 3 00’ €KTY.

[Tonibna ¢ynkiis nepenbayena Tinbku y Microsoft Project. Ane, Bona mepenbayae pyuHe
BBEJICHHS KOHTPOJIbHUX IapaMeTpiB JUIsl BH3HAUEHHS IX BIAXWJICHHS BiJ MPOEKTHUX 3HAYCHb Y
BIJIMOBIAHI KOHTPOJIbHI YacoOBl TOYKH, a00 3MiHYy YacOBUX MHapaMeTpiB IMOXITHOTO MPOEKTYy AJIs
OLIIHKMA BIIMIHHOCTI OYIKyBaHHHMX DPE3YJbTATiB BiJ THX, IO Nepeadavaiucs Mmo4aTkoBo. ToO0To,
KOHTPOJIb BIAMOBIAHOCTI A0 LUTHOBOI (YHKIIT HE 3MIHCHIOETHCA Y aBTOMAaTHYHOMY PEXHMI Ta 3a
BUHUKHEHHSM BiIMOBinHOI moxii, a00 3MiHM i XapaKTEpHCTUK, MI0 HE BIAMOBIAE KOHTPOIIO Y
peasibHOMY uaci. Crifi BiJ3HAYUTH, 10 AJS BUPIMIEHHS OUIBIIOCTI 3a/1a4 arpapHoi chepu He Mae
Takoi HeoOX1AHOCTI. AJle eBHi 3a7a4i MOTPEOYIOTh TOCUTh ONIEPATUBHOTO KOHTPOIIIO Ta BTPYYaHHS
MIpY BUHUKHEHH] BIIXWJICHD BiJ] IUIAHOBHUX MTOKA3HUKIB, HAIPUKJIIA/I, IOTOYHUX BUTPAT MAJTBHOTO MIPH
MIPOBEJICHHI MEXaH130BaHOT 0OPOOKH CLIbCHKOTOCTIOAAPCHKUX YTib Y HAMPSAMKY 1X 301IbIIICHHS.

3 TOYKH 30py CTBOPEHHS CHCTEM, IIIO BiJIIOBIAIOTH 3a/ladaM CTaJoro PO3BUTKY, IMOAIOHI Ta
1HIII 3MIHU MapaMeTpiB MOKYTh MaTHU 3HAYHUH BIUIUB HAa CyMDXKHI IIpolecH Ta cepu — BIUIUB Ha
€KOJIOTTUYHUHN CTaH (BUKHMIW 3a0pyJHHMKIB YM 3MiHA XIMIYHOTO CKJIaJly TPYHTY, 3MiHa CTPYKTYpH
Haca/KEeHb), €KOHOMIYHMHA — Iepepo3MOisl pecypciB MiANPUEMCTBA, COLIATbHUNA — 3allydyeHHS
JOJJaTKOBUX CIIBPOOITHHKIB Ta 1HILE.

OTxe, OCHOBHUM HEJOJIKOM Mail’ke YCIX CHUCTEM EKOHOMIYHOTO IpPOEKTYyBaHHA € iX
OpIEHTOBAHICTh HAa METOJAM Ta AJNTOPUTMU €KOHOMIYHOI OI[IHKH, a HE Ha NpoOJIeMHUN 00’€KT Ta
OLIIHKY HOTO MOBEIIHKH.

Mertor0 cTaTTi € aHaNi3 MOKJIMBOCTEN 3acTocyBaHHs TexHojorii Digital Twins y cucremax
yIpaBJiHHSA arpapHUMM HPOEKTAMU Ta OOIPYHTYBAaHHS MiJIXOMIB 10 MOOYJIOBH IHTErPOBAHUX
1H(opMaIIiHUX MOJIeNIel Ha OCHOB1 OHTOJIOTIH 1 MEPEKEBUX CEPBICIB B yMOBAX CTAJIOTO PO3BUTKY.

Marepiaau i meroau gociaimkenHs. g toro, mo6 MoxkHa Oyno 3MIHCHUTH OLIBII-MEHII
yHiBepcalbHUN Ta (opManaizoBaHUM OMNKMC TNPEAMETHOI 00JacTl Ha ChOTOJAHI peani30BaHO
CHeIia/li30BaHUN 1HCTPYMEHT — TEXHOJIOTII0 “OHTOJIOTIH”, 3a JOMOMOIOI SKOi 3IHCHIOETHCS
BUCBITJIEHHS K CTPYKTYpPU CaMOT0 00’ €KTY TaK 1 HOro cucTeMHe MpeacTaBiIeHHs 3 iH(hopMaliiHUMU
Ta TEXHOJIOTTYHUMH 3B’ s13kaMu. J{71s dikcallii Ta 30epe’kKeHHs ONUCY MOJIeN BUKOPHCTOBYIOTh Xml-
nonioHy ctpyktypy mou OWL [12].

OcHOBHUMH 0COOIMBOCTSIMH (OPMYBaHHSI OHTOJIOTIi € i JepeBoBHIHA cTpykTypa [13] y

By3JIaX AKOI 3HaXOAATbCA CYTHOCTI (00’€KTH) SIKI XapaKTepU3yIOTh IMEBHI BJIACTUBOCTI OCHOBHOI
CYTHOCTI, a 3B’I3KH M)XK HUMH — JI110, SIKa XapaKTepH3y€e OCOOJIMBICTh BKIIIOYEHHS 00’ €KTY HHXKHBOTO
piBHs, Hanpukia: “ATMOCOEPA” — xapakrepusyerbesa — “CKIIAL” — mictuth — “KMCEHB” — 1
nami .7,
Jlo iHmmMX ocOOMMBOCTEH CiiAg BITHECTH, IO JEPEBOMOMIOHWN Tpad € aruKIiYHUM Ta
HanpasieHuM. Lleit ¢akTop € i MO3UTHBHUM (AKTOPOM 3 TOUKH 30py CKJIATHOCTI IHTEpIpeTarii
MOJKJIMBOTO PYXy y HAaNpsIMKYy IOCATHEHHS MHTHOBOTO TOKAa3HWKA, aje IMOTpedye IT0MaTKOBHX
orepauiid 3 MpeACTaBICHHS MMEBHUX OCOOJIMBOCTEH, HANPHUKIA[, ONMUC arpOTEeXHIKW BHPOLTYBAHHS
MEBHOTO BUJIy POCIHWH, 3 KUIBKOMa OJHOMAHITHUMH IUKJIAMH, IO CKJIAJAIOTHCS 3 MOCTIAOBHOCTI
pi3HuX omepauiid. Y TakoMy pasi, 1l HUKIM TOTPiIOHO PO3rOPTaTH Y AOBIUIA JIAHITIOT.
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AKTyanbHMH CTaH y LIbOMY HaIPSIMKY € TaKMM, 1[0 Ha ChOTOJHI CTBOPEHO JIOBOJI BEIUKY
CYKYITHICTh CHEI[iaJli30BaHUX OHTOJIOTIN Ta CepBICiB sl X 30epiraHHs Ta opraHizaiii JOCTymmy 10
HuX. Benyka KijabKICTh 3 HUX CIIPSIMOBaHa TAKO X Ha arpapHi 3a1ayi, y TOMY YHCJI1 Ha POCIMHHULITBO.
Tak, Hanpuknan, [14] MICTUTh BETUKY KiJTbKiCTh NOCHJIAHb HA OHTOJIOTI, TIOB’sI3aH]1 3 OCHOBHUMU
chepamu arpapuunrTba, abo Planteome [15] — cmemiamizoBanuii Ha POCIMHHMITBI PECypcC, SKHM
MICTHTD SIK CBOIO 0a3y OHTOJIOTIH TaK i MOCHJIaHHS Ha 30BHIIIHI pecypcH MoaAiOHOrO MpU3HAYCHHS,
a6o Crop ontology tool [16] Takok cipsIMOBaHOTO Ha OMKUCH OHTOJIOT1M POCIMHHHUIIBKUX KYJIBTYP.

Curin 3a3Ha4MTH, 110 3apa3 OHTOJIOTIT «AK-TaKi» OKPIM HAaKOIMYECHHS 3HAHb Y CIIEIiali30BaHIX
IPEIMETHUX 00JIacTAX Ill€ BUKOHYIOTh BaXXJIMBY posib y cTBOpeHHI Semantic WEB, mo no3Bosnse
MPOBOJIUTH aBTOMATUYHY CTPYKTypH3alito iHdopmamii y mepexi [HTepHeT Ta opieHTOBaHUi, Y
Hepury 4epry, Ha aBTOMaTHU4YHy MallMHHY OOpOOKY JaHUX MOIIYKOBHMH CHCTEMaMHu Ta poOoTy 31
IITYYHUM 1HTEJIEKTOM.

AJnie oHI€I0 3 HAUOLIBIIMX MTPOOJIEM € CTBOPEHHS MOBHOI CYKYITHOCT1 OHTOJIOT1HM CYyTTEBOCTEH,
0 MarOTh (OPMYyBATH MOBHY CUCTEMY OO’ €KTIB Ta 3B’S3KiB, [0 (OPMYIOTh MOJECIb 32 BUMOTaMHU
CTaJIOTO PO3BUTKY — «OHTOJIOTIi BcecBiTY». Ll mpoOieMa 3HaYHOIO MIpOX0 OOYMOBJIEHA TUM, ILO
OUTBIIICTE 3B’SI3KiB 00 €KTIB 13 30BHINIHIM CEPEOBHINEM i I¢ OibIIe i3 TMEBHUMH COIIAIbHUMHU
IIPOIIECAaMU Ha ChOTOJIHI € I1¢ He BU3HAUeHUMH. Tak HalpuKIIad, MU HE MOKEMO TOYHO BKa3aTH SIK
Ta YM iHIIA arpoTeXHiKa BIIMBA€ HAa HABKOJIUIIIHE CEPEOBUINE — CTaH Ta SKICTh IPYHTIB HE TiIbKH
3a XIMIYHHM CKJIaJIOM, a i 3a CTaHOM IPYHTOBHX BOJ, €po3ii, 3MIHM KJIIMaTy Ta MIKpOKIIMaTy,
XIMIYHOTO CKJaay Ta SIKOCTI arMocepH, CTPYKTYPHHH CKJIaJ POCIMHHOCTI Ha TPHIIETINX
TEPUTOPIAX, Ta IHIII MOAI0HI MUTAaHHS. A OKPIM IIbOTO € HEIBHHI COL10-KYJIbTYpHHUH BILTUB Ta Oarato
IHITUX HAMPSMKIB.

[TomiOHI 3aBaHHS CHOTOJTHI MTOYAII BUPIIITYBATHCS] CTBOPSHHSM «CTATUCTUYHHUX» MOJICTICH Ha
OCHOBI HaKOIMYyBaHMX JAHUX Ta iX KOPEJALIHHOIO aHalli3y BIJHOCHO BU3HAYEHOTO Mpolecy abo 3
BUKOPHUCTaHHSAM pO3Ii3HaBaHHS Ha OCHOBI mTy4HOro intenekry (ILI). ¥ octanHboMy BuManxy, Ha
BIAMIHY BIJ KOpesUidHOI Mojedi, pe3yabTaTd MOXKHA OINUCATH MEBHOI MaTeMaTUYHOIO
3aJIOKHICTIO, aJe JIOCHTh IIBHJKO MOYXHAa BHKOPHUCTOBYBATH Ui TPOTHO3YBAaHHS OUIKYBaHHX
pe3yJIbTaTiB.

Bukopucranns I €, Takoxk, HEBII €MHOIO CKIamoBoro y DT-monmensx, OCKIIbKH 3a
BHU3HAYEHHSAM, TaKa MOJIeJlb IOBMHHA TIOCTIMHO CaMO-BIOCKOHAIIOBATUCS Yy TMOBEIIHII Ta
MIJBUIIEHH] TOYHOCTI MPOTHO30BAHMX pE3YJbTaTiB, IO BIJANOBIA€ 3aBJAAHHAM HAaBUaHHS Ha
MOTIEpEIHIX pe3ysbTaTax Ta KOPUI'YBaHHS HapaMeTpiB MoOJeli Ha HelepepBHOMY IOTOLI HOBHUX
BXIJTHUX JaHHUX. 3a IIe¥l MOTIK JaHUX BIAMOBIAa€ CEHCOPHA MEPEKa BIAMOBIAHOTO 00’ €KTY, 00 y pasi
BUPILLIEHHS arpapHUX 3aJad MM MAaeMO CIIpaBy 3 PO3Taly>KEHUMH Yy MPOCTopi 00’ €KTaMH, HaBITh
SKIIO MOBa HJe mpo 3aco0u oOpoOKHM, HaNpukiaa, ciBalku abo oOmpucKyBaul 3 1HIUBIIYaIbHO
KEepOBaHUMH (OPCYHKaMH, K1 (OPMYIOTh JJAHKY OOPOOKH 3 MOMJIMBICTIO KOPUT'YBAaHHS IIOTOYHOT'O
CTaHy.

VY noni6HOMY TpakTyBaHHI, IEBHUH €KOHOMIYHMI MTPOEKT MAE y CBOil OCHOBI MICTHUTH HaOip
eneKTpoHHNX aHanoriB DT-Mozeneli ycix pealTbHUX KOMIIOHEHTIB, 110 OXOIUTIOE MPOEKT. AJie, caMi
DT-mMoneni 3a cBOIM BU3HAUYEHHSM B)KE€ € €JIEKTPOHHUMH MOJENISAMU. 3 1i€l TOUKH 30Dy, JOJaBIIH
PEXHUM Ta MOXIIUBICTh «YMOBHOI Jii», IKMH MONAraTUMe Yy 3/11HCHEHHI «(pIKTUBHOD» 3MIHU CTaHy
JOCIIJIPKYBAHOTO 00’€KTYy MpU OTpUMaHHI (PIKTUBHHMX, TOYHIIIE MOJENbHUX, JaHUX abo miil, Mu
MOKEMO OTPHUMATH CHCTEMY MOJICITIOBaHHS JUIS OLIHKK MPOoeKTy. KpiM TOTro, BEJTMKOI TIepeBaroko
OTPUMaHUX pe3yJbTaTiB MOXe OyTH IIbHA CYKYHHICTh YacOBOi PO3TOPTKH IOBEAIHKH Ta
XapaKTEPUCTHUK yCiX 00’ €KTIB, [0 BXOAATH 0 MOJIEIII.

Cam mpouec MOJENIOBaHHS MOJsAraTUMe B TiM, IM00 chopmyBatu (Ha TMOYATKy Y
IHTEpPaKTUBHOMY pEXHUM1) pO3KJIaJ, BUKOHAHHS NEBHUX OIepalii Ta mojii, abo HajmamTyBaTH
MEBHUH «11a0I0H» KU Bke € chopMoBaHUNA. Y OCTaHHBOMY BUNAJIKY, IIe MOXe OyTH 00’ €KT, 110
OMHCYE TEXHOJOTIYHY TMOCHIOBHICTh (QITOPUTM, arpoTeXHiKa BUPOUIYBaHHA 1 T.A.) IO
nependavaeTsest A pearnizanii. Cucrema, o Kepye mporecoM MOJICIIOBAHHS, TIOBUHHA Y TAKOMY
pa3i BUKOHYBaTH (PYHKIIi KOOpAHWHAIlI Ta CHHXPOHI3aIli OOMIHY JaHUMH MDK BH3HAYCHUMH 3a
MoJeIio 00’ exkTamu. Ta K cama cUcTeMa MO)KE BUKOHYBAaTH 1 (DYHKIIIT aBTOMAaTH30BaHOT CUCTEMHU

40 Information Technologies in Economics and Environmental Sciences No. 2 (2025)




Bacoekiscekuti B.O., Noposuli A.M., Cmonili B.B.
ISSN 3083-7502

KEepyBaHHS ajie BXKE 3 BUKOPHCTAaHHSM PEXHMY «PEATbHOTO Yacy», paHillie IiIroTOBICHOTO Y
MIPOILIECi MOJICITFOBAHHS PO3KIIA Ty MOJiN (OTepalliii, BIUIMBIB) Ta peallbHUX OTPUMYBAHUX CEHCOPHOIO
MEPEKEIO TaHHX.

Jlo MOTeHUIHHUX TepeBar MOAIOHOTO MiAXOMy BiJpa3y MOXKHA BiJIHECTH BUCOKHH DiBEHb
aBTOMAaTHU3AIlil MPOIECIB MOCIIIOBAHHS 1 KEpyBaHHS, OCKIJILKH MTOX1/IHI IJaHI MOXKYTh OYyTH OTpHUMaHi
6e3mocepeHbO BiJ KOHKpeTHOI DT-Mozeni, BOHM BpaxoBYIOTH ii 1HIMBIAYyaJIbHI OCOOIMBOCTI a HE
«y3araJbHEHI» SK y 3BUYAHUX MOJENSAX, Ta Yy IMPOIECi MOJICTIOBAaHHS TAaKOX BPaXxOBYIOTh
0COOJIMBOCTI 1HAUBIAYAIbHOI «IIOBEAIHKI» 00’ €KTIB.

OCHOBHUM OOMEKCHHSIM YW TIEPBUHHOI0 BHUMOTOIO ISl TaKOI CHCTEMH €, Ha Halll IMOTJISI,
OCHOBHMI BUKOPUCTOBYBaHMW pecypc. Po3risiHeMo NOTEeHIHI OCOOIMBOCTI Ha MPHKIAAL
3eMEJIbHUX PECYPCIB MPU BUPOOHHUIITBI POCIMHHOI (HAIIPHUKIIa OBOYEBOT) MPOAYKITii.

Benuki mosnst MaroTh, y Hepiry 4epry, cBOi iHAMBIAyalbHI XapaKTEPUCTHKH MO KOHpirypartii,
MIPOCTOPOBOMY pO3TalllyBaHHI, IPyHTaM, HasBHOCTI BOJHUX PeCypcCiB Ta iHIMMX mapameTrpiB. Ciia
BiJJpa3y 3a3HAYMTH, IO 32 PaXyHOK BEIMKOI MPOCTOPOBOI PO3MOIIICHOCTI MOJISI HE OJHOPIAHI 3a
CBOIMH BJIACTUBOCTSIMH Ha Bciii cBOiH 1uiomti. Le, 3 ormsiay i pamioHaabHOCTI BUKOPUCTAHHS 1 3a/1a4
CTaJIOTO PO3BUTKY BUMarae Horo po30OMBKY Ha IUISTHKH 3 OUTBII-MEHII CTATMMHU XapaKTePUCTUKAMU
Ta BUKOPUCTAHHS TEXHOJIOTIH TOYKOBOTO 3eMJIEPOOCTBA Ta MOHITOPUHTY. BUXO/519U 3 1IbOTO, KOYKHA
CKJIa[IOBa JUIHKAa OyJe MaTé CBOi IHIMBIAyaJbHI XapaKTEPUCTUKU (M0 YCIX rpynax MOMKIMBHX
rapameTpiB), 1o € 000B’ I3KOBUM.

Jlo Oimpmn 3araJbHUX Ta HE3aJCKHUX XapaKTEPUCTHK CJIiJ BiAHECTH KJIIMAaTH4HI Ta
METEOPOJIOTIYHI YMOBU — 3arajbHi Ta JOOOBI KOJNMBAaHHS TEMIEpaTypu Ta BOJOTOCTI MOBITPA,
HaMpsIMKU Ta MIBUIKOCTI BITPY, COJSpU3AIlisl Ta Take iHIIE, Y TOMY YMCHI XIMIYHUH, QI3UYHUIA Ta
OlooriuHMiA cKiIa aTMochepH.

3 TEXHOJOTIYHOI TOYKH 30py Ta arpoHOMii, BaXJIMBUM € ICTOpisl paHille BUPOIIYBaHUX
arpoKyJIbTYp, 1[0 3HAYHOIO Mipoto Oy/ie BIUTMBATH HAa HACTYIIHI arpOTEeXHIUHI Ta 6103aXHUCHI 3aXO0/IH.

PesyabTaTn nocaizkeHHs Ta iX 00roBopeHHsi. BpaxoByrouMm BHIE 3a3HAa4yeHE, MOXKHA
3alpoONOHYyBaTH 0Aa30BY CTPYKTYpY OHTOJIOTII ISl TIOJIB, IO MPEICTaBICHO Ha pucC. 1.

Field
I ! T ] ] 1
Growing includes environmenting
v v v v v -
Specie i Areal Area2 eee AreaN Atmosphere  Microclimate
GB%U;;?Q arranged
4 ——» borders
i Based on
Speclle -1 <oil
Growing characterised
befor Level of ground water
v
Specie /-2

Pucynok 1 — Ilpuknao 6azoeoi onmonoeii "l[lone"

Yomy came iHpopmaniitna oguanis «Ilone» obpana moxinHO0 y CTBOpeHHI npoekty? Tomy
110 ii OCHOBHI BJIACTUBOCTI BIUTMBATHMYTh Ha KEHC MOXKIIMBHX MOJANBIINX pimeHb. Tak OCHOBHUM
YUHHUKOM € IPYHT 3 KOro MOTOYHOIO CTPYKTYPOIO, XIMIYHUM Ta OiojoriuHuM ckianoMm. Came i
YMHHUKYA BIUTMBAIOTh HAa T€, IO MOXXKHA BHPOIIYBATH Ha came IboMy IpyHTi. JlomaTkoBHMU
YMHHUKaMU OyJIyTh piBeHb IPYHTOBHX BOJ, MIKPOKJIIMAT Ta METEOPOJIOTI4HI (PAaKTOPH SKI MOXKYTh
KOPUTYBaTH BIUIMBOBI Ha TEXHOJIOTII0 BUPOIIYBaHHs (HaKTOpH YHpOIOBXK ce30Hy. KpiMm Toro mpu
BHOOpI arpoKyJIbTypU BKIUBUM € CIBOOOIT, SIKHIA JO3BOJISIE HE TUIBKH MiABUIIUTH €EKTUBHICTH
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POCIIMHHHMIITBA, ajie I W 30eperTy 4yu BiTHOBUTH TNEBHI €KOJIOTIUHI XapaKTEPUCTHKHU BiIMOBITHUX
IUISTHOK Ta ITOJIS LIIJIKOM.

Ha nactymHoMYy Kpotii, miciis migdopy arpoKyJIbTypH, BIAMOBIIHO A0 OCOOIMBOCTEH OHTOJIOT 1T
00paHoro BUIY POCIHUH JUIsI CHCTEMHU MOJICIIOBAHHS 3’ SIBUTHCS PO3KIIAJ] arpOTEXHIYHUX OTepallii,
110 € HEBIJ €MHOIO XapaKTEPUCTHKOIO JI MEBHOTO BUIY POCIUH Ta BIAMOBIIHOK KOMIOHEHTOIO
obpanoi ontoyorii. [Tomanpmuii mpouec MojenoBaHHs (3 ypaXyBaHHSIM Ha LbOMY €Tarli TUIOBOT
METEOpOJIOTIYHOI MoJieni) OyAe MosAraTi y 3YUTYBaHHI YEPrOBOTO KPOKY 3 THUIIOBOT'O PO3KIALY,
imenTudikamnii noTpiOHUX pecypciB Ta posnoaiieHHi (nepeaayi) iHGpopmarii mo Biamosigaux DT-
MOJICJISX, 1110 3aJIisiHI Ha TOTOYHOMY eTarti. [Ticis mporo y moaeni BigOyBarOThCsI IEBHI 3MiHH CTaHIB
KOMITOHCHTIB Ta, MPU HEOOXITHOCTI Ta HASBHOCTI 3B’S3KIB MiX IUILOBUMU KOMIIOHEHTAMH —
(ikcaris Ta 0OMiH KOHTPOJLHUMH JAHUMH 3 TIEBHUM KPOKOM Y 4aci JI0 JOCATHEHHS 4acy 4eproBoi
MOJIii, TCJISl YOTO MPOIIEC MTOBTOPIOETHCS JI0 3aBEPIICHHS PO3KIATY.

JI1st ToAaTKOBOTO KOHTPOJII0 HeoOXinHo (0axaHo) y DT-Mozaem arpokyJbTypu MaTH TaKOX,
xoya O CTaTUCTHYHY MOJACNbL ii TOBEMIHKH, IO BIAMOBIJA€ THIIOBUM KIIMaTHYHIA Ta
MIKpoKIiMaTHuHId MojensM. Lle no3BomsTMMe KOpUryBaTH Ta IONEPEIHbO CHHXPOHI3YBaTU
«y3araJIbHeHHUI» PO3KJIAJ 10 MiCIICBHX YMOB.

Omxe, HaBeJEHWI MiAXiJ A03BOJSE MOMEPeIHbO cPopMyBaTH 1HPOPMAIIITHO-CTPYKTYPHY
CXEeMy CHCTEMHU MOJICITIOBAHHS, SIKY TPEJCTABIICHO HA PHC. 2.

Specie DT

ﬂmetab

Micro-
climate
DT

Transport
DTs

Modelling Core

Ecology
DT

Pucynok 2 — CmpykmypHa cucmemu MoOento8antsa acpapHo20 npoexKmy

BianoigHO 10 omMcaHoi cxemu B3aEMOIii, 0OMIH TaHUMH BiI0YBAETHCS Y IBOX HAMPSIMKAX —
BiJl cuCTeMHU MojietoBaHHs 10 DT KOMIOHEHTIB 1, SIK BIAMOBIHA PEAKIIisl, Y 3BOPOTHOMY HAMPSIMI.
BpaxoByroun o0coOauBOCTI 00’€KTIB AKI MaroTh OyTH 3aisiHI y TpoIleci MOJENIOBaHHS Ta
MOJIaTBIIION0 MOHITOPHMHTY, MOXKHA CTBEp/DKYBaTH, IO 32 CBOEI peallizalic€lo cuctema Oyne
PO3ray’kKeHo0, a BiAMOBIAHI HU(PPOBI ABIMHUKN MOXKYTh OyTH peai3oBaHi Ha 30BHIIIHIX pecypcax
IHIIMX OpraHi3alliii, HampuKiIaJ y BUPOOHWKA BiAMOBIAHOTO TEXHIYHOTO 3acoly, abo MicieBiit
METEOpOJIOTIuHIA ciryx0i. Takuii XapakTtep, KpiM TOTO, MPOSBISETHCA HE TUIBKA HAa IOMY
iHpopMalifiHOMY PiBHI, a TaKO X Ha PiBHI OKPEMHX JBIHHMKIB, OCKUIBKU JJaHi PO MOTOYHUNA CTaH
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TOJIS1 CTBOPIOBATUMETHCS 32 PAXYHOK CEHCOPHUX MEPEK OKPEMUX MIISTHOK Ta 30epiraHHsIM JaHUX Ha
Creniaixi30BaHuX cepBepax 0a3 JaHuX.

BucHoBkH Ta mepcneKTHBH. BpaxoByroun HaBe[eHI MIpKyBaHHS, JOLUUILHOIO € peani3aiis
OKpeMHUX [BIHHHKIB y (opMi MEpexeBHX CEpBiCiB 3 BIIMNOBIIHUMH JBOCHPSIMOBAHUMHU
iHTepdericamu. Takuil MiaXiJ JO3BOJATAME JIETKO MaciITadyBaTH MoJeidb Ta MoaudikyBaTd ii
KOMIIOHEHTH 0€3 BTpaTu 3arajbHoi ()yHKIIOHAIBHOCTI Ta «BIACTUBOCTEW.

Benukoro nepeBaroro y CTBOpEHHI aBTOMaTH30BaHOI CUCTEMH 3 PO3POOKH arpapHUX MPOEKTIB
Ha OCHOBI oHTOJOTiH Ta DT- MOzeneii € uiTka Ta KOPCTKA CTPYKTYPOBaHICTh iH(popMariii y ¢popmari
xml, 10 JT03BOJIIE BUKOPHUCTOBYBATH METOIM JIIHIBICTUYHOTO aHaNi3y Mpu Oya0Bi iHGOpMaIiiHOT
CTPYKTYpU TPOEKTY 3a MPHUKIAIOM KOMIIIATOPIB Ta KOH(IrypamiiHUX CHCTEM CIeIiali30BaHUX
¢dperimBopkiB. ['ooBHOIO TpoOJEMOIO, sIKA HA CHOTOJHI ICHYE, € BIJIICYTHICTh CTaHAAPTIB Ha
crpykrypy DT-mMonenel, incTpyMeHTanbHUX 3ac00iB 3 iX peanizalii Ta cepBiciB A X pO3ropTaHHS.

OTxe, OCHOBHUMH IEPCHEKTUBHHUMH HANpsSIMKaMH JUIS TMOJAIBIIOIO PO3BUTKY CHCTEM
ABTOMATHM30BAHOTO MPOCKTYBAHHS 32 BKA3aHWMH BHIIE ITiIXOJaMH MOKHA BKa3aTH HACTYIHI JBa
HampsIMKy: po3poOKa MigxXoAiB Ta iHTepdeiciB, alropuTMIYHOTO, MPOTPAMHOTO Ta TEXHIYHOIO
3a0e3neueHHs i1 po3ropraHHs cepsiciB DT-mopeneit; po3poOka aBTOMATH30BaHHX 3acO0IB 3
noOyaoBU iH(OpMaLIHHUX MOeNieil Ha OCHOB1 OHTOJIOTIH.
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DIGITAL TWINS TECHNOLOGIES IN AGRICULTURAL PROJECT MANAGEMENT

SYSTEMS

Abstract. In the last few decades, global market and life processes have shown that many different aspects of
human activity are closely tied. This leads to the Sustainable Development Strategy targeted at the balanced
interconnection of the environment (lands, atmosphere, ecosystems), society (cultural, educational and health) and
economics, of course. Such complex approach needs a new tool for development and evaluation projects in all activity
spheres. The current work is devoted to the potential directions for development such tools. The possible principles for
developing project development systems in agriculture are considered and analysed in the research, which are based on
modern technologies, including Digital Twins, Ontologies, and network services, in the context of increasing
requirements for Sustainable Development and general trends towards rational and economical use of the planet's
resources. The analysis demonstrates the potentially high efficiency and versatility of the proposed approach not only for
solving issues of project creation, but also for their further management and monitoring of compliance with target
functions. By examining the conditional example of a sowing field, the features and general approaches to forming the
information model structure of the domain area and its connected environment are considered, based on determined and
tied ontologies. Two main directions of further research are also identified: creating a base for the unified implementation
of digital twins and automated analysis systems of ontologies presented in OWL formats, and generating new, complex
framework models based on them. The paper consists of a preliminary justification for the concept of new system
development for the life cycle of economic and business project management in the agricultural sector.
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MODELING EVALUATION FRAMEWORK FOR ROBOTICS AND DIGITAL TWIN
SIMULATION PLATFORMS WITH AN UNREAL ENGINE 5§ WAREHOUSE CASE
STUDY

Abstract. Digital twins and high-fidelity simulators are becoming central to the design, testing, and operation of
modern robotic systems in industry, logistics, and human—robot interaction. However, existing comparative studies
typically focus on a single robot type, task, or simulator, and rarely consider digital-twin—specific aspects, such as
telemetry pipelines, operator interfaces, or cloud connectivity. This article proposes a unified evaluation framework for
robotics-oriented digital twin platforms. It applies it across five representative use cases: (i) small UAV inspection, (ii)
an industrial hand-robot cell, (iii) a warehouse logistics cell with autonomous mobile robots (AMRs), (iv) HCI/VR-based
teleoperation of a mobile manipulator, and (v) a general indoor patrol and docking scenario.

The framework standardises inputs (robot and environment profiles, task definitions, digital-twin data contracts)
and outputs (physics/task metrics, performance metrics, and DT metrics) and explicitly encodes task complexity via
structured phases and control steps per episode. It is implemented on several widely used robotics simulators (Gazebo/gz-
sim, Webots, NVIDIA Isaac Sim, CoppeliaSim) and on an Unreal Engine 5 (UES5)—based stack that combines Datasmith
asset import, Chaos Physics, Blueprints/Control Rig, and UMG/VR interfaces.

As a detailed case study, we instantiate the warehouse logistics use case as a UE5-based digital twin and report
quantitative results on order throughput, path lengths, real-time factor, frame times, telemetry bandwidth, and Ul-to-
actuation latency, along with observed bottlenecks such as Blueprint CPU overhead and visual-load—induced slowdowns.
Across all platforms and use cases, the results highlight trade-offs between physical fidelity, scalability, interaction
richness, and DT responsiveness, and lead to practical guidelines for selecting and composing simulation and digital-
twin stacks for UAV, manipulation, logistics, and HCI-centric applications. The paper concludes with a discussion of
limitations, including the simplification of physics and hardware dependence, and outlines future steps toward sim-to-
real correlation and automated benchmarking.

Keywords: Digital Twin, Robotics Simulation, Unreal Engine 5, Gazebo, Webots, NVIDIA Isaac Sim, Coppeliasim,
Warehouse Logistics, UAV Inspection, Industrial Robot, VR/AR Teleoperation, Evaluation Framework.

Introduction. Digitalisation of physical assets and processes through robotics and digital twins
(DTs) is transforming industrial production, logistics, and autonomous systems. A digital twin is
typically defined as a dynamic virtual representation of a physical system that remains connected to
it through data exchanges, enabling monitoring, prediction, and optimisation across the system
lifecycle [1-3]. In robotics, DTs build upon simulation platforms that emulate kinematics, dynamics,
sensors, and environments, while maintaining a bidirectional link to real hardware and industrial
back-end systems. This combination allows engineers to prototype and validate control strategies,
layouts, and interaction concepts safely and at lower cost than purely physical experimentation [4—
6]. Over the past decade, a rich ecosystem of robotics simulators and DT-oriented platforms has
emerged. Widely used open-source tools, such as Gazebo/gz-sim and Webots, provide ROS/ROS 2—
integrated environments for mobile robots and manipulators, featuring configurable physics engines
and sensor models [7-9]. CoppeliaSim (formerly V-REP) emphasizes flexible distributed control and
multi-physics support, while NVIDIA Isaac Sim targets GPU-accelerated, photorealistic simulation
and reinforcement learning workloads in logistics and industrial settings [10—12]. In parallel, general-
purpose game engines such as Unity and Unreal Engine have become increasingly popular as
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rendering and interaction layers in digital-twin architectures, offering high-quality graphics, VR/AR
pipelines, and mature Ul frameworks [13—15].

Existing comparative studies provide valuable insights but exhibit several limitations. Many
works analyse a narrow set of simulators under a single application scenario, for example, a mobile
robot navigating in a structured environment or a single industrial manipulator performing a pick-
and-place task [16—19]. Others compare Unity or similar engines with robotics-oriented simulators
such as Gazebo, focusing on visual fidelity, ROS integration effort, or development productivity in
specific domains such as greenhouse robotics or small industrial workcells [20-22]. In most cases,
the DT layer is treated as an implicit or secondary aspect: telemetry pipelines, latency, data volumes,
and back-end integration are rarely measured explicitly, and human—in-the-loop interaction (e.g., VR
teleoperation, 3D dashboards) is often only discussed qualitatively. As a result, practitioners planning
multi-robot or multi-domain DT deployments still lack systematic guidance on how to select and
compose platforms for different classes of tasks.

Purpose. The purpose of this study is to design and apply a unified, task-complexity—aware
evaluation framework that compares modern robotics and digital twin simulation platforms including
an Unreal Engine 5 based stack; across five representative use cases (UAV inspection, industrial
manipulation, warehouse logistics, HCI/VR teleoperation, and general indoor patrol) in terms of
physical fidelity, computational performance, and end-to-end digital-twin behaviour.

Literature review. Digital twin concepts have been widely adopted in manufacturing, logistics,
and cyber—physical systems as a means of coupling high-fidelity virtual models with live data streams
from physical assets. Foundational DT literature emphasises lifecycle integration, predictive
analytics, and virtual commissioning as key benefits for complex industrial systems, often building
on model-based engineering and IoT infrastructures [1-3]. In robotics, DTs are used to support virtual
commissioning of robot cells, offline programming, and what-if analysis in flexible manufacturing
systems, as well as mission planning and monitoring in domains such as aerospace and agriculture
[4-6]. Recent applications include DTs of factories, aircraft production lines, and greenhouse
environments, where 3D simulation and data-driven models are combined to evaluate layouts, control
strategies, and maintenance regimes before or alongside deployment in the real plant [3,6,7].

A large body of work analyzes and compares robotics simulators as core components of such
DT stacks. Quantitative comparisons of CoppeliaSim, Gazebo, MORSE, and Webots reveal that, even
for a single mobile platform, the simulators differ substantially in terms of motion accuracy, resource
usage, and modeling flexibility [8,9]. Other studies contrast V-REP/CoppeliaSim, Gazebo, ARGoS,
and related tools, highlighting trade-offs in physics engines, sensor modelling, ROS integration, and
scalability to multi-robot scenarios [10-12]. More recent comparative analyses focus on subsets of
platforms (e.g., Webots, CoppeliaSim, and Gazebo) and provide feature-oriented discussions of ease
of use, graphical interfaces, and programming support for education and industrial R&D [13,14].
While these works offer valuable guidelines for selecting simulators for specific robot types or tasks,
they rarely explicitly model the digital twin layer. Metrics such as telemetry bandwidth, end-to-end
latency between the back-end and simulator, or Ul responsiveness are seldom included, and human—
in—the—loop interaction is generally out of scope.

In parallel, there is growing interest in using game engines and high-fidelity visual platforms
such as Unity and Unreal Engine for robotics and DT applications. Comparative studies of digital
twins implemented in Unity and Gazebo for robotic arms or agricultural robots report that engines
like Unity provide strong real-time rendering capabilities, VR support, and UI tooling. In contrast,
Gazebo and similar simulators offer tighter ROS/ROS 2 integration and more mature physics and
sensor pipelines for conventional robotics workflows [15—17]. Unity-based VR twins have been
demonstrated for domains such as greenhouse monitoring and operator training, and several recent
projects use Unreal Engine 5 with Datasmith, Chaos Physics, and custom APIs to build DTs of
factories and AEC assets, including integration with external [oT and analytics platforms [7,18-20].
However, these works tend to present single use cases, focus either on visual quality or on integration
effort, and seldom provide cross-domain, cross-platform benchmarks that combine physics,
performance, and DT-specific metrics. The present study addresses this gap by treating robotics
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simulators and a UES-based stack as first-class DT platforms, evaluated under a unified framework
across multiple robot types and interaction modalities.

Methods. The study adopts a mixed-methods approach that combines quantitative benchmarks
with qualitative expert assessment. Five representative use cases are defined:

=  Small UAV — quadrotor with onboard sensors performing waypoint navigation and basic

perception.

= Industrial hand robot — 6-DoF manipulator (e.g., UR-type) executing pick-and-place and

simple force-sensitive operations.

=  Warehouse logistics — a small warehouse cell with conveyors, shelving, and 2—4 mobile

robots (AGVs/AMRs).

= HClI interaction — a digital control station with 3D views, VR/AR interface, and interactive

widgets for commanding a robot scenario.

= General case — an abstract mobile robot in a structured environment serving as a neutral

reference.

For each use case, scenarios are implemented on a selected subset of platforms (e.g., Gazebo/gz-
sim, Webots, Isaac Sim/Orbit, CoppeliaSim, and a Unity-based DT stack), using standard robot
models and controller implementations as similar as possible. Platforms and configurations:

= Robotics-centric platforms - Gazebo/gz-sim, Webots, Isaac Sim/Orbit, CoppeliaSim.

= Game-engine-centric platform - Unity-based DT environment with ROS/ROS 2 bridge and

networked data layer.

= Domain-specific UAV/logistics layers - XTDrone or equivalent PX4—-Gazebo setup for

UAVs; Isaac Sim warehouse modules for logistics.

All robots are described using URDF or USD (for Isaac), with calibration to ensure comparable
masses, inertias, joint limits, and sensor characteristics across platforms. Controllers are implemented
using ROS 2 nodes whenever possible, reusing the same trajectory planners and PID parameters, with
platform-specific wrappers added only when necessary.

To interpret results coherently across all platforms and use cases, we employ a unified
simulation comparison and evaluation framework. The framework treats each scenario as a
parametrised experiment defined by a set of inputs (robot model, environment, controller, DT
configuration) and a set of outputs (quantitative metrics and qualitative ratings). It explicitly accounts
for task complexity and the number of steps in each episode, so that scores from a simple patrol task
are not directly compared to those from a dense warehouse scenario without normalisation (Table 1).

Table 1 — Simulation comparison framework: inputs, outputs, task complexity,
and limitations per use*

Scenario & task Task complexity Structured steps per episode (high-level Approx.
profile (qualitative) phases) Control steps
per episode*
Small UAV Medium_High 3p | |- Pre-flight & take-off; 2. Climb & 60,000 steps
. . . . . transit to first mast; 3. Local inspection
inspection over six | flight, multiple . . 200 Hz
. orbit at each mast; 4. Transit between . ..
masts (300 s targets, continuous ] i attitude/position
. masts; 5. Return-to-home; 6. Descent &
mission) control) . control
landing
Industqal hand High (contact-rich 1. Initial homing; 2. Part d@tectlon; 3. 120,000 steps
robot pick-and- . . Approach & grasp on moving conveyor; .
. manipulation, i ) 1 kHz joint
place cell (10 picks, conveyor tracking) 4. Transfer to tray; 5. Release & retreat; 6. control
120 s) Y & Return to safe pose (looped for 10 parts)
Warehouse 1. Order creation; 2. Task allocation; 3. 180.000 stens
logistics with 2 High (multi-agent AMR navigation to rack; 4. Load/unload ’ p
S . . 50 Hz fleet
AMRSs and three navigation, resource tote; 5. Packing delivery; 6. Return to
. . . . . control (per
conveyors (1 h contention) idle/charging; 7. Exception handling AMR)
shift) (blocked path, timeouts)
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Table 1 (continued)

Scenario & task
profile

Task complexity
(qualitative)

Structured steps per episode
(high-level phases)

Approx. Control
steps per episode*

HCI/ VR
teleoperation of
mobile manipulator
(20 min session)

Medium-High
(human-in-the-loop,
VR constraints)

1. Session start & calibration; 2.
Robot approach to panel; 3. Visual
inspection; 4. Teleoperated valve
operations; 5. Retreat &
repositioning; 6. Session end

300,000 steps

250 Hz arm control
+ 50 Hz base
control (robot),
108,000 steps 90 Hz
HMD/controller
tracking

General indoor
patrol and docking
(15 min episode)

Low—Medium (single
robot, structured
space)

1. Undock; 2. Patrol along
waypoints; 3. Obstacle avoidance;
4. Return to dock; 5. Docking and

45,000 steps
50 Hz base control

idle

* prepared based on the author's work and public research data

Results. From an engineering perspective, this gap is a significant issue. Real deployments
frequently combine heterogeneous subsystems, for example, small UAVs performing inspection
around infrastructure, industrial arms executing manipulation tasks, autonomous mobile robots
(AMRs) handling warehouse logistics, and human operators supervising and intervening via rich HMI
or VR/AR interfaces. These subsystems share high-level DT requirements, such as reliable
synchronisation, low-latency control paths, and scalable telemetry, but place very different demands
on physics, sensing, and interaction. Choosing a simulation and digital-twin stack that remains
coherent across various use cases requires understanding the trade-offs between physical fidelity,
computational load, scalability in multi-robot scenarios, and the quality of operator-facing tools [4,
6,11, 15].

In this work, we propose a cross-domain evaluation framework for robotics and DT simulation
platforms and apply it to five representative use cases: (i) small UAV inspection, (i1) an industrial
hand-robot cell, (ii1) a warehouse logistics cell with AMRs and conveyors, (iv) HCI/VR-based
teleoperation of a mobile manipulator, and (v) a general indoor patrol and docking scenario. The
framework standardises inputs (robot and environment profiles, task definitions, digital-twin data
contracts) and outputs (physics and task metrics, performance metrics, DT metrics). It introduces
explicit descriptors of task complexity in terms of structured phases and control steps per episode.
This design allows results to be compared within and across use cases and platforms on a sound basis,
rather than only at the level of raw episode success or qualitative judgement (Table 2).

Table 2 — Example UES5 run summary for UC3 (warehouse logistics)*

Metric Value Details

(example)

Symbol

Orders completed per hour (Q {Mext{orders}}) | 47.3 orders/h | Average over 3 x 1 h runs

Avg. AMR path length per (L_{Mext{path}}) 41.2m Pick ->rack -> packing ->

order idle/charge

Avg. AMR task time per order | (T {\text{task}}) 91.5s From task assignment to
completion

Near-collision events (per (N_{\text{nc}}) 2-4 Distances < 0.5 m between AMRs

hour) or AMR-avatar

Deadlock events are resolved | (N_{\text{dl}}) 0-1 Resolved by local priority rules

automatically.

B
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Table 2 (continued)

Metric Symbol Value Details
(example)

Simulation real-time factor RTF 0.97 1.0 = real time; drops during

(median) congestion peaks

Avg. game frame time (t_{\text{frame}}) | 17.8 ms 56 FPS; Chaos async physics
enabled

Physics substep time (median) | (t_{\text{phys}}) | 1.4 ms Per physics update at 60 Hz

CPU utilisation (simulation (U_{\ext{CPU}}) | 52-68% Across cores, 65% during peak

thread) traffic

GPU utilisation (U_{\Mext{GPU}}) | 55-72% With dynamic shadows and NI
scenes

DT telemetry data rate (R _{Mext{DT}}) | 38 Mbit/s AMR states, conveyor states,
events, and overhead camera

DT round-trip latency (UI (T_{\text{RT}}) 68-95 ms Measured from UI button press to

command -> AMR reaction) AMR velocity change

Blueprint logic CPU share — 9-11% Task assignment, path planning,
logging

DT HTTP error rate — <0.1% Occasional retries on burst loads

* prepared based on the author's work and public research data

The framework is implemented on several widely used robotics simulators, Gazebo/gz-sim,
Webots, NVIDIA Isaac Sim, CoppeliaSim, and on an Unreal Engine 5 (UE5)-based stack. In the
UES case, 3D assets are imported via Datasmith. Chaos handles physics and vehicle dynamics, while
control logic is implemented in Blueprints and Control Rig. DT interfaces are constructed using
HTTP/REST plugins and UMG-based operator dashboards, with optional VR/AR front-ends [14, 15].
As a detailed case study, we instantiate the warehouse logistics use case (UC3) as a UE5-based digital
twin and report quantitative metrics on order throughput, path lengths, real-time factor, frame times,
telemetry bandwidth, and Ul-to-actuation latency, alongside qualitative observations regarding
Blueprint CPU overhead, navigation scalability, and the impact of visual settings on performance.

The main contributions of the paper are:

1. A unified, use-case-driven evaluation framework for robotics and digital-twin simulation
platforms, covering small UAVs, industrial manipulators, warehouse logistics, HCI/VR
teleoperation, and general patrol scenarios.

2. A cross-platform comparison that combines physics/task performance, computational
metrics, and DT-specific indicators (data rates, latency, error rates), enabling more informed
engineering decisions than simulator-only benchmarks.

3. A high-fidelity Unreal Engine 5 warehouse case study with detailed quantitative results,
demonstrating how a game-engine-based stack behaves when used as a complete digital-twin
platform rather than a pure visualisation layer.

The warehouse logistics use case (UC3) was instantiated as a high-fidelity digital twin in Unreal
Engine 5.5, mirroring the logical scenario used across other platforms: two differential-drive AMRs
operating in a 30 x 20 x 5 m warehouse with 24 rack locations, three conveyors, and two packing
stations. The scene geometry (racks, building shell, major equipment) was imported via Datasmith
from CAD/BIM sources, while smaller props and lighting were authored directly in UES. AMRs were
implemented as Chaos Vehicles with differential-drive configuration, conveyors as kinematic rigid
bodies, and navigation meshes were baked in-engine. Control logic for order handling, task allocation,
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and AMR motion was implemented in Blueprints, and a REST/JSON plugin provided bidirectional
communication with an external digital twin backend for orders, inventory, and telemetry logging.
Sample JSON payload:

{
"robotId": "AMR_01",

"timestamp": "2025-12-08T10:15:23.120Z",
"pose": { "x": 12.4, "y": 5.3, "yaw": 1.57 },
"taskId": "ORDER_10239",

"state": "MOVING_TO_RACK",

"battery": 0.76

}

On a representative mid-range workstation (16-core CPU, RTX-class GPU), the UES
implementation achieved a mean order completion rate of 47.3 orders per hour across three one-hour
runs, with an average task time per order of 91.5 seconds and a mean AMR path length of 41.2 meters
from assignment to completion. These values are consistent with the scenario’s spatial scale and the
imposed safety and speed limits, illustrating that a purely UES-based implementation can achieve
practically useful throughput for a small fulfillment cell. Operational safety remained acceptable, with
near-collision events (inter-agent spacing below 0.5 m) occurring 2—4 times per hour. Rare deadlocks
(0—1 per hour) were resolved by local priority and replanning rules without manual intervention.

From a real-time performance perspective, the UES digital twin remained close to real-time
under typical loads. The median real-time factor (RTF) across runs was 0.97, with transient dips
during periods of dense traffic or heavy visual load. Median game-frame duration was 17.8 ms (=56
FPS) with asynchronous Chaos physics enabled, and the median physics substep time was 1.4 ms at
a 60 Hz physics tick. CPU utilisation on simulation-related threads varied between roughly 52% and
68%, while GPU utilisation typically remained within the range of 55%—72% for the chosen visual
settings (dynamic shadows, moderate post-processing). These results indicate that, for the tested
scale, the main bottleneck is not the raw physics step but the aggregate of rendering, Blueprint
execution, and DT communication.

The digital-twin data pipeline introduced additional but manageable overheads. Aggregated
over all AMRs, conveyors, and auxiliary sensors (e.g., an overhead camera), the effective telemetry
rate to the DT back end was approximately 38 Mbit/s. Round-trip latency from an operator command
in the UES5-based HMI (e.g., pause or reroute an AMR) to a visible change in robot motion remained
in the range of 68—95 ms, including Ul event handling, HTTP request handling, and the next
physics/control step. HTTP error rates were below 0.1%, with occasional retries observed during
short-lived bursts when multiple subsystems attempted to push updates concurrently. In practice,
these characteristics were sufficient to preserve the responsiveness expected of a supervision-and-
intervention interface for warehouse operations, while clearly delineating the latency budget available
for more time-critical control loops.

Behaviour-level metrics confirm that the UES5 implementation reproduces the qualitative
phenomena expected in a small warehouse cell. As order intensity increases, AMR trajectories
become denser and longer, congestion near racks and packing stations rises, and the frequency of
near-collision and deadlock events increases correspondingly. The combination of NavMesh-based
planning and local priority rules successfully prevented complex deadlocks in nearly all cases, while
also exposing the limitations of Blueprint-based planning. Complex path recomputation and repeated
collision checks in Blueprint significantly contribute to CPU overhead. They can cause RTF to drop
below 1.0 when the environment is heavily cluttered or additional agents are introduced.

Qualitative development experience in UES revealed several strengths and weaknesses that are
not captured by scalar metrics alone. On the positive side, Datasmith import and the integrated editor
significantly reduced the effort required to build a visually consistent and operator-friendly digital
twin; UMG-based dashboards and 3D overlays could be iterated rapidly, and Chaos Visual Debugger
traces were invaluable for diagnosing intermittent penetration and collision issues. On the negative
side, implementing path planning and orchestration logic primarily in Blueprints proved convenient
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for prototyping but suboptimal for scaling; offloading planning to C++ modules or external services
is clearly advisable for larger fleets. In addition, continuous Chaos Visual Debugger recording over
full one-hour episodes was impractical due to storage requirements, suggesting that targeted capture
windows are a better strategy for production-like setups.

Overall, the UES5S warehouse case study demonstrates that a game-engine-based stack can
function as a complete digital twin platform — handling physics, control logic, DT communication,
and rich HMIs—rather than acting solely as a visualisation front-end. At the same time, the
quantitative results and observed bottlenecks underscore necessary trade-offs: while UES delivers
strong rendering quality and interaction capabilities, careful engineering is required to manage
CPU/GPU budgets, structure control logic, and design the telemetry pipeline so that real-time factor
and latency remain within acceptable bounds as the scale and complexity of the logistics scenario
grow. Figure 1 shows the framework of Simulation comparison and evaluation.

Gazebo / gz-sim
INPUT CONFIGURATION LAYER
Robot profiles (URDF/USDySkeletal Mesh)
Environment profiles (UAVY field, robot cell, warehouse, plant rooms
Task definitions (waypoints, pick-and-place, orders, teleop scripts)
Digital twin contracts (topics, sampling rates, logging format) Webaots

MNVIDIA Isaac Sim

CoppeliaSim

Unreal Engine 5 stack

EVALUATION & ANALYSIS LAYER
Phiysics & task metrics:

LIMITATIOMNS & CHALLENGES
— Tracking errors, success rates, order throughput Simplified aerodynamics & contact models

1
1
1
1
1
. 1
Performance metrics: 1 Idealised localisation & sensors
— Real-time factor, CPUYGPU utilisation, data rates i Hardware/05 variability
1
:
1
1
1
)

DT metrics: WR/HCI sample size & leaming effects
— Telemetry latency, packet loss, API error rate Scalability limits (agents, map size)

\ Qualitative metrics: p; Cross-platform scripting/plugin overnead
— Implerentation effort, tocling, documentation

Figure 1 — Simulation comparison and evaluation framework

Discussion. Existing comparative works on robotics simulators typically focus on a single robot
type and task and evaluate a limited set of platforms. Farley et al. quantitatively compare
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CoppeliaSim, Gazebo, MORSE, and Webots for a single mobile robot (Husky A200) navigating to a
goal, focusing on motion accuracy and resource usage rather than multi-domain digital-twin aspects.
Humanoid-oriented comparisons similarly evaluate a few simulators (Gazebo, Webots, V-REP) on
NAO navigation and balance, using metrics such as CPU, memory, and disk access, but without
explicit modelling of DT data flows, VR/AR interaction, or cloud connectivity. In contrast, our study
spans five heterogeneous use cases (UAV, industrial arm, warehouse logistics, HCI/VR, general
patrol) and explicitly couples simulation metrics with digital-twin performance indicators (telemetry
data rate, end-to-end latency, DT error rates), making the evaluation directly relevant to integrated
cyber—physical systems rather than simulator choice in isolation.

Recent digital-twin papers comparing Unity and Gazebo focus on one or two application
scenarios, such as a robotic arm workcell or a tomato greenhouse robot, and emphasize visual fidelity,
ROS/ROS 2 integration effort, and development productivity. These studies provide detailed
qualitative feedback and some timing measurements but treat the DT layer primarily as a
synchronised 3D replica. Our results partially agree with their findings; for example, game engines
and high-end visual stacks indeed excel in rendering, Ul, and VR integration. Yet we extend the
analysis by: (i) quantifying task-level performance (throughput, success rates) across warehouse and
UAV scenarios, (ii)) normalising metrics by control steps and episode structure, and (iii)
systematically measuring the DT data pipeline (Mbit/s, HTTP error rate, Ul-to-actuation latency).
This reveals trade-offs that are less apparent in prior Unity—Gazebo comparisons, such as how path-
planning load and telemetry volume jointly impact real-time factor and DT responsiveness in dense
logistics scenes. Figure 2 illustrates the UES warehouse logistics digital twin, including the scenario
flow and key metrics.

UES warehouse kigiztics digital

twin: scenario flow

1. Inttialization

Initialise DT links a

enlifimg

2. Order gensration &
allocation
Pull nesw orders from DT back
end (RESTLUSON)

Assign lasks ta AMR by

ity | Joad

3. Flanning & execution
Plan paths on Mavhesh far
new Lasks
Compute (v, w) commands =
each lick
Drive: Chas Viehicks along
waypcinis

4. Intaraction & sarety
Delect near-colksions and
patential deadiocks
Apply lacal priceity rules, re-
plan il needed
Process cperalor commands
from DT dashbeard

5. DT synchronleation &
legging
Baich AMR. convayer, arder
siate payloads

Wisual Debugger windaws

E. Eplaods termination
Stap new orders an lime /
thrawghput fmit
Carnplete in-flight tasks,
consolidate melrics
Send summary to DT back
and and shut dawn

Figure 2 — UES5 warehouse logistics digital twin: scenario flow and key metrics

Benchmarking frameworks like RoboEval, “robot-simulator comparison” testbeds, and recent
sim-to-real evaluation schemes focus primarily on policy evaluation and reality gap metrics (task
success, fine-grained manipulation scores, sim-to-real correlation coefficients). Our framework is
complementary: it does not directly address sim-to-real transfer in this article, but instead treats
simulators and digital twin stacks as first-class objects of evaluation. We introduce explicit
decomposition into inputs (robot models, environments, controllers, and DT contracts), outputs
(physics, performance, and DT metrics), and task complexity descriptors (the number of structured
phases and control steps). This leads to a more engineering-oriented selection matrix: rather than
asking “which simulator maximises policy success?”, we ask “which stack offers acceptable fidelity
and DT latency for a given class of UAV, manipulation, logistics, or HCI tasks under specific
computational constraints?”

Finally, compared to existing digital-twin case studies in aviation and extensive infrastructure,
where Unity or Unreal-based twins are often reported qualitatively as enablers of operational
awareness and predictive maintenance at airports and terminals, our Unreal Engine 5 warehouse case
study provides quantitative, reproducible measurements at the simulation level. The UES results
explicitly report order throughput, near-collision rates, real-time factor, frame times, and DT round-
trip latency within a controlled warehouse scenario, rather than focusing solely on visualisation
benefits. Together with the multi-platform comparisons, this positions our work as a bridge between
DT success stories and low-level simulator benchmarks, highlighting not only where game-engine-
based twins outperform classical robotics simulators (e.g., VR/HCI, Ul richness), but also where they

e
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encounter scalability and CPU/Blueprint bottlenecks when used as full-stack robotics and logistics
simulators.

Despite these benefits, practical implementation challenges remain. Integrating Al-based
security systems into edge computing environments requires efficient model compression and
federated learning strategies to address data privacy and bandwidth limitations. Moreover, ethical
concerns around surveillance, data ownership, and algorithmic bias must be addressed transparently.

Conclusions. From an applied perspective, the proposed framework and UES warehouse case
study can also serve as a design checklist for practitioners planning or refactoring digital twin stacks
in robotics and automation. By forcing a clear separation between input configurations, platform-
specific implementations, and evaluation/analysis outputs, the framework makes it easier to reason
about where complexity and risk are concentrated—whether in physics fidelity, in multi-robot
coordination logic, or in the DT data pipeline and HMI. The concrete metrics we report (e.g.,
throughput, real-time factor, telemetry bandwidth, Ul-to-actuation latency) provide realistic target
ranges and stress points that can guide early architecture choices, hardware provisioning, and
performance budgeting. In this sense, the work not only benchmarks simulators and DT platforms
but also offers a reusable blueprint for structuring future comparative studies and for building robust,
scalable digital twins in UAV, industrial, logistics, and HCI-centric domains.

A key limitation of this research is that, despite covering five heterogeneous use cases and
several major platforms (including UES), the evaluation remains constrained by specific hardware,
software versions, and scenario parameterizations. Real-world deployments may use different robot
models, controllers, network conditions, and DT architectures, which can shift performance rankings
and expose additional bottlenecks. The study also relies on simplified physics and sensor models
(e.g., approximate aerodynamics, contact and friction models, idealized localization), which restrict
the extent to which absolute values of tracking error or throughput can be interpreted as proxies for
real-world behaviour. Human—in—the—loop results (especially those involving VR/HCI) are further
limited by small sample sizes and operator learning effects, making the usability findings indicative
rather than statistically conclusive. Finally, we have not yet conducted a systematic sim-to-real
transfer analysis, so the link between simulator/DT metrics and real-world deployment quality
remains indirect.

Future work will therefore focus on three directions: (i) extending the benchmark suite with
larger and more diverse use cases (e.g., outdoor mobile manipulation, multi-floor logistics, human—
robot collaboration cells) and additional platforms, including cloud-native DT stacks; (ii) tightening
the connection to sim-to-real studies, by running paired experiments on simulated and physical
systems and correlating framework metrics (e.g., task complexity—normalised errors, DT latency)
with real-world performance and safety indicators; and (ii1) developing automated configuration and
profiling tools that can generate, run, and analyse benchmark scenarios across platforms with minimal
manual intervention. This should enable broader community adoption of the framework, more
reproducible cross-platform comparisons, and the progressive refinement of best-practice guidelines
for selecting and composing robotics and digital twin simulation stacks.

References

1. Ariesen-Verschuur, N., Verdouw, C., & Tekinerdogan, B. (2022). Digital twins in greenhouse
horticulture: A review. Computers and Electronics in Agriculture, 199, Article 107183.
https://doi.org/10.1016/j.compag.2022.107183.

2. Baratta, A., Cimino, A., Longo, F., & Nicoletti, L. (2024). Digital twin for human-robot
collaboration enhancement in manufacturing systems: Literature review and direction for future
developments.  Computers &  Industrial  Engineering, 187, Article 109764.
https://doi.org/10.1016/j.cie.2023.109764.

3. Davila, M. F., Schwark, F., Dawel, L., & Pehlken, A. (2023). Sustainability digital twin: A tool
for the manufacturing industry. Procedia CIRP, 116, 143-148.
https://doi.org/10.1016/j.procir.2023.02.025.

No. 2 (2025) Information Technologies in Economics and Environmental Sciences 53




Nazarenko V., Ostroushko B.
ISSN 3083-7502

4. Glaessgen, E. H., & Stargel, D. S. (2012, April). The digital twin paradigm for future NASA and
U.S. Air Force vehicles. In 53rd AIAA/ASME/ASCE/AHS/ASC Structures, Structural Dynamics
and Materials Conference (Paper 2012-1818). https://doi.org/10.2514/6.2012-1818.

5. Grieves, M. (2014). Digital twin: Manufacturing excellence through virtual factory replication
[White paper]. Florida Institute of Technology.

6. He, B., & Bai, K.-J. (2021). Digital twin-based sustainable intelligent manufacturing: A review.
Advances in Manufacturing, 9, 1-21. https://doi.org/10.1007/s40436-020-00302-5.

7. Huang, C., Luo, W., Yang, C., & Li, X. (2021). A survey on Al-driven digital twins in Industry
4.0: Smart manufacturing and advanced robotics. Sensors, 21(19), Article 6340.
https://doi.org/10.3390/521196340.

8. Kritzinger, W., Karner, M., Traar, G., Henjes, J., & Sihn, W. (2018). Digital twin in
manufacturing: A categorical literature review and classification. IFAC-PapersOnLine, 51(11),
1016-1022. https://doi.org/10.1016/j.ifacol.2018.08.474.

9. Lim, K. Y. H., Zheng, P., & Chen, C.-H. (2020). A state-of-the-art survey of digital twin:
Techniques, engineering product lifecycle management and business innovation perspectives.
Journal of Intelligent Manufacturing, 31, 1313-1337. https://doi.org/10.1007/s10845-019-
01512-w.

10. Lu, Y., Liu, C., Wang, K. 1.-K., Huang, H., & Xu, X. (2020). Digital twin-driven smart
manufacturing: Connotation, reference model, applications and research issues. Robotics and
Computer-Integrated Manufacturing, 61, Article 101837.
https://doi.org/10.1016/j.rcim.2019.101837.

11. Pylianidis, C., Osinga, S., & Athanasiadis, I. N. (2021). Introducing digital twins to agriculture.
Computers and Electronics in Agriculture, 184, Article 105942.
https://doi.org/10.1016/j.compag.2020.105942.

12. Qi, Q., Tao, F., Hu, T., Anwer, N., Liu, A., Wei, Y., Wang, L., Nee, A. Y. C., & Zhong, R. Y.
(2021). Enabling technologies and tools for digital twin. Journal of Manufacturing Systems, 58,
3-21. https://doi.org/10.1016/j.jmsy.2019.10.001.

13. Alam, K. M., & El Saddik, A. (2017). C2PS: A digital twin architecture reference model for the
cloud-based cyber-physical systems. IEEE Access, 5, 2050-2068.
https://doi.org/10.1109/ACCESS.2017.2657006.

14. Farley, A., Wang, J., & Marshall, J. A. (2022). How to pick a mobile robot simulator: A
quantitative comparison of CoppeliaSim, Gazebo, MORSE and Webots with a focus on accuracy
of motion. Simulation Modelling Practice and Theory, 120, Article 102629.
https://doi.org/10.1016/j.simpat.2022.102629.

15. Koenig, N., & Howard, A. (2004). Design and use paradigms for Gazebo, an open-source multi-
robot simulator. In Proceedings of the 2004 IEEE/RSJ International Conference on Intelligent
Robots and Systems (IROS) (pp. 2149-2154). https://doi.org/10.1109/IROS.2004.1389727.

16. Freese, M., Singh, S., Ozaki, F., & Matsuhira, N. (2010, November). Virtual robot
experimentation platform V-REP: A versatile 3D robot simulator. In International Conference on
Simulation, Modeling, and Programming for Autonomous Robots (pp. 51-62). Springer.
https://doi.org/10.1007/978-3-642-17319-6 5.

17. Michel, O. (2004). Webots: Professional mobile robot simulation. International Journal of
Advanced Robotic Systems, 1(1), 39-42. https://doi.org/10.5772/5618.

18. Quigley, M., Conley, K., Gerkey, B., Faust, J., Foote, T., Leibs, J., Wheeler, R., & Ng, A. Y.
(2009). ROS: An open-source robot operating system. In ICRA Workshop on Open Source
Software (Vol. 3, No. 3.2). https://www.ros.org.

19. Microsoft. (2020). AirSim: High-fidelity simulator for autonomous vehicles (Version 1.7)
[Computer software]. GitHub. https://github.com/microsoft/AirSim.

20. Project AirSim Team. (2023). Project AirSim: Simulation platform for drones, robots, and
autonomous systems on Unreal Engine 5 [Computer software]. Microsoft.
https://projectairsim.github.io/ProjectAirSim/.

54 Information Technologies in Economics and Environmental Sciences No. 2 (2025)




HazapeHko B.A., OcmpoywkKo b.T1.
ISSN 3083-7502

21. Epic Games. (2025). Digital twins. Unreal Engine. https://www.unrealengine.com/en-US/digital-
twins.

22. Implexus Lab. (2024). HMI for an industrial facility digital twin with UES5 [Conference talk and
blog post]. Unreal Fest 2024 / Implexus Lab. https://www.implexuslab.com/post/hmi-for-an-
industrial-facility-digital-twin-with-ueS.

23. Epic Games. (2024). Let’s train virtual robots [Lesson plan]. Unreal Engine Learning Portal.
https://www.unrealengine.com/en-US/lesson-plans/let-s-train-virtual-robots.

24. MathWorks. (2024). Unreal Engine simulation for robots [Documentation]. MathWorks.
https://www.mathworks.com/help/robotics/ug/3d-simulation-for-robots.html.

25. SAS Institute. (2025). SAS digital twins on Unreal Engine transform manufacturing. Times of
India — Business Technology. https://timesofindia.indiatimes.com/business/india-business/sas-
digital-twins-on-unreal-engine-transform-manufacturing/articleshow/.

Ha3zapenko BosoguMup AHaroJiiioBuy

00Kkmop ¢hinocoghii, doyenm Kagheopu Komn rOMepHUX cucmem, mepedic ma Kibepoesnexu,
Hayionanvnuii ynisepcumem 6iopecypcis i npupoooxkopucmysants Ykpainu

ORCID: https://orcid.org/0000-0002-7433-2484

E-mail: volodnz@nubip.edu.ua

Octpoymiko bornaun IlaBioBuy

acucmenm Kagheopu KoMn romepHux cucmem, mepedic ma Kibepbesnexu,
Hayionanvnuii ynisepcumem 6iopecypcis i npupoooxkopucmysauts Ykpainu
ORCID: https://orcid.org/0009-0003-0849-8990

E-mail: b.ostroushko@nubip.edu.ua

BIPTYAJIBHA CHCTEMA MOJEJIOBAHHsA 151 POBOTOTEXHIKH TA
INITAT®OPM CUMYJIALII HU®POBUX ABIMHUKIB 3 NIPUKJIAIOM CKJIAACBKOI
CUCTEMMU B UNREAL ENGINE 5

Anomauin. [upposi O0silinuku ma 6UCOKOSKICHI CUMYIAMOPU CMAOMb YESHMPALbHUMU 0151 NPOEKMYSAHHS,
mecmy8anHs ma eKCuIyamayii cyuacHux pooomomexHiyHux cucmem y RPOMUCIO80Cmi, 102icmuyi ma 63aemooii 1MoOuHU
3 pobomamu. OOHAK, ICHYIOUI NOPIGHANLHI OOCHIONCEHHS 3A36UNAL 30CePeONCYIOMbCs HA OOHOMY Muni pooomis,
OOHOMUNHUX 3A80AHHAX AOO CUMYAAMOPI MA PIOKO 8PAX08YIOMb CReYUDIuHi 015 YUPPOBUX OBIUHUKIE ACneKmu, MAaKi K
menemempuuHi KoHeeepu, inmepgeticu onepamopié abo xmapHe niOKMoYeHHs. Y yil cmammi RPONnOHYEMbCS
VHIQIKOBaHa cucmema OYiHKU 0151 YUPPosux OBIUHUKIE, OPIEHMOBAHUX HA pobomomexHiky. IIposedene 0ocnioncenHs
3ACMOCO8YEMbCsi 00 N'Amiu penpe3enmamusHux eunaokie gukopucmaunnsa: 1 — mani BIIJIA, 2 — npomucnoguii pobom
mauninynamop, 3 — n02icmuyHa siYeika cKiaoy 3 A8MOHOMHUMU MOOLbHUMU pobomamu (AMR), 4 — mobinbHuil
maninynamop ua ochosi HCI/VR, i 5 — 3azanvruil cyenapiti nampyir08aHHs ma CIMUuKy8aHHs Y NPUMILEHH.

Dpeiimsopk cmandapmu3sye 8xioHi Oani (npoini pobomis i cepedoguiya, BUHAYEHHs 3a60AHb, KOHMPAKMU OAHUX
yugposux 0siliHUKI8) ma uxioHi Oani (Mempuxu 3a80aub i npodykmugHocmi ma mempuxu DT), a makooic xodye
CKAAOHICMb 3a80aHb Yepe3 CMpPYKMYypo8ari hasu ma KpoKu KepyS8aHHs Ha KOJCeH KOHKpemHull enizo0. Bin peanizoeanuii
Ha KitbKoX pOOOMOMEXHIYHUX CUMVIAMOPAX, WO HA CbO20OHI WUPOKO 8ukopucmosyromucsa, a came. Gazebo/gz-sim,
Webots, NVIDIA Isaac Sim, CoppeliaSim, ma na cmexy na 6a3i Unreal Engine 5 (UES), axuti noconye imnopm axmugié
Datasmith, Chaos Physics, Blueprints/Control Rig ma inmepgeiicu UMG/VR.

Hx Odemanvhe Ketic-cmadi, 6 pobomi aemopu GmMiniomsb JOSICMUYHULL NPUKIAO BUKOPUCMAHHA CKAAOY SK
yughposozco ogitinuxa na 6azi UES ma demonmpyoms KilbKiCHI pe3yabmamu uwjo0o nponycKHoi 30amuocmi 3amMo61eHb,
008HCUHU ULTAXIB, KOEPIYIEHMA PealbHO20 YAcy, Yacy Kaopy, nponyckHoi 30amuocmi meaemempii ma sampumku Ul 0o
cnpayvbosyganus. Taxooc npoananizosano mexHiuni HeOOdiKu, Maxi K HAKIAOHI eumpamu npoyecopa Blueprint i
VNOBIIbHEHHS, SUKIUKAHI GI3YaNbHUM HasanmadceHusm. Ha ecix niamgopmax i Kelicax uKxopucmanHs pe3yiomamis
00CHIOHCEHHST OEMOHCMPYE KOMAPOMICU MIdHC QI3UYHOI0 MOYHICMIO, MACUMAO08aHIiCMI0, 0A2amo2pPaHHICIIO 83AEMOOI
ma wymausicmio DT, a maxodic npu3600amsv 00 NPAKMUYHUX PEKOMEHOAYIL U000 8UOOPY ma KOMROUYLL CUMYIAYIUHUX
i yughpoesux cmexis ons BIUIA, maninynsyiu, nocicmuxu ma HCI-yenmpuynux 3acmocyseanb.

Cmammas 3a8epuitycmucsa 062080peHHAM 00MeHCeHb, 30KpemMa CNPOWeHHs CUMYIAYIL ma anapamHoi 3a71eHCHOCHi,
a MaKo;ic OKpecuioe Maudymui Kpoxku 00 Kopeaayii CUMyIAmopa 00 peaibHo20 ma demomamu3zoearozo banchmarking.

Knwuosi cnosa: yugposuil osiiinux, pobomomexuixa, Unreal Engine 5, Gazebo, Webots, NVIDIA Isaac Sim,
CoppeliaSim, asmomamu3zayis rocicmuunux 3aoay, cumynayis bBIIJIA, npomucrosuii pooom, VR/AR ynpasninns, posymua
cucmema.
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HEYITKO-JIOTTYHA MOJEJIb OIITHIOBAHHS CTAHY TH®OPMAIIIHHOI
CUCTEMMI 1 YAC DDOS-ATAK

Annomauin. 3anponoHoeano Hewimko-102iuHy Mooelb OYiH8anHs cmawy ingopmayitinoi cucmemu (IC) nio uac
DDoS-amax. Mooenv 6a3yemvbcsi Ha SUKOPUCMAHHI CUCEMU JIHSGICIUYHUX 3MIHHUX, SKI ORUCYIOMb KPUMUYHL
napamempu mepexceso2o mpa@iky ma xapakmepucmux @yuxyionyeanns IC. [Jua @opmyeanns oyinku nomoyHozo
PUBUKY 3ACTNOCOBAHO HedimKuil 8UCHO80K muny Mamoani 3 nodanvuioro Oegasughikayicio memooom yeHmpa 6au.
Tlposedeno imimayitinuii ekcnepumenm, AKUll peanizo8ano y cepedosuwyi Python i3 euxopucmannam oioniomexu scikit-
fuzzy. Ompumani pesyromamu RiOMEepOUNU, WO 3ANPONOHOBAHA MOOelb AOeKBAMHO 8i000PANCAE 3ANEHCHICMb
iHmMe2panbHO20 PU3UKY 8I0 3MIHU NAPAMEMPI8 HABAHMAIICEHHS, 3a0e3neyye be3nepepeHicmb OYIHIOBAHHS MA YYMIUBICMb
00 Kpumuunux KomoOinayiu axmopie mpaghixy. Ompumani pezyrbmamu 0arOmv NiOCMAgy po3eadamu po3poodneHy
MoOdenb aK bazuc cunmesy mooynst monimopuuzy cmany IC.

Knrouosi cnosa:. DDoS-amaxa, neuimka n02ika, Mooenb pusuxy, iHQOpMayiina cucmema, HeuimKull 6UCHOBOK
Mamoani, oyinroganus cmauy, MoHimopune bes3nexu.

Beryn. Ilig yac ¢pyHkiionyBaHHsl KopnopaTuBHUX 1HQopmaniitHux cucreM (IC) 3 Bucokum
piBHEM IHTerpaii Ta HaBaHTa)KEHHSIM BHHMKae MoTpeda y Oe3nepepBHOMY KOHTPOJI iXHBOIO
TEXHIYHOTO Ta 1H(doOpMaIliiiHoro craHy. TakoX BHHHMKAe 3aBJaHHS BUSBJICHHS 1 OIIHIOBAHHS
HacniakiB DDoS-aTak, KoM MOTIK 3anMTIB (OPMYETHCS 3 BEIMKOI KUTBKOCTI JPKEpEN, a KIACH4H1
CUTHATYypHI Ta MOPOTOBI METOAM HE JAIOTh MOXJIMBOCTEH CBOEYACHO PO3MI3HATH MEpeXi] CUCTEMU
10 KpuTU4HOro cra”y [1, 2]. ¥V momiGHMX yMOBax CTaHAApTHI METPUKU NPOTYKTHBHOCTI abo
130/1bOBaHI TIOKa3HUKU O€3MEeKH He B1100pa)xaroTh pEalbHOTO CTYMEHs JAerpajanii CHCTEeMH,
OCKIUJTBKM MAIOTh HEUITKI TPAHUI MK HOPMaJIbHUMU Ta aTUIIOBUMHU pexkuMaMu. [IpakTHuHuit 10cBifg
eKCIUTyaTalii MepexeBoi iH(pacTpyKTypu mokasas, o noseninka IC niag HaBanTaxeHHsM DDoS-
TUIy ONHCYEThCA He JIMIIe KilbKiCHUMH mapameTpamu Tpadiky. Ii Takoxk OmHMCYIOTH SKiCHMMH
CHIBBIJHOMICHHSIMH MK TOKa3HUKaMH, a caMe 1HTEHCHBHICTIO 3alHTiB, MPOIYCKHOI 3IaTHICTIO
KaHaliB, YacTKOI BTPAT MaKeTiB, 3aTpUMKaMH OOpOOKM TpaH3akuid Tomo [3, 4]. 3miHa HaBiTh
OJTHOTO 3 1uX (akTopiB MOke He MaTu cyTTeBoro BIuMBY Ha IC. IIpoTe iXx koMOiHaIisl CTBOPUTH
CHUTYaIlil0, KOJM CUCTeMa BTPATUTh CTIMKICTh 10 MOJANBIIOro HaBaHTaxeHHs. [1o/1i0H1 3a1exHOCTI
CKJIaJHO (hopmanizyBaTu aHAIITHYHO. AJie BOHHU MiJIJAIOTHCS OMKCY 3ac00aMH HEYITKOT JIOTIKH [5].
BukopucTaHHs HEUITKO-JIOTIYHOTO MiAXoAy AJs ouiHtoBaHHS crany IC mig wac DDoS-arak nacte
3MOT'y IHTETpyBaTH PI3HOPIAHI MapaMeTpH y €UHY y3arajJbHEHY OLIHKY pu3uKy. Ha BinmMiHy Bij
JIeTepMiHOBaHUX METOJIIB, HEUiTKa MOJIEJNb I03BOJIUTH BPaXyBaTH HEMOBHOTY Ta HETOUHICTh BX1THUX
JAaHUX, a TaKOXX CyO’€KTHBHI €KCIIEPTHI1 3HAHHS, OTPUMaH1 3 IMPAKTHKU aMIHICTPYBaHHS CHCTEM
3aXHCTY.

Came TOoMy, y nmaHiii poOOTiI 3alpONOHOBAHO HEUITKO-JIOTIYHY MOJENb OIIHIOBAaHHS CTaHy
iHpopmaniiinoi cuctemu mix yac DDoS-arak. Mogens 6a3yeTbcs Ha CyKYNMHOCTI JIIHTBICTHYHHX
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3MIHHUX, [0 BiIOOpa)karoTh MapamMeTpu MEpEeXeBOro Tpadiky Ta BHYTPIIIHIX MPOIECIB 0OpPOOKH
naHuX. Pe3ynbraToM € iHTErpoBaHa OIiHKA PU3HUKY MOPYIIeHHS mpare3aarHocTi IC.

IlocranoBka npo6Jemu. [Hdopmariiini cucremu (IC) MOCTIHO CTUKAIOTHCS 13 CHTYAIIIlo,
KOJIM MEPEXKEB1 MOTOKHU Ta IHTEHCUBHICTbH 3alMTIB MOCTIHHO 3MiHIOEThCA. A mig yac DDoS-arak I1C
OIUHSIOTHCS B YMOBaXx NepeBanTaxeHHs. [Ipobiema nossrae y BiICYTHOCTI IHTEIPOBAHUX MOJIEIIEH,
3ATHUX OIiHIOBaTH NMoTouHUH ctad IC 3a MHOKMHOIO B3a€EMOIIOB’SI3aHUX HapameTpiB Tpadiky Ta
BHYTPIIIHIX XapaKTEPUCTUK CUCTEMHU 3 YpaxXyBaHHAM HEUITKUX MEX MK HOPMAJIbHUM 1 KpUTUIHUM
craaoM IC. Omxke BuHUKae oTpeba CHHTE3y MOJEI OIIHIOBaHHS MOTOYHOTO cTany IC Ha OCHOBI
CHCTEMH HEUITKHX MpaBUIL

AHaJi3 aKTyaJIbHUX A0CTiI:KeHb. AHAJI3 HAYKOBUX JDKEPEIT 3aCBIUYMUB 3pOCTAaHHS IHTEpeCy
710 BAKOPUCTAHHS METO/IIB HEYITKO1 JIOTIKM JJ1s1 BUsIBJIEHHs Ta HelTpamizauii DDoS-atak. 3o0kpema y
crartsax [1, 2] cucreMatn3oBaHo MeToau BusiBIeHHS DDoS-arak y BUCOKOIIBUAKICHUX MEpexkKax.
ABTOpPHM HaroJOCWIH, L0 CUTHATYpHI Ta CTATUCTHYHI MIAXOAM IMOCTYNAIOTHCA 32 €PEKTHBHICTIO
IHTENEKTyaTbHUM METOJIaM aHali3y, 30KpeMa 3aCHOBAaHUM Ha HEYITKUX MOJIEISIX IPUUHSATTS PillICHb.

[epuri mpakTH4HI MiIXOAM 10 3aCTOCYBaHHS HEUITKOI JIOTIKHU y 3a1a4i BussBiIeHHs: DDoS-artak
posrisiHyTO 'y nmociimkenni Shiaeles S. N. Ta in. [3]. ABTOopH peanizyBaiu CUCTEMY Ha OCHOBI
HEYITKUX OILlIHIOBauiB Tpadiky W JOBeNM MNPUAATHICTh HEUITKUX MpaBHI JUIS ideHTH(IKamii
BIIXUJICHb Y MEPEKEBUX MOTOKaX. [loganpmmii po3BUTOK IIHOTO HAMPSMY MPEACTABICHO y POOOTI
[4]. ABTOpPHU PO3pOOMIIN METO/I BUSBICHHS Ta BIIHOBJIEHHS poOOTH 6€3IpOTOBUX CEHCOPHHUX MEPEX
13 BUKOPUCTAHHSAM HEUITKUX MapaMeTpiB, sIKi XapaKTepu3yBaiu iHTeHcuBHICTS DDoS arak.

Baromuii BHeCOK y cHucTeMaTH3allil0 METO/IB HEYITKOI JIOTiku mpu BussieHHI DDoS arak
3pobunu Javaheri D. 31 cmiBaBTopamu y [5]. B uux po6oTax aBTOpH BUKOHAIU MOPIBHSIBHUM aHaTi3
Cy4acHUX MOJeNiell BHSIBICHHS aHOMamii Tpadiky Ta Kiacu@ikaiio MiIXOAiB HA OCHOBI THITY
HEYITKOTO BHMCHOBKY. ABTOpU MiAKPECIWIM, 110, HEYITKI CHUCTEMH JIEMOHCTPYBAlM IIiJl 4ac
JOCIIJKEHb CTIHKICTB 10 3MiH XapaKTEPHCTUK MEPEKEBOTO CEPEIOBHUIIA Ta 3a0e31euyBaii THyUKe
HaJIAIITyBaHHS MapaMeTpiB OLIHIOBaHHS mpane3fatHocTi Mepexi. Y [6] Almseidin M. Ta iHmi
CIIBaBTOPH KOJIETH 3alpONOHYBaJIM HEYITKY CHCTEMY BHCHOBKY Juis BusBIeHHS DDoS-arak.
Cuctema 6a3yBainacs Ha iHTerpallii BXiIHUX METPUK TpadiKy, a OTpUMaHi pe3yIbTaTH MiITBEPIUIN
e(eKTUBHICTh HEUYITKOIO BHCHOBKY MJIs MiJABHMILEHHS TOYHOCTI JETEeKIIi MpU HHU3BKOMY pPIiBHI
XMOHOIO3UTUBHUX CIPALbOBYBAaHb CUCTEMH HEUITKOTO BUCHOBKY.

VY [7] Petkovic M. Ta iH1111 CITIBaBTOPH AOCIIIKYBaJIN €(PEKTUBHICTh HEUITKOro MeToay Takeri—
Cyreno—Kanr (TSK) y noeaHanH1 3 MOJE/UTIO OLIHIOBaHHS eHTpomii Tpadiky. ABTOpU JTOBEIH, 1110
3aMpoNOHOBAHUM y CTAaTTI METOJ 3a0e3MeuruB BUCOKY YyTJIMBICTh J0 HU3bKO 1HTEHCHMBHMX DDoS
aTak MOPIBHSAHO 3 TPATULIIMHUMHU CTATUCTUYHUMHU METOJIaMH.

Lin H., Wu C., ta Masdari M. y [8] y3araJibHIJIU peJeBaHTHI CXEMHU BUSIBICHHS aHOMAJIiH.
ABTOpPHM HaroJoCWJIM Ha JOUIIBHOCTI 3aCTOCYBaHHs TiOpuIHUX MeToAiB BusiBieHHS DDoS arak.
30KpemMa METOJIiB Ta MOJIEJICH, Y SKUX HEediTKa JIOTiKa MOEJHyBaIacs 3 MAIIMHHIM HaBYAHHIM JIJIS
3MEHIIEHHS TOXUOKH Kinacuikarii.

[nTerpauniiini pimenns ans BusBaeHHs DDoS arak posrnsnyTi y pobortax [9, 10]. V crarrsx
aBTOPM BHUKOPUCTOBYBAJIM amapaT HEYITKOT JIOTIKM $K KEpyH4YMd MOAYJb UIsl CHUCTEMHU
kinacudikaropiB y cepenouii Apache Spark. JlogatkoBo y [9] Almotiri S. H. mpencraBus HEUITKY
MOJIeTh KiJIbKICHOTO OIIIHIOBaHHSI CTIHKOCTI Mepexi 10 DDoS-arak Ha ocHoBi MmeToxy TOPSIS.

3arajoM NpOBEACHUN aHalli3 3acBiAYY€, 1[0 BUKOPUCTAHHS HEUITKOI JIOTIKM y 3aBJaHHAX
BUSIBJICHHS Ta OLIIHIOBAaHHS CTaHy iH(popMamliifHux cucreM mig 4yac DDoS-arak 3abesneuye
MIJBUIIEHHS TOYHOCTI Ta CTIMKOCTI MexaHi3MiB 3axucry. [Ipore, OGUIBLIICTH MpoaHaTi30BaHUX
JIOCIIJKeHb 30Cepe/KeHa Ha 3ajavax JAETeKlii, TOl sIK MUTaHHS Gopmaiizamii HeYiTKO-JIOT1YHUX
MoOjIeJIel OI[IHIOBaHHS MOTOYHOIO cTaHy iH(opmaiiitHux cucreM mia yac DDoS arak 3amummnucs
HEJIOCTaTHBO PO3POOJECHUMH, L0 BU3HAYWIO AKTYaJbHICTh MOJANBIIMX JOCHIDKEHb Y LbOMY
HampsiMi.

MeTo1o cTaTTi € po3poOKa Ta anpodarlist HeYITKO-JIOT1YHOI MoJieni o1iHioBaHHA cTany IC min
gyac DDoS-arak, sxa 3a0e3neuye iHTErpOBaHE BiIOOpaKEHHS BIUIMBY OCHOBHHUX TapaMeTpiB
MepexeBoro Tpadiky Ta XapakTepHUCTUK MPOAYKTUBHOCTI CUCTEMH Ha 1i MOTOYHUI piBEHb PU3UKY.
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Marepiaau i MeToau gocaigxenHsi. Metoro moOy10Bu Mojieni € popMyBaHHS 1HTETPOBAHOI
ouinku mnorouHoro crany IC mig wac nii DDoS-arak 3 ypaxyBaHHsIM mnapameTpiB Tpadiky,
XapaKTEPUCTHK MEPEKEBOTO CEPEIOBUINA Ta MOKA3HHKIB Jerpaaanii npoayKTuBHocTi. st 1iporo
3aMpONOHOBAHO BUKOPHUCTATH HEYITKO-JIOTTUHUH MiAX1M, SIKUH JO3BOIUTE (POpMaTi3yBaTH eKCIIepTHI
3HAHHS PO 3AJICKHOCTI MK MHOKMHOIO (paKTOPIB Ta sIKICHOIO OLIHKOO cTany IC.

Sk BXigHI JaHI MOJENI BUKOPUCTOBYEMO YaCTKOBI mapameTpu ctany IC, sKi XxapakTepu3yoTh
MOTIK 3aIUTIB, MOBEAIHKY MEPEKEBUX MPOTOKOJIB, MPOMYCKHY 37aTHICTh KaHamiB IC, 3aTpumMku
00poOKM Ta iHIII IHIUKATOPH, sIKi pearytoTb Ha DDoS-HaBanTakeHHs. i1 KOXKHOTO MapamMmeTpa
BH3HAYEHO YHIBEPCYM 3HAU€Hb Ta BIJIIIOBIIHI JIHIBICTUYHI TEPMH, HaBeACHI y Ta0. 1.

Tabnuys 1 — bBaza nevimkux npasun muny Mamoani ons oyinrosanns nomounozo cmawny IC nio uac
0ii DDoS-amax 3 ypaxyeanuam napamempis mpagixy

Ilo3nayenns | Onuc napamerpa YuiBepcym | JIinrBicTuuHi Tepmu

Y [Toxa3Huk notounux | [0,1] HEKpUTHUYHA (HKp), KpuTHYHA (KP)
pU3HUKIB

Y, [TputinaTHmiA piBess | [0,1] NPUAHATHUHN (TIP), HENPUHHATHUN (HIT)
iH(pOpMAIIITHOTO PU3UKY

Vs IutencuBHicTs  moOTOKY | [10,6000] HeMae (H), He3HadyHa (HK), cepeHs (CK),
KaJpiB (3aIUTIB) Kazp/c BEJMKA (BK)

Vs [TpomyckHa [10,100] HU3bKa (HIIC), cepenHs (CIC), BHCOKa
CIPOMO>KHICTh KaHAITy Moit/c (BmC)

Vs Kinmekicts cripo6 noctymy | [0,1] 3aikcoBani (3¢), He3adikcoBaHi (HD)
JI0 CepeIoBUILA

Ve Yac ouikyBanHs | [0.001, HENpUMHATHUN (HIT), cepeaHiil (cp),
00CITyroByBaHHS 0.01]c HOpMaJIbHUM (H)
TpaH3aKIi

v, Josxuna [P-nakery [1,65529] HU3bKa (H), HWXKYE KPUTUYHOI (HKD),

OaiiT KPUTHUYHA (Kp), BUILE KPUTUYHOT (BKP)

Ve Kinpkicts Bemukux [P- | [0,1] Mmana (M), cepeass (c), Benuka (B)
nakeTiB (Ping of Death)

Yo Kinsxicts HTTP-3anutiB | [0,1] Mana (M), cepeass (c), Benuka (B)

Yio Yactka TCP-nakeriB [0,1] Mana (M), cepeass (c), Benuka (B)

Y Yactka UDP-naketiB [0,1] Mmana (M), cepenss (c), Bemuka (B)

Vi Yactka ICMP-makeTiB [0,1] Mana (M), cepents (c), Bemuka (B)

Vi3 Oznaku SQL-iH’exii [0,1] BUSIBIICHI (B), YaCTKOBO HEBUSBICHI

(uB), HEBUSIBJICHI (HB)
Via Mixkangposuii intepan | [10,100] Manuit (M), cepenHiii (c), BenuKuit (B)
oiT

Jlns koxnoro Tepma 7, Bu3HauaeMo (yHKIif0 HanexHocTi pr,(¥;), fka BimoOpakaTnme

CTYIIiHb, 3 SKMM 3HaueHHs mapamerpa (y;) BiAMOBizaTHME BiAMOBIIHOMY JIIHIBICTHYHOMY OITUCY. SIK
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0a30Bi TN (YHKIIH HAJIEKHOCTI BUKOPUCTOBYEMO TPHKYTHI Ta Tparemienomioni (yHKIii, 1o
3a0e3neyaTh IHTEPIPETOBAHICTh Ta MPOCTOTY O0UYHCIICHb.
HeuiTko-noriuna mMozens chopmye ouinky (Y*) morounoro cranmy IC Ha OCHOBI cHcTEMH
MIPaBWII BUITY:

Ry saKwo y; € BeNuKa ma Ye € HENPUHUHATHUH, mo Y* € KpUTUYHUH.
3arapHy CHCTEMY HEUITKUX PiBHIHB, 110 BiIOBIJAIOTH JEPEBY BUCHOBKY, TOJIAMO Y BUIJISIIL
py+(x) = maxmin pr, (y;),

ne  pr,(y;) — GyHKUIT HANEKHOCTI BXIIHMX 3MIHHUX JIO Bi/IMOBITHUX TEPMiB;
oreparii (mlglx) Ta (m_in) BiJIIIOBiTAIOTH JJoriuHUM orepanisM ABO ta I y cucremi HeUiTKOTO
L

BUCHOBKY Ty Mampnani [11].
VY mporeci aedazudikamii Ay OTpUMaHHS YMCIOBOI OLIHKK PiBHS PU3UKY 3aCTOCOBYBABCS
METO/I LIEHTpa Baru [8]:

_ Jxpy () dx
- J ty-(x)dx

Pesynbrar (Y*) iHTeprnperyemo sik ctymninb kputudHocTi crany IC y nianasoni [0,1]. 3HaueHHs,
O6mu3pki 10 0, BiNMOBINAIOTP HOPMAJIBHOMY pPEXUMY. 3HadeHHs, Onm3bKi a0 1, BiAMOBIIHO,
KPUTHUYHOMY CTaHy BHacaiiok DDoS-HaBaHTaXeHHS.

bazy mpaBmi copMOBaHO EKCIIEPTHUM MUISIXOM HA OCHOBI MPAKTUYHHUX CIOCTEPEKEHb
noBeainku [C mix yac atak. TUMOBI NpUKIaaAn MPaBUIL:

" KO IHTEHCHUBHICTH 3allMTIB BEJMKa 1 4yac OOCIyroByBaHHS HENPUUHATHUH — TO CTaH

CHCTEMH KpUTHYHUIA;
" §KIIO MPOIYCKHA CIPOMOXKHICTb BHMCOKA 1 IHTEHCUBHICTh KaJpiB CEpeAHs — TO CTaH
CHCTEMH HOpMaJIbHUM;

* gkmo KuUibkicTb ICMP-makeriB Benuka 1 MDKKaApOBUN IHTEpBaJl Majuil — TO cucTema

nepeOyBa€e y MOTEHIIHHO HeOE3MeYHOMY CTaHi.

OTxe, MoJieNb HaJlana 3MOry 00’ €IHaTH PI3HOPIHI MOKa3HUKHU B €IMHY METPUKY PU3HKY, KA
xapakTepusyBaia peaibhuii crad IC y MomeHT vacy (t).

PesyabraT pocaimkeHHss Ta IX oOrosBopeHHsi. /[ OLIHIOBaHHS Mpane3aTHOCTI
3alpONOHOBAHOT HEUITKO-JIOTIYHOT MO/IEN1 MPOBEICHO iMiTaliiHui ekcriepuMeHT (puc. 1 1 puc. 2),
CIPSIMOBAHUM Ha JIOCIIJDKEHHS MOBEIIHKM OIiHKU cTtaHy IC mix 4ac 3MiHM OCHOBHMX IapaMeTpiB
DDoS-naBantaxxenns. Excrnepument peamizoBano y cepenoBunii Python (Google Colab) 3
BUKOpUCTaHHAM 0i6mioreku scikit-fuzzy, sika 3a0e3neunia pearnizanito 6a3u npasuwi Tuny MamuaaHi
Ta nporeaypy aedasudikariii METo10M LIEHTPY Baru.

VY Mojeni BUKOPUCTOBYBAIMCH JIBI BXi/IHI 3MiHHI — IHTEHCUBHICTb 3aIUTIB (Y3) Ta 3aTpUMKa
00CITyrOBYyBaHHsI TpaH3aKIliil (Vg), @ TAKOXK OJHA BUXiAHA 3MIHHA — IHTETPATLHUNA PIBEHb PU3UKY
(Y™), sxuit BinoOpaxas y3arampHenuii cran IC y miamasowni [0,1]. Bubip came mux mapamerpiB
3YMOBJICHMH THM, L0 B pealbHUX yMOBaX caMeé BOHM MalOTh HaWOUIbLIMIA BIJIMB Ha JETrpaaliito
npoayktuBHocTi IC.

Jns  kokHOT 3MiHHOI moOynoBaHo HaOlp (QYHKUIH HaJEXKHOCTI TPUKYTHOro abo
Tpanenienoaionoro tumy. lle 3a0e3meunnio mMpocTy IHTEPHpETAIlil0o eKCIEPTHUX 3HAHb. 30KpeMa,
IHTEHCUBHICTb TpadiKy OIMUCAHO TPbOMa TEPMAMU — «HU3bKa», «CEPETHS» 1 «BUCOKA»; 3aTPUMKA —
CHOPMAJIbHA», «CEPeIHs», «KPUTUYHA»; PIBEHb PHU3UKY — «HOPMAIBHUI», «IIIIBUIICHANY,
«KpUTHYHHIY. ba3zy npaBui chopMoBaHO TaKUM YHMHOM, 1100 BiTOOPA3UTH THUIIOBI 3JIEKHOCTI MIXK
napaMeTpamMH MEpeXeBOro HaBaHTAXKECHHS Ta CTAHOM CHCTEMH.

Y*
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[Tig yac MoeMOBaHHS TPOBENCHO JAUCKPETHE CKAaHYBaHHS MPOCTOPY BXiTHUX MapameTpiB y
nianazonax [0, 6000] kanp/c mis tpadiky Ta [0, 50] mc mis 3arpumku. s KOKHOT KOMOIHAITT
3HAUYeHb OOYMCIIIOBANACh BiAmoBigHa BemuumHa pusuky (Y*). OrpuMani pe3yinbTaTd MOJAHO Y
BUTJISZI TIOBEPXHI HEWITKOTO BHCHOBKY, fIKa XapaKTepHU3ye 3aJIeKHICTh PIBHA PU3UKY BiJ 000X
BXITHUX TlapaMmeTpiB. AHam3 TMOBEpPXHI TOKa3aB, IO MOJACIb JIEMOHCTPYE IUIaBHY 3MIiHY
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IHTErpaJIbHOI OILIHKY MPHY 3pOCTaHH1 HABAaHTXKCHHSI Ta 3aTPUMKH, 0€3 PI3KUX CTPUOKIB, 110 CBITUYUTH
PO KOPEKTHY poOOTY MpoLeAypH HEUITKOTO BUCHOBKY.

TunoBa To4ka eKCIIEPUMEHTY, 110 BiAMOBIIa€e iHTEeHCHBHOCTI 3anmuTiB 4200 kaap/c 1 3aTpuMili
30 mc, mama 3HaveHHs iHTerpanbHOro pmsuky (Y* = 0,76). Lle BiAnoBimano KpUTHIHOMY CTaHy
CHUCTEMH, KOJIM PECYpPCH cepBepiB OJIM3bKI 0 BUYEPIaHHSA, a 3aTpUMKa OOpOOKM TpaH3aKIlii
NEepeBUIIyEe NPUHHATHI Mexi. Y iamasoHi cepeanix HaBantaxeHb (2000-3000 xkaap/c) pusuk
saymmaeTbess y Mexkax 0,4-0,55. Ilpu HU3bKUX 1HTEHCHBHOCTSX 1 KOPOTKUX 3aTpuMkax (o 1000
kanp/c, <10 mc) ominka pusuky crabinpHO He nepesuirye 0,2. A omke IC cucrema QyHKIIOHYE Y
HOPMQJIbHOMY pexuMi. Pe3ynpraté  IMITaIfHOTO  EKCIEPUMEHTY  IMATBEPKYIOTh, IO
3alpONOHOBAHA HEYITKO-JIOT1YHA MOJIEIb aIEKBATHO Bi10Opakae 3a1eKHICTh IHTETPaIbHOTO PU3HKY
BiJI MEPEKEBHX IMapaMeTpiB, 3a0e3reuye Oe3MepepBHICTh OIIHIOBAHHS Ta CTIMKICTH JO Bapiaiii
BXigHUX JnaHuX. Lle mo3Bomsie po3risaaryu i sk OCHOBY Ui TOOYIOBH MOIYJISI MOHITOPHHTY CTaHy
IC y pexuMi peanpbHOTro 4acy.

BBaxkaemo, 1110 MOAaJIbIII TOCIIIPKEHHS TOLUIJIBHO CIIPSIMYBATH Ha PO3IIMPEHHS 0a3u MpaBuiI 3
ypaxyBaHHAM Xapaktepuctuk pizHux TuiiB atak (UDP flood, HTTP flood, ICMP flood), a Takox Ha
IHTETpaIio HEYiTKO-JIOTIYHOTO S/ipa 3 AITOPUTMAMH MAlIMHHOTO HABYAHHS IS aBTOMATHYHOTO
KOPUT'YBaHHS (DYHKII1H HaJE€KHOCTI 3aJIEXKHO Bl IOTOUYHUX AaHUX MOHITOpUHTY IC.

BucHoBkH. 3ampornoHOBaHO HEUITKO-JOTIYHY MOJENb OIIHIOBAaHHS CTaHy iH(OpMaIiiHOi
cucremu mig yac DDoS-atak, mo mo3Bonwio ¢opmanizyBaTH 3aJeKHICTh MiX [apameTpaMu
MepexeBoro Tpadiky, 3aTpuMKaMu 00CITyrOBYBaHHS TPAH3AKIINA Ta IHTETPAIbHUM PIBHEM PU3HKY.
OCHOBHI pe3yJIbTaTH JOCHIKEHHS MOXHA y3aralbHUTH Tak. Po3po0ieHo cucTeMy JIHTBICTUYHHUX
3MIHHHUX, IO OMHCYIOTh KpUTHYHI Xapakrtepuctuku IC min yac DDoS-HaBaHTaXeHHs, 30KpeMa
IHTEHCUBHICTh 3alMTiB, MPOMYCKHY 3JaTHICTh KaHaNiB, 3aTPUMKy OOCITYrOBYBaHHS, YacTKy
MIPOTOKOJIBHUX TMAKEeTIB Ta iHOI iHauKaTopu aHoMamid. ChopmoBaHo 0a3zy HEWITKHX MPABUII THITY
Mawmpani, mo BigoOpa)kae eKCIepTHI 3HAHHS MpO BIUIMB KoMmOiHauiid mapamerpiB Ha ctad IC.
[IpoBeneHo iMiTalIiHUN €KCHEPUMEHT, SIKUM MiJTBEPAUB aJ€KBATHICTh 3allPOIIOHOBAHOT MOJEIII.
ITpogeMOHCTPOBAaHO IUIABHUIN XapaKTep 3MIHM IHTETPaJIbHOI0 PU3HKY 3aJIEKHO BiJl IHTEHCUBHOCTI
HaBaHTAXKEHHS Ta 3aTPUMKHU 00poOKH, 0€3 pI3KUX CTPUOKIB 1 pO3pUBIB Yy pe3ysibTaTax. BcTaHOBIEHO
KpUTHYHI obnacTi ¢yHkuioHyBaHHs IC, y SKHMX TO€JIHaHHS BUCOKOI IHTEHCHUBHOCTI 3aIlUTIB 1
3017IbIIEHHS 3aTPUMKH MPU3BOAMIIO IO IEPEXOy CUCTEMH y HecTiiikuii craH. OTpuMaHi 3Hau€HHs
PU3UKY 100pe Y3roJUKYIOThCS 3 pealibHOI MoBeAiHKo KoprnopatuBHuX IC mix wac DDoS-
iHOuaeHTiB. [IpakTU4Ha 3HAYYNIICTH MOJENl TOJIATae€ y TOTEHIam il 1HTerpaimii A0 CHUCTEeM
MOHITOPUHTY O€3MeKH sIK MOAYJIS OLliHIOBaHHA cTany IC y peaqbHOMY Yaci.
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Abstract. A fuzzy-logical model for assessing the state of an information system (IS) during DDoS attacks is
proposed. The model is based on the use of a system of linguistic variables that describe critical parameters of network
traffic and the operational characteristics of the IS. To form an assessment of the current risk, Mamdani-type fuzzy
inference was applied, followed by defuzzification using the centre-of-gravity method. A simulation experiment was
conducted, implemented in the Python environment using the scikit-fuzzy library. The results obtained confirmed that the
proposed model adequately reflects the dependence of the integral risk on changes in load parameters, ensures continuity
of assessment and sensitivity to critical combinations of traffic factors. The results obtained provide grounds for
considering the developed model as a basis for the synthesis of an IS status monitoring module.
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SPECIALIZED MODULE BASED ON ARDUINO FOR A CAR SECURITY SYSTEM

Abstract. The high rate of car theft has led to an increased demand for efficient and reliable security systems
capable of providing continuous monitoring of a vehicle's condition and promptly responding to attempts of unauthorized
access. A significant portion of existing commercial solutions is characterized by high cost, closed architecture, and
insufficient adaptability to the specific requirements of car owners. The use of open hardware platforms such as Arduino
makes it possible to develop cost-effective, flexible, and specialized security modules that can be integrated into any
vehicle model while maintaining a high level of safety.

The Arduino platform, due to its open hardware architecture and wide selection of compatible modules, is one of
the most common foundations for building automotive security systems. Among the main advantages of Arduino are its
low cost, support for standard interfaces (UART, I12C, SPI), compatibility with numerous digital and analog sensors,
availability of libraries, and ease of debugging. These factors make Arduino a convenient tool for implementing fully
functional security modules.

Keywords: Automotive Security System, Specialized Module, Arduino Platform, Sensors.

Introduction. The purpose of this work is to develop a specialized hardware and software
module based on the Arduino platform, designed for automated monitoring and signaling of
unauthorized interference or attempted vehicle theft.

To achieve this goal, the following tasks have been defined:

1. Analyze similar automotive security systems, identifying their advantages and
disadvantages.

2. Develop a structural model of the specialized security system module.

3. Select the optimal hardware configuration of the Arduino platform for solving the stated
tasks.

4. Develop software for controlling the module and implementing the main monitoring and
signaling functions.

The practical significance of the work lies in the development of an accessible and effective
solution for vehicle security systems, which can be used in the real business sector.

The growing level of vehicle automation, the introduction of intelligent functions into onboard
electronic systems, and the expansion of wireless communication have significantly increased the
vulnerability of cars to external cyber and physical threats. At the same time, the widespread use of
keyless access, telematics modules, and CAN buses in standard security systems has revealed
numerous shortcomings of existing security architectures, including:

— weak user authentication and the absence of multi-factor access verification

— the technical possibility of conducting relay attacks, breaches via OBD-II, and spoofing
identifiers in CAN packets

— 1insufficient control by the end user over updating or expanding security functions
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— lack of support for flexible integration of new sensor, cryptographic, or tracking modules.

In addition, most OEM systems are closed both in software and hardware, which makes it
impossible to promptly update or adapt such systems to new requirements or real threat scenarios.

Under such conditions, the development of an autonomous, modular security solution becomes
especially relevant—one that not only performs basic functions of intrusion detection or blocking but
also provides:

— independence from the manufacturer’s central ECUs or CAN bus

— support for adaptive real-time threat response

— the ability for remote event indication and object tracking

— an open structure for integration with additional protective modules.

Using the Arduino platform as the basis for implementing such a module is considered
appropriate.

The engineering task includes forming the logical structure of the system, synthesizing the
hardware configuration based on available modules, developing program code using Arduino IDE
libraries, and conducting simulations and real-world testing. Special attention is given to modularity,
structural autonomy of each component, and the compliance of event-processing logic with the
requirements for time sensitivity, minimization of false alarms, and safe handling of input signals.

Within the defined purpose and considering the specifics of embedded security systems,
particular attention must be paid to the technical requirements of the security module, which must
operate under conditions of limited computational and energy resources. These requirements are
formed taking into account the principles of energy efficiency, response time, event detection
accuracy, resistance to external interference, and the ability to integrate additional modules. These
characteristics must be incorporated at the system design stage, including the architectural model,
choice of hardware platform, software configuration, and the logic of input signal processing.

Literature Review. Vehicle security systems are an integral part of the overall concept of
automotive safety and serve the function of preventing unauthorized access, theft, and damage to the
vehicle or its individual components. Due to the increasing information and physical threats in the
automotive sector, security systems are continuously evolving in both technical and software aspects.
Their functional complexity is constantly growing, which necessitates precise classification to
analyze the advantages, limitations, and application areas of each type.

In [1], the authors describe automated systems that activate without user intervention after a
certain period of inactivity. They usually block engine start, starter operation, or fuel supply. A typical
example of such systems is the immobilizer, which does not require additional actions for activation
but has limited functionality.

Active systems require explicit user action to turn the system on or off (pressing a button,
entering a code, using a key fob). They provide extended configuration options, allowing the
activation of various sensors (impact, volume, tilt) and alarm modes [2].

The systems proposed in [3], integrated into the vehicle's electronic architecture (OEM), allow
synchronization with control units via the CAN bus, ensuring deep interaction with other electronic
systems of the vehicle. They may include telematic functions and interact with mobile applications
or cloud platforms.

Physical vehicle protection means include mechanical blockers of the steering wheel, gearbox,
hood, and pedals. These devices provide a direct physical barrier but do not offer remote control or
notification capabilities [4].

Smart key and GSM alarm systems incorporate authentication algorithms, encryption, dynamic
signal coding (rolling code), and intrusion detection [4].

In [5], a comparison is presented between the traditional electronic device communication
architecture in vehicles and a CAN-bus-based architecture. In the non-CAN variant, each device has
a separate connection to the electronic control unit (ECU), creating a complex network of wired
channels. In the CAN-based variant, all devices are connected to a common two-wire bus, through
which data exchange occurs, providing a more efficient and scalable network topology.
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Security systems also actively use sensor modules, among which the most common are
ultrasonic, infrared, gyroscopic, and magnetoresistive sensors. They enable the detection of
movements inside the cabin, vehicle body tilt, impacts, attempts to break locks, or hood opening. Due
to low power consumption and compactness, these sensors are widely used in embedded solutions
based on microcontrollers such as Arduino, STM32, or ESP32 [6].

Analyzing the results of recent studies, it is advisable to focus on the development of flexible,
autonomous, and adaptive security modules with built-in self-diagnostic capabilities, cryptographic
protection, and integration with mobile services, which constitutes the goal of further system design
based on the Arduino platform.

Purpose. The purpose of this article is to develop and study a specialized hardware-software
module based on the Arduino platform for an automotive security system, designed to automatically
monitor the vehicle’s condition, detect unauthorized access attempts, and promptly generate alarms
and lock critical vehicle components.

Results and Discussion.

Architecture of the security module

The design of an effective automotive security module is based on the principles of modularity,
autonomy, and adaptability to external threats, which is especially relevant given the continuous
increase in both cyber and physical attacks on vehicles. The architecture of the system must ensure
not only the detection of and response to unauthorized access attempts, but also support the scalability
of functionality, integration of new components, and flexible configuration of operating logic
according to specific usage conditions.

The central element of the developed security module is the Arduino UNO microcontroller,
based on the ATmega328P, which performs the functions of controlling all subsystems, processing
input data from sensors, and generating control signals for actuators. The choice of this platform is
determined by its open architecture, low power consumption, compatibility with numerous peripheral
modules, and extensive library support for implementing monitoring and signaling algorithms [7].

The structural diagram of the security module architecture is shown in Figure 1. This UML
diagram reflects the main hardware components of the system, their functional interconnections, and
the directions of data transmission between the modules.
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Figure 1 — Architecture of the Arduino-based security module
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As shown in Figure 1, the Arduino UNO serves as the central node that coordinates the
operation of all peripheral devices. Sensors and actuators are directly connected to the
microcontroller, ensuring a rapid response to events. The transmission of alarm signals and
coordinates is carried out via the GSM module, which interacts with the mobile network to notify the
user.

An important feature of the architecture is its modularity, which enables easy integration of
additional functional blocks, such as Wi-Fi modules, tilt sensors, or biometric authentication units.
The open Arduino IDE software environment provides flexibility in configuring event-processing
logic and adapting the system to specific usage scenarios [8].

Design of the structural and schematic diagrams

The development of a vehicle security module involves constructing both a structural and a
schematic electrical diagram. The structural diagram allows the main functional blocks of the system
and their interactions to be represented at a conceptual level, while the schematic diagram details the
electrical connections between components, defining the connection logic and the nature of the
signals.

The structural diagram of the security module is built taking into account the functional
distribution of subsystems into threat-detection blocks, indication blocks, and active countermeasure
blocks. The central link of the system is the Arduino UNO microcontroller, which processes signals
from sensors, generates control signals for actuators, and provides interaction with the user. Inputs to
the Arduino UNO include signals from a PIR sensor for motion detection, an ultrasonic distance
sensor for proximity monitoring, and an SW-200D tilt sensor for registering changes in the vehicle’s
position. Control signals are generated for a relay module that blocks the vehicle’s critical systems,
for LED indication, and for an audible alarm. Interaction with a mode-selection button and a
potentiometer for adjusting parameters is also provided (Figure 2).

PIRS 5 _| Tilt Sensor
i SW-200D
Ultrasonic .
Distance Sensor Arduino > Relay
Module
- UNO
Tilt Sensor .
SW-200D > Relay control

Status X
indication —————
% Alarm sound v

Button Engine
User Poten- Block System
tiometel

Figure 2 — Structural diagram of the security module

The schematic diagram details the connections between the system components, taking into
account power supply, signal connections, and control circuits. Power is provided by a 9V battery,
which, through a voltage regulator, supplies the Arduino and peripheral devices. Sensors (ultrasonic,
PIR, and tilt) are connected to the microcontroller’s digital inputs. LEDs for status indication are
connected through 220 Q current-limiting resistors. The audible alarm is implemented using a piezo
element, controlled by a separate digital output. Additionally, a button and a potentiometer are
connected, serving for manual control and parameter adjustment, respectively (Figure 3).

The constructed circuit implements basic security logic: when any of the sensors is triggered,
the system activates both visual and audible alarms while simultaneously opening the relay to block
the engine start system. This approach provides comprehensive, multi-level vehicle protection,
combining threat detection, signaling, and physical countermeasures against theft attempts.
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Development of the system operation algorithm

To ensure the correct functioning of the Arduino-based security module, a system operation
algorithm was developed that implements the logic for responding to threats detected by various
sensors and activates the corresponding actuators. The main requirements for the algorithm are:
continuous monitoring of sensor status, minimization of false alarms, the ability for the user to reset
the alarm, and restoration of the system’s initial state.

The operation of the module begins with the initialization of all components. The system then
checks for the presence of power. If power is absent, a standby mode is activated. Upon detecting a
stable power source, the system switches to security mode.

During the monitoring phase, the system reads data from the following sensors:

¢ PIR sensor, which reacts to motion within the monitored area.

o SW-200D tilt sensor, which detects changes in the vehicle’s position (e.g., during a towing
attempt).

o Ultrasonic distance sensor, which allows detection of an object approaching the vehicle.

If any sensor is triggered, the system enters an alarm mode. Specifically, the audible alarm
(piezo element) is activated, the visual indicator (red LED) is turned on, and critically, the relay blocks
the engine start system, preventing unauthorized vehicle movement.

To prevent false triggers of the ultrasonic sensor, a mechanism for confirming object proximity
is implemented, taking into account the signal duration exceeding a predefined threshold. This avoids
alarm activation due to short-term movements or minor obstacles.

The alarm state can be reset by pressing a user button. In this case, the siren is turned off, the
relay is unlocked, and the visual indicator returns to its initial state. Thus, the algorithm maintains a
closed loop — after the alarm condition ends, the system returns to the monitoring phase.

The logic of the algorithm is visualized in a UML activity diagram shown in Figure 4. The
diagram illustrates the sequence of events, logical branches, user actions, and transitions between
different system states.
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Figure 4 — Operation algorithm of the security module (UML activity diagram)

The implementation of such an algorithm enables a comprehensive system response to potential
threats and enhances the vehicle’s security level. The presence of multi-level control logic,
verification mechanisms, and user intervention makes the system reliable, adaptive, and convenient
to use.

Description of the module software

The security module software is implemented in C++ within the Arduino IDE environment,
using a procedural model for event and signal management. The main functionality of the module
includes monitoring input signals from sensors, processing breach logic, generating the
corresponding alarm response, and controlling actuators.

The software architecture employs a modular approach to handling data from heterogeneous
sensors: passive infrared (PIR), ultrasonic (HC-SR04), tilt sensor (Tilt), analog sound sensor,
potentiometer, and button. Each sensor is connected to a separate digital or analog input of the
Arduino UNO R3 microcontroller. Signal processing is performed in the main program loop (loop()),
where each sensor is checked according to its threshold values or activation conditions.

During initialization (setup()), ports are configured, pin modes (input/output) are set, the serial
monitor is activated, and libraries for external components are loaded. For digital inputs such as PIR,
Tilt, and Button, the signal level is read directly using the digitalRead() function. Analog sensors
(Potentiometer, Sound Sensor) are processed using analogRead(), with subsequent comparison of
values against predefined sensitivity thresholds.

Figure 5 presents the UML component diagram of the developed system, illustrating the logical
connections between the central controller (Arduino UNO R3), the sensor subsystem, actuators, and
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auxiliary infrastructure elements. The diagram indicates connection types (digital input/output,
analog input, 12C interface), corresponding to the program code structure and port configuration.

The implementation logic also takes into account optimization of event response time, achieved
by avoiding blocking functions such as delay() in critical sections of the code. Instead, time control
is implemented using the millis() function, allowing for pseudo-parallel operation.

Control Unit

Arduino UNO R3

Trig/Echo VCC/GND

Y N
‘LED‘

Potentiometer Sound Sensor Buzzer Relay Expander

¥
Button Battery ‘ ‘ PSU ‘

[ ]

Breadboard
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Figure 5 — UML component diagram of the Arduino UNO-based security module

The developed software ensures full integration of all physical components of the security
system, guarantees real-time event response, and provides a foundation for further functionality
expansion within secure embedded solutions.

Implementation of control and signaling functions

The control and signaling system of the security module is built around the Arduino UNO R3
microcontroller, which interacts with motion, tilt, and sound sensors and controls actuators — an
LED, a relay, and a buzzer. The response logic architecture ensures the detection of unauthorized
actions and the immediate activation of the alarm system.

Figure 6 shows a fragment of the system’s initial setup, where digital input and output ports are
configured for operation with sensors and signaling devices. Specifically, ports D2 and D3 are
configured to receive data from the motion (PIR) and tilt sensors, while ports D4-D6 are used to
activate the LED, relay, and buzzer, respectively.

vold setup() {
pinMode (2, INPUT) ; // PIR sens
pinMode (3, INPUT) ; // Tilt se
pinMode (4, OUTPUT); // LED
pinMode (5, OUTPUT); // Relay
pinMode (6, OUTPUT) ; // Buzzer
Serial . .begin (9600) ;

}

Figure 6 — Fragment of digital port initialization in the security module

The module’s operation logic involves continuous monitoring of sensor states. When an active
signal is detected from any sensor (motion or tilt), the microcontroller immediately sends control
signals to the actuators, triggering the alarm. Figure 7 shows the implementation of the main loop()
cycle, which is responsible for event analysis and the corresponding response.

The module also implements a function for monitoring acoustic changes in the environment
using an analog microphone sensor. Noise level readings are taken through port A0, and alarm
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activation is triggered when the predefined threshold is exceeded. A fragment of the corresponding
code listing is shown in Figure 8.

void loop () {
int motion = digitalRead(2);
int tilt = digitalRead(3);

if (motion == HIGH || tilt == HIGH) {
digitalWrite(4, HIGH); // LED ON
digitalWrite(5, HIGH); // Relay ON

tone (6, 1000); // Buzzer ON
Serial.println("Alert: Motion or Tilt Detected!");
} else {

digitalWrite (4, LOW);

digitalWrite (5, LOW) ;

noTone (6) ; // Buzzer OFF
}

delay (200);
}

Figure 7 — Implementation of the main loop() cycle

int soundLevel = analogRead (AO0);
int threshold = 500;

if (soundLevel > threshold) {
digitalWrite (4, HIGH); // LED ON
tone (6, 1500); // Buzzer high tone
Serial.println("Sound alert triggered");

}

Figure 8 — Code fragment for acoustic change monitoring

This implementation allows for multiple threat detection channels, thereby increasing the
overall reliability of the module.

Conclusions. During the course of this work, the stated goal was fully achieved — a specialized
automotive security system module based on the Arduino platform was developed, providing a basic
level of protection against unauthorized access and mechanical tampering.

It was determined that modules based on Arduino microcontrollers with open architecture
demonstrate high adaptability to specific user requirements. The main advantages of such systems
were identified: low cost, ease of implementation, and customization possibilities. Among the
disadvantages are the need for configuration, lack of protection against scanners, and limited energy
efficiency in the basic implementation.

Functional and structural models of the specialized security module were developed. The model
provides multi-channel monitoring: door status, nearby motion detection, and vehicle body tilt. All
events are processed centrally by the microcontroller, after which the response is initiated — activation
of visual and audible alarms, engine start system blocking, and signal transmission to an external
module.

The developed software ensures continuous scanning of sensor states, event processing, and
execution of responses according to predefined scenarios.

Results of modular and system testing confirmed the functionality of all components — sensors,
logic, and actuators. The system responded to threats within an average of 140—200 ms, which is
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acceptable for this class of devices. Stability of event handling was verified under simultaneous
signals from multiple sensors.

Thus, the developed security module demonstrated effective operation, high stability in
monitoring and signaling modes, and flexibility for future expansion. The obtained results allow the
recommended solution to be used for educational, research, and practical purposes, as well as serving
as a foundation for building full-featured automotive or stationary security systems with additional
functionalities.
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CIEIIAJII3OBAHU MOJYJIb HA BA3I ARDUINO JIJISI ABTOMOBLIBHOT
CUCTEMM BE3IIEKHN

Anomayin. Bucokuil pisens ukpadens asmomooinie npu3eie 00 3p0OCmanus NONUMy Ha egpekmueni ma HAOIiHi
cucmemu besneku, 30amui 3a0e3newy8amu NOCMIUHUI MOHIMOPUHS CIMARY MPAHCROPMHO20 3AC00y Ma ONepamueHo
peazysamu  Ha CHpoOU  HECAHKYIOHO8AHO20 OOCMYNY. 3HAUHA  4ACMUHA  ICHYIOYUX — KOMEPYIUHUX — piuleHdb
XApaxmepu3yemvpCsi  6UCOKOI0  8APMICIIO, 3AKPUMOI0 aPXIMeKmypolo md HeOOCMAmHb0I0 A0AnmoOBAHICMIO 00
KOHKPEMHUX 6UMO2 GIACHUKIG asmomo0inie. Bukopucmants GiOKpumux anapamuux niamgopm, maxux sk Arduino,
00380J5€ PO3POOIAMU EKOHOMIYHO eheKMUBHI, cHYYKI ma Cneyianizoeani Mooy besnexu, sKi MOJICHA iHmezpysamu 8
0y0b-5Ky MOOenb a8mMomo0ins, 30epicarouu npu YboMy BUCOKUL PigeHb be3neKu.

IInamgpopma Arduino, 3a80saxu ceoiti 6i0Kpumill anapamuii apximexkmypi ma wupoxomy eubopy CyMiCHUX
MOOYNIi8, € OOHIEI0 3 HAUNOUUPEHIUUX OCHO8 07151 N0OYO08U A8MOMOOITbHUX cucmem besnexu. Ceped 0CHOBHUX nepesae
Arduino — nusvka eapmicmo, niompumka cmanoapmuux inmepeiicie (UART, 12C, SPI), cymicuicms 3 yucieHHumu
YUPPOBUMU MA AHANO20BUMU OAMYUKAMU, HASABHICMb OIOi0mMeK ma npocmoma Haniazoodxicents. L{i paxmopu pobasime
Arduino 3pyunum iHcmpymeHmom 075 peanizayii nO6HOQYHKYIOHATbHUX MOOYIIE be3neKu.

Knruosi cnosa: cucmema desnexu 01 asmomooOinis, cneyianizosanuil Mooyis, niamgopma Arduino, damuuxu
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TRENDS IN INCREASING THE CRYPTO-STRENGTH OF SYMMETRIC BLOCK
CIVERS IN THE CONTEXT OF THE MODERN CRYPTOSYSTEMS DEVELOPMENT

Abstract. The article examines the combination of analytical and applied approaches to improving symmetric
block ciphers in light of current trends in the development of cryptographic systems. The study analyzes the current SOG-
1S standards and recommendations that define the basic directions of symmetric algorithm evolution, such as the
transition from outdated Feistel-based schemes to optimized structures (AES, lightweight block ciphers for IoT). Using a
modified version of the Simple-DES (S-DES) cipher, the paper proposes a method for enhancing cryptographic strength
without changing the key or block length. The main improvements involve an enhanced design of S-boxes and their
dynamic selection based on a key graph. The results of the comparative analysis demonstrate a significant increase in
resistance to brute-force and differential cryptanalysis compared to the standard S-DES, while maintaining low
computational complexity. The conducted research confirms the relevance of using educational and experimental models
such as S-DES to explore modern methods for improving the security of symmetric ciphers, which is of practical
importance for prototyping and lightweight implementations in Internet of Things systems.

Keywords: Symmetric Encryption, Block Ciphers, Feistel Network, S-DES, S-Boxes, Cryptographic Strength, AES,
Lightweight Ciphers, loT, SOG-IS.

Introduction. Symmetric block cryptosystems are a fundamental component of modern
information protection methods that ensure data confidentiality and integrity in both networked and
autonomous environments. The rapid development of asymmetric algorithms has had little effect on
the evolution of symmetric ciphers, since symmetric encryption remains crucial due to its
combination of high performance, implementation simplicity, and low computational cost.

Recently, there has been a growing interest in lightweight block ciphers designed for Internet
of Things (IoT) and mobile systems, as well as in improving the components of block algorithms—
namely, S-boxes, key generation mechanisms, and round functions. However, the study of trends in
the evolution of well-known and thoroughly analyzed symmetric cryptosystems, particularly those
based on classical Feistel networks, remains relevant. For this reason, in many studies, the S-DES
cipher is considered primarily as an educational symmetric block cryptosystem with research
potential.

Literature Review. The principles of constructing symmetric block ciphers, particularly
Feistel networks, are presented in the classical works of W. Stallings [1] and B. Schneier [2-4]. A
generalization of approaches to the development of modern cryptographic algorithms is provided in
the works of AES standard developers — J. Daemen and V. Rijmen [5].

The current trends in the evolution of block ciphers, described in [6-13], indicate a gradual
transition from complex and cumbersome algorithms to energy-efficient and secure implementations,
such as those used in the PRESENT, GIFT, and SPECK ciphers, among others.

As shown in several studies [2, 8-10], the modernization of a basic Feistel-based cipher solely
through an increased number of rounds leads to a noticeable improvement in cryptographic strength.
At the same time, enhancing resistance by increasing key length results in significant complications
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in cryptographic transformations and increases the computational load. Therefore, in practice, the
only feasible way to improve the cryptographic strength when modifying the S-DES cipher is by
refining the design of its S-boxes. Some possible improvements are described in [14, 15]. Although
for 4-bit S-boxes used in the S-DES cipher there are no ideal variants with perfect cryptographic
properties, it is possible to select tables with similar properties among 4—4 or 6—4 mappings, or
even use S-boxes from the DES cipher.

Ukrainian studies [ 10, 11] and national standards [16, 17] emphasize the importance of adapting
international cryptographic solutions to national security requirements and educational applications.

Among many works devoted to an in-depth analysis of modern trends in symmetric
cryptosystem development, sources [7-10] deserves particular attention. It explores the prospects for
improving S-boxes, key-schedule methods, and integrating post-quantum principles into classical
symmetric encryption structures.

A review of block cipher development reveals the dominance of AES (Advanced Encryption
Standard). Numerous sources note that AES is currently the most widely used block cipher,
particularly in the context of NIST certification [18]. In most cases, practical data protection
mechanisms are implemented using AES-based systems, which firmly establishes it as the “standard
block cipher.” However, there is also a growing interest in lightweight block ciphers.

Recent research (2025) covering 58 lightweight block ciphers — spanning the period between
2018 and 2025 — highlights this trend [6, 7, 11, 12]. The emergence of lightweight block ciphers
suitable for microcontroller implementations is directly linked to the rapid growth of the IoT market
(52 such ciphers introduced in the current year) [7, 11].

Thus, while major computer systems primarily rely on AES-based cryptosystems, the
increasing demand for specialized encryption solutions in resource- or energy-constrained
environments drives the development of new lightweight block ciphers. Numerous studies note that
algorithms such as DES or 3-DES are recommended exclusively as “legacy” solutions rather than
viable options for new computer systems.

The recommendations of the European organization SOG-IS (Senior Officers Group —
Information Systems Security Mutual Recognition Agreement, Crypto Working Group) describe
current and legacy symmetric algorithms for data protection and specify their permitted usage
periods. For instance, the 3-DES algorithm with two effective keys (effective key length =112 bits)
is officially considered obsolete and permitted for practical use only until 2024, after which its use is
discouraged due to insufficient cryptographic strength. The 3-DES algorithm with three independent
keys (effective key length =168 bits) is permitted only until 2027.

According to the SOG-IS Crypto Working Group documents (2023, v1.3), AES is recognized
as the only symmetric cipher recommended for new applications in Europe. The 3-DES cipher may
be allowed only for compatibility with existing systems but should be gradually phased out of use
[19].

Objectively, there is a lack of comprehensive statistical data on the practical use of most existing
symmetric block ciphers; however, some sources provide sufficient information to assess the overall
trends in this field [1, 9, 10].

Purpose. The main point of research is to develop and substantiate an integrated approach to
enhancing the cryptographic strength of symmetric block ciphers, which combines the modification
of internal structural components of the cipher, the use of multilevel encryption schemes, and the
application of modern methods for assessing resistance to differential and linear cryptanalysis, taking
into account current trends and the potential for the development of cryptographic systems.

Results and Discussion. In the context of modern trends, the focus is not merely on the choice
of the encryption algorithm itself but on its implementation and the optimization of security.

The dynamics of the development trends of symmetric block ciphers from 2001 to 2025, shown
in Figure 1, demonstrate a steady increase in the number of various AES system implementations and
an intensive growth in the number of new “lightweight” block ciphers within the IoT segment.
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Figure I — Dynamics of the symmetric block ciphers developmene from 2001 to 2025

Existing statistics and assessments of the use of symmetric block ciphers for the period from
2018 to 2025 show that NIST certifications of symmetric block cipher variants indicate a continuous
increase in various implementations of the AES cipher (over the reviewed period, the number of
implementations has grown more than 7,000 times compared to 2001) [7, 8, 10]. In the IoT segment,
according to research data for 2025, 58 new “lightweight” block ciphers have emerged during the
period from 2018 to 2025.

To enhance the encryption quality of the Feistel-based block cipher Simple-DES (S-DES), a
specific set of S-boxes was generated (a pool derived from the PRESENT cipher S-box), and a
modified version of S-DES was implemented. The modified cipher uses 12 rounds (R = 12),
incorporating an improved key-schedule transformation and dynamic S-box selection. It was
compared to the original S-DES (2 rounds) using two metrics:

- average avalanche effect — the mean number of ciphertext bits that change when a single
plaintext bit is inverted (averaged over 500 cases). In the original S-DES, this value was
approximately 3.94 bits, while in the modified S-DES (R = 12) it increased to about 3.99 bits;

- maximum differential probability (DDT probability) — the worst-case value from the
differential distribution table of the S-boxes. For the original S-DES (So/S:1 mapped as a 452
equivalent), this probability was approximately 0.75, whereas for the modified PRESENT-based S-
DES it decreased to about 0.44;

- both variants were compared according to the criterion of resistance to differential
cryptanalysis (Fig. 2).

As shown in Figure 2, the implemented modification significantly reduced the maximum
differential probability of the S-boxes, which directly complicates differential cryptanalysis.
Moreover, the avalanche effect in the original cipher was already very close to the ideal (~4 bits out
of 8), and the modification slightly improved this parameter.

Despite the unchanged key space (10 bits), the proposed enhancement has effectively increased
the cipher’s resistance to analytical attacks, particularly differential and linear cryptanalysis. During
testing of the developed S-DES cipher modification, it was also found, that even a very significant
modification is unable to somehow increase the theoretical cryptographic strength of this cipher. This
can be attributed to the fact that both of its variants (S-DES with two rounds of iterations and with 12
rounds of crypto transformation iterations) use a similar length of the common key — 10 bits. That’s
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why the estimate of the complexity of the full enumeration for both variants of the cipher is the same
and is the number of: log,,(21°) = 10 * log,((2) ~ 3,0103.
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Figure 2 — Indicator of equivalent resistance against differential cryptanalysis
(logarithmic scale)

At the same time, the equivalent resistance against differential cryptanalysis for the modified
version of the cipher has improved significantly, which can be seen in the graph (Figure 3).
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Figure 3 — Comparison of resistance to linear cryptanalysis for the modified and unmodified
version of the S-DES cipher (logarithmic scale)

It is known that the standard S-DES cipher with the number of encryption rounds R=2 requires
approximately 10%* ~ 251,84 pairs of plaintext and ciphertext for key computation. While the
modified S-DES cipher with the number of rounds R=12, in one of its modifications, the PRESENT-
based S-box pool modification, requires already 10%® ~ 3981 pairs, i.e., approximately 16 times
more.

The obtained data indicate a real increase in the cryptoresistance of the cipher to known types
of cryptanalysis, achieved only by optimizing the structure of S-boxes and increasing the number of
rounds. Moreover, such changes in the design of the S-DES cipher were not accompanied by a change
in the length of the key.
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Conclusions. Improving the design of S-boxes is the most effective way to improve S-DES
stability without increasing the key size or block size. Using a pool of S-boxes based on proven
schemes (example, Serpent cipher, PRESENT, etc.) allows to significantly reduce the number of
linear and differential dependencies in the output sequences. To complicate the construction of
analytical attacks, it is effective to use dynamic selection of S-boxes, which depends on the current
round key (key-dependent S-box selection).

It is expected that increasing the number of rounds of the S-DES training cipher from 2 to 12
in the modified version of this cipher performs an avalanche effect and allows to ensure a more
uniform distribution (dispersion) of the ciphertext bits. Although legacy algorithms like DES or 3-
DES are increasingly used in new systems, their role is still important because it allows for the
exploration of the design of S-boxes, which are part of modern encryption algorithms.

As can be seen from the conducted research, improving the quality of the design of S-boxes of
symmetric block ciphers, even without increasing the key length, allows in practice to increase their
resistance to differential cryptanalysis by approximately 16 times, and to linear cryptanalysis by
approximately 2—3 times, which is confirmed by Linear Approximation Table type cryptanalysis.

As a result of the analysis of modern trends in the development of symmetric cryptographic
systems, it should be noted that the AES cipher today remains the main practical cipher for use in
large information and communication systems.

Prospects for improvment. Given the current trend towards smaller systems with limited
resources, as well as the development of Internet of Things or Smart Home technologies, the current
trend is to use lightweight block ciphers. Today, the key parameters in choosing a block cipher are
not only the algorithm itself, but also its implementation (hardware/software), resistance to side-
channel attacks, and adaptability to new threats (such as post-quantum ones). This indicates that one
of the directions for improving symmetric block ciphers may involve changes to the key space and
enhancements to the design of S- and P-boxes. Increasing the key space of such a “lightweight” loT
cipher can significantly improve its practical cryptographic strength. A similar effect can be achieved
by refining the structure of the round functions.
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TEHJEHIII NIABAUIMEHHS KPUIITOTPA®IYHOI MIITHOCTI CAUMETPUYHHUX
BJIOKOBHUX HIU®PIB Y KOHTEKCTI CYHACHOI'O PO3BUTKY KPUIITOCUCTEM

Anomauin. Y cmammi po3ensioacmubcs nOCOHAHHA AHANIMUYHUX MA NPUKIAOHUX NIOX00i8 00 800CKOHANEHHS
cuMempudHux OJ10KOBUX WUPDPIE Y CEIMIT CYUACHUX MEHOeHYIll PO3BUMKY Kpunmoepa@iynux cucmem. Y docrioxceni
ananizylomocs  cydacui cmamoapmu ma pexomenoayii SOG-IS, wo eusnauaiomv OCHOBHI HANPIAMKU €80TI0YIl
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CUMEMPUYHUX ANeOPUMMIS, MAKIL sIK nepexio 6i0 3acmapinux cxem Ha ocHogi aneopummy Daiicmens 00 ONMUMI308AHUX
cmpykmyp (AES, nonecweni 61o0ko6i wugpu ona lnmepnemy peueii). Buxopucmogyouu mooughikosany eepciro wiugpy
Simple-DES (S-DES), y cmammi npononyemucs memoo nioguiyjeHHs: Kpunmozpagiunoi cmitkocmi 6e3 3MiHu 008X4CUHU
Kat0ya abo 610ky. OCHOBHI 80OCKOHANEHHS NONAAIOMb Y B00CKOHANEHI KOHCMpPYKYii S-00Kkcie ma ix ouHamiuHoMy
8UbOpI Ha OCHO8I epagha Katouie. Pesynvmamu nopieHAIbHO20 AHANIZY OeMOHCMPYIOMb 3HAYHE NIOBUUeHHs CINIUKOCTI
0o bpym-gopc-ananizy ma ougepeHyiarbHo2o Kpunmoaanizy nopisuano 3i cmandapmuum S-DES, 36epicarouu npu
YbOMY HU3BKY OOUUCTIOBANbHY CKAAOHIcmb. I[Ipogedene O0CHiONCceHHsT RIOMBEPOAICYE AKMYANbHICMb SUKOPUCTHAHHSL
HABUANLHUX MA eKCNePUMEHMANbHUX Mooenel, makux aAx S-DES, 015 euguents cyuachux memooig niosuwenis desnexu
CUMEMPUYHUX WUPPI6, Wo Mae Npakmuyne 3HAUEHHA ONs NPOMOMUNYBAHHA MA JIe2KUX peanizayii y cucmemax
Iumepnemy peueil.

Knrouosi cnosa: cumempuune wugpysanns, 0Onoxosi wugpu, mepexca Daiicmens, S-DES, S-6okcu,
Kkpunmoepaghiuna cmitixicmo, AES, noneauweni wiugpu, Inmepuem peueir, SOG-IS.
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