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Summary. The article analyzes the international legal regulation of information relations
on the global Internet. The role of international law in regulating public relations concerning
the development of the global information society is studied. Attention is paid to the main
normative legal acts that enshrine EU citizens & apos; rights and freedoms in the information
sphere. It is noted that the rules of & quot govern the international legal framework for the
regulation of information relations on the Internet «soft law», which are enshrined in the
resolutions of international organizations and are not binding. Emphasis is placed on the need
to enshrine in international regulations in the field of Internet relations the basic concepts
applied to these relations to resolve possible disputes in the legislation of different states
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Introduction.

Today, the level of development of
the international community is deter-
mined by the growing role of informa-
tion, which is the result of social activity
of people, their high information cul-

ture, the rapid development of informa-
tion and communication technologies.
On the basis of information that has be-
come a Strategically important resource,
a new concept of modern society has
been formed, where human knowledge
and intelligence are the highest values.
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The main basis for the further inten-
sive development of the global informa-
tion society is the global Internet, which
forms a special channel for the dissemi-
nation and exchange of information, the
information environment.

The purpose of the article is anal-
ysis international legal regulation of
information relations on the global In-
ternet.

Results.

Modern globalization trends determine
the development of the global informa-
tion society and accordingly affect the
development of the national information
society, in particular in Ukraine. The im-
portance and role of effective cooperation
and cooperation between states is grow-
ing. The decisive role in regulating public
relations for the development of the global
information society belongs to interna-
tional law (a complex set of legal norms
created by states and intergovernmental
organizations through agreements and are
an independent legal system governed by
interstate and other international relations)
(Aristova, Krehul & Kurylo, 2012: 62).

The international documents of the
World Summit on the Development of
the Information Society (Geneva 2003
and Tunisia 2005) define the coordi-
nating role of the state in the processes
of forming the information society, as
well as the need for all member states
to adopt appropriate national strategies
and programs (Kalishenko, 2020).

In accordance with the Law of
Ukraine «On the Basic Principles of
Information Society Development in
Ukraine for 2007-2015», the mechanisms
of Ukraine’s integration into the world
information space are the directions of
Ukraine’s international cooperation. As
noted in Section 4 of the Law, the policy

of international cooperation of Ukraine
and its participation in the development
of the global information society, the in-
tegration of Ukraine into the global infor-
mation space is of particular importance.
In the future, we note that on the
basis of the «Agreement on Partner-
ship and Cooperation between Ukraine
and the European Community and their
Member States», on September 14,
2000 in Paris, a «kMemorandum of Un-
derstanding was adopted between the
Directorate General for Information
Society of the European Commission
and the State Committee for Communi-
cations and informatization of Ukraine
for the development of the information
society». The significance of this doc-
ument is that the parties «have agreed
to cooperate for the development of the
information society in Ukraine, giving
it high priority». The document states
that the purpose of this Memorandum is
to expand cooperation between the par-
ties in the field of information society
in order to accelerate the provision of
services in Ukraine. The memorandum
of understanding allows to improve co-
operation, firstly, in the field of strategy;
secondly, in the development of joint
legislation and the creation of condi-
tions for a market economy in the field
of information society services.
Specific areas of cooperation, as
noted in the Memorandum, are the fol-
lowing: 1) continuing the development
of the e-Ukraine program, which meets
the needs of Ukrainian society, stimulat-
ing the development of information so-
ciety services in Ukraine; 2) exchange
of advice and participation in relevant
activities within the e-Europe program;
3) exchange of information on frequen-
cy policy and mobile services of the
third generation in the field of licensing,
standards and spectrum planning; 4) co-
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operation in the development of e-com-
merce services, especially those aimed
at their interaction. Separately, it was
agreed to provide advice in response to
inquiries about the information society
strategy developed in Ukraine, as well
as to provide expert and technical assis-
tance in accordance with existing pro-
cedures and regulations.

Another interesting point in the con-
text of the analysis of the problems of
information security of the European
Union is the consideration of the main
legal acts that enshrine the rights and
freedoms of EU citizens in the infor-
mation sphere. The main document of
the European Union that enshrines such
rights of citizens is the Charter of Fun-
damental Rights of the European Union
of December 7, 2000. The Charter de-
clares that the rights enshrined in it are
based on the constitutional traditions
and general international obligations
of the Member States, as well as in the
Treaty on European Union, the Treaty
on European Communities, the Euro-
pean Convention for the Protection of
Human Rights and Fundamental Free-
doms, charters adopted by the European
Community and the Council of Europe
and in the case law of the Court of Jus-
tice of the European Communities and
the European Court of Human Rights.

Based on the analysis of this docu-
ment, it is advisable to pay attention to
a number of human rights and freedoms
in the information sphere in terms of
information security of the European
Union, which are very similar and prac-
tically repeat the provisions of the Con-
stitution of Ukraine.

Yes, Art. 3 of this Agreement states
that everyone has the right to physical
and mental integrity. Thus, this thesis
correlates with such a national interest of
man in the information sphere as ensur-

ing the human right to protection from
manipulation of individual conscious-
ness and such a constitutional provision
enshrined in Article 34 of the Constitu-
tion of Ukraine, according to which ev-
eryone is guaranteed the right to freedom
of thought and speech, free expression of
their views and beliefs. According to Art.
8 everyone has the right to the protection
of personal information.

Thus, these rules are reflected in Art.
31 of the Constitution of Ukraine, name-
ly: everyone is guaranteed the secrecy
of correspondence, telephone conver-
sations, telegraph and other correspon-
dence, as well as Art. 32 — no one can
interfere in his personal and family life.
Article 11 stipulates that everyone has
the right to freedom of expression. This
right includes freedom to hold opinions
and to receive and impart information
and ideas without interference by pub-
lic authority and regardless of frontiers.
Freedom and pluralism of the media are
ensured. The main idea of this thesis is
enshrined in the Constitution of Ukraine
in Articles 15 (Public life in Ukraine is
based on the principles of political, eco-
nomic and ideological diversity. No ide-
ology can be recognized by the state as
mandatory. Censorship is prohibited.)
And 34 (Everyone is guaranteed the right
to freedom of thought and Everyone has
the right to freely collect, store, use and
disseminate information orally, in writ-
ing or otherwise — at their discretion).

Most international norms are declar-
ative in nature. Therefore, European
Internet law includes many directives
and resolutions. In particular, the fol-
lowing key acts can be identified: Di-
rective 97/7/EC of the European Par-
liament and of the Council of 20 May
1997 on the protection of consumers in
respect of distance contracts (distance
selling); Directive 97/66 / EC of the

Vol. 11, Ne 3,2020

«MPABO. IOANHA. IOBKIINA» | «LAW. HUMAN. ENVIRONMENT»  ISSN 2663-1350 | 183



«PABO. /IIOANHA. OBKI/1/18» | «LAW. HUMAN. ENVIRONMENT»

European Parliament and of the Coun-
cil of 15 December 1997 concerning
the processing of personal data and the
protection of privacy in the telecommu-
nications sector; Directive 1999/93 /
EC of the European Parliament and of
the Council of 13 December 1999 on
a Community legal basis for electron-
ic signatures; Directive 2000/31 / EC
of the European Parliament and of the
Council of 8 June 2000 on certain legal
aspects of information society services,
including e-commerce, in the internal
market (e-Commerce Directive); Di-
rective 2000/46 / EC of the European
Parliament and of the Council of 18
September 2000 on the supervision of
entrepreneurial activities of electronic
money institutions; Directive 2002/58 /
EC of the European Parliament and of
the Council of 12 July 2002 concerning
the processing of personal data and the
protection of privacy in the electronic
communications sector; Resolution of
the European Parliament on the safe use
of the Internet and new on-line technol-
ogies of 2 December 2004. On 1 July
2004, a Directive came into force in 15
European Union countries establishing
new rules and procedures for taxing
e-commerce. Now any «digital sale»
will be subject to VAT. Innovations re-
late to the taxation of foreign online
merchants (Mudryievska, 2013: 68—69).

At the same time, the process of uni-
fication of legal norms in the CIS con-
text was launched and continues.

Thus, the following acts can be dis-
tinguished: Model Law «On Electron-
ic Digital Signature» of December 9,
2000; Agreement on Cooperation of the
Member States of the Commonwealth
of Independent States in Combating
Crimes in the Field of Computer Infor-
mation of June 1, 2001 (Mudryievska,
2013: 69).

According to official data, the
amount of information in the global
information space doubles every ten
years, leading to its overload. The main
feature of the existence of the informa-
tion society is the free access of all its
members to the global computer net-
work Internet (Kormych, 2011: 105).

The Internet affects the whole of
society and all aspects of our lives.
Everyone in the world is experienc-
ing the political and socio-economic
consequences of the increasing use of
information and communication tech-
nologies, but despite the fact that these
countries face similar problems, their
political and legal reactions are very
different. The openness of the Internet
almost completely deprives states con-
cerned about the preservation of their
sovereignty of the ability to monitor
what type of content, ideas, views or
information may be made available or
disseminated by citizens. At the same
time, new technologies are being devel-
oped on the basis of the Internet, which
allow states to control Internet traffic
in the form of connections and content
(Benedek & Ketteman, 2013: 117).

The problem of overcoming digital
inequality, which was recognized in the
Okinawa Charter as the main direction
of development of the global informa-
tion society, has not been solved yet.
This international document stated that
everyone should have access to infor-
mation and communication networks.
A key component of this strategy was
the movement towards universal access
for all («Okinavska khartiia...»). At the
same time, the heterogeneity of access to
the Internet is due to both socio-domestic
and economic factors within the country,
and is often part of its political course.

The Organization for Security and
Co-operation in Europe has published
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a report entitled «Control of the Inter-
net», which states that the «black list»
of countries with Internet censorship is
about 20 countries. Some, in particular
authoritarian countries, artificially re-
strict the flow of information and access
of their population to the global infor-
mation space, blocking certain sites and
services. Some countries provide their
citizens with access only to the internal
network, while blocking their access
to the World Wide Web. At the same
time, European governments also make
numerous requests for blocking and
filtering, as evidenced by the Google
Transparency Report, which is conduct-
ed twice a year. In addition, some states
have also proposed allowing Internet
users to have only one public IP address
in order to simplify the process of track-
ing all their communications on the In-
ternet, which would inevitably lead to
restrictions on freedom of expression
(«Zvit Google...»).

There are many countries where the
level of free access to information is
limited or partially restricted, i.e. con-
trolled by the authorities, the most com-
mon: North Korea is the most closed
country in the world. Access to social
networks there has been blocked since
the advent of the Internet. It is logical
that Facebook, Twitter, YouTube do
not work there, not to mention «Class-
mates» or «VKontakte». The North Ko-
rean version of the social network Face-
book called StarCon.net.kp appeared
last May, but disappeared a day later.
China is very jealous of social networks
developed by other countries. Resourc-
es Google, Flickr, Dropbox, Facebook,
Twitter, YouTube, and in part Wikipe-
dia are blocked in China, and residents
use Chinese counterparts. Access to a
number of foreign sites from China is
restricted under the 59 Golden Shield

project (the so-called Great Chinese
Firewall), which has been operating
since 2003. Saudi Arabia periodically
struggles with Facebook and YouTube.
Citizens are encouraged to actively talk
about «immoral» sites so that they can
be blocked. Access to Wikipedia and
even Google Translate was temporarily
lost in the country. In 2012, access to
YouTube was completely closed («lev-
ropy tut nemaie»: top 10 krain...»).
Therefore, it is important to understand
the state of privacy and security of Internet
users, their level of access to information,
is the Report on the availability of services
and data (Google Transparency Report),
which can be described as the Transpar-
ency Report of Google Corporation. Pri-
or to the creation of the Internet Services
and Data Availability Report, Google
constantly received requests from the au-
thorities of various countries to provide
personal information to users, often in
unreasonably large amounts. Security and
surveillance on the Internet have become
central items on the agenda after high-pro-
file revelations by Edward Snowden,
hacking of Sony Pictures Entertainment
servers, discussions about encryption, and
others. On June 6, 2013, information ap-
peared on the Internet that the US National
Security Agency was recording telephone
conversations of millions of Americans.
According to the first publication in a se-
ries of revelations by Edward Snowden,
the telecommunications company Veri-
zon was forced to provide the National
Security Agency with information about
all calls from its subscribers on a daily
basis. Subsequent reports of government
surveillance shocked the world commu-
nity and made transparency one of the
most pressing issues. In response, Goo-
gle CEO Larry Page and Legal Director
David Drummond said the company had
not participated in any program in which
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the U.S. government or any other country
could have direct access to Google’s serv-
ers. In a corporate blog, they noted that the
case of PRISM proves the need for a more
transparent approach and the importance
of the Service and Data Accessibility Re-
port («Zvit Google...»).

On May 13, 2014, the Court of Justice
of the European Union issued an On May
13,2014, the Court of Justice of the Europe-
an Union issued an important ruling on the
confidentiality of Internet users («Ievropy
tut nemaiex: top 10 krain...»). In particular,
he determined that everyone has the right
to request the removal of search results that
contain his name, if they are «inadequate,
irrelevant (or out of date) or excessivey.
The right to be forgotten means that at the
request of a resident of a European country,
Google must remove certain links from the
results of a search query that contains the
name of this person («Sudova sprava...»).
Three years after the entry into force of
this resolution, Google published the re-
port «Three years of the Right to Oblivion»
(«Implementing a European. ..»).

Thus, the issue of the «digital divide»
remains open today, and the further de-
velopment of the Internet creates new
lines of inequality between the popula-
tion of different countries and regions,
which creates contradictions in the in-
ternational political arena. As a result,
new forms of international conflicts,
information conflicts, and network wars
are emerging. Thus, the development
of information technology creates new
challenges to international and national
security, which can be overcome only
by the collective efforts of the interna-
tional community.

The problem of settlement of transna-
tional legal relations on the Internet and
the role of international law in solving this
problem require the development of scien-
tific proposals for their further implemen-

tation. Therefore, it is appropriate to talk
about the international law of the Internet,
which is based on legal norms developed
and adopted by international organizations
in the format of international summits, con-
gresses and forums. Here is an example of
those international documents that regulate
information relations on the Internet. In
particular, on July 5, 2012, the UN Human
Rights Council unanimously adopted an
important resolution «On the promotion,
protection and realization of human rights
on the Internet». The resolution proposed
by Sweden was widely supported by the
international community. The resolution
stated: «The rights that a person has of-
fline should be equally protected online,
in particular, freedom of expression, which
applies regardless of borders and to any
media chosen by a person, in accordance
with Article 19 of the Universal Declara-
tion of Human Rights and the International
Covenant on Civil and Political Rights»
(«Okinavska khartiia. . .»)].

In general, a number of international
legal acts emphasize the minimization of
state control and restrictions on the dis-
semination of information on the Internet,
deny the establishment of restrictions on
content. These include documents adopted
by the Council of Europe, such as: Res-
olution Ne 1120 «On the impact of new
communication and information technol-
ogies on democracy» (1997); Declaration
on European Policy in the Field of New
Information Technologies (1999); Decla-
ration on Freedom of Communication on
the Internet (2003); Declaration of Human
Rights on the Internet (2005) (Dubov &
Ozhevan, 2013: 9-10).

Conclusion and prospects.
Given the global nature of the In-

ternet, the absence of borders, it is nec-
essary that international regulations
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in the field of Internet relations define
the basic concepts applied to these re-
lations to resolve possible disputes in
the legislation of different states. Such
international documents are urgently
needed today, as important issues need
to be addressed, such as the jurisdiction
of states, the responsibility of providers,
the main directions of the international
fight against information terrorism and
crimes that threaten the information se-
curity of global information civilization.
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AHomayia. Y cmammi 30ilicHeHo QHaMI3 MiIHHAPOOHO-NPABOBO20  pe2yrto8aHHA
iHgpopmayiliHux 8iOHOCUH 8 2n106anbHil Mepexci IHmepHem.[ocnidHeHo poab MiHHAPOOHO20
npasa 8 yrnopsA0Ky8aHHI cycrninbHUx 8i0HOCUH W00 po36ydosu 2106aabHO20 iHhopmayiliHo2o
cycninscmea. MpudineHo ysazy OCHOBHUM HOPMAMUBHO-MPABOBUM GKMAM, W0 3aKpinaoome
npasa ma c8ob00u epomadsaH Espocoro3y 8 iHghopmayiliHili cepepi. 3a3HaYeHo, Wo MiHHAPOOHO-
npagosi 3acadu peaynto8aHHA HopmayiliHux 8iOHOCUH 8 IHMepHem peanameHmMyOMbCA
HOPMaMU «M’IKO20 NPasa», Wo 3aKpinaeHi 8 pe3oatoyiax MiXHapoOHuUX opeaHizayilii He marome
30608°A301bH020 xapakmepy. HazonoweHo Ha HeobxiOHOCMIi 3aKpinaeHHA 8 MiHHAPOOHUX
HopmamusHux akmax 8 obs1acmi IHmepHem-8iOHOCUH OCHOBHUX MOHAM®b, W0 3ACMOCO8YOMbCA
00 0aHUX 8IOHOCUH 0711 YCYHEHHSA MOMCAUBUX CyrnepeyoK y 3aKoH00a8cmai pizHux 0epias
Kntouoei cnosa: mixHapoOHo-npasose peayntoeaHHA,iHpopmayiliHuli npocmip,2nobanbHa

mepexca I[HmepHem, iHgpopmauiliHi 8iOHOCUHU
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