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Summary. The article provides a comparative legal analysis of the responsibility for the
disclosure of state secrets in Ukraine and foreign countries.

It is taken into account that information that is a state secret is extremely important
for society and the state. In addition, they need special and vigilant protection from law
enforcement, government agencies and civil society and each individual.

It is emphasized that in modern conditions of global information network development
the problems of solving access to information, as well as effective use of state information
resources, which also includes information with limited access and the establishment of
order to assign information from one category to another, become relevant. The legal
institution of state secrets is developed in most countries of the world, where it occupies a
special place and is under close attention of the state.

It was found that the legislation of the three studied states (USA, UK, Germany, first of
all divides the information into three blocks, and according to the degree of confidentiality
of information, measures and the degree of protection of information are determined.

It is concluded that a promising way to protect state secrets and distinguish it from
classified information will be to adopt the experience of three separate blocks of information,
namely: especially classified information, the disclosure of which provides the highest level
of punishment, classified information, responsibility for which should also be expressed and
enshrining in the Criminal Code of Ukraine and confidential information, for the disclosure
of which to establish administrative liability,

Keywords: information, state secret, secret information, confidentiality, criminal liability

Introduction.

In modern conditions of global informa-
tion network development, the problems of
solving access to information, as well as the
effective use of public information resourc-
es, which also includes information with
limited access and the establishment of or-

der to assign information from one category
to another, are gaining relevance.
Information that is a state secret is
extremely important for society and the
state. In addition, they need special and
vigilant protection from law enforce-
ment agencies, government agencies
and civil society and each individual.
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It should be noted that the legal in-
stitution of state secrets is developed in
most countries of the world, where it oc-
cupies a special place and is under close
attention of the state.

Each criminal offense that is com-
mitted is usually enshrined simultane-
ously in two legal acts, namely in the
main legal act governing the object of
encroachment and the codified legal
act for which criminal liability is pro-
vided — the Criminal Code Of Ukraine
(hereinafter — the Criminal Code of
Ukraine).

Given that Ukraine seeks to be on
a par with the world’s first powers,
there will always be a need to study
the functioning of a legal phenomenon
through the prism of foreign legisla-
tion, including those relating to state
secrets, which determines the rele-
vance of this study.

Analysis of recent researches
and publications.

Issues of regulatory and legal sup-
port of criminal liability for violation
of state secrets in Ukraine and foreign
countries in some respects have become
the subject of research by such schol-
ars as: M.I. Melnik, T.P. Minka, V.I.
Borisov, N.O. Gutorova, V.I. Osadchy,
M.I. Panov, M.D. Durmanov, V.P. Ye-
melyanov, S.M. Alfiorov, M.I. Bazha-
nov, M.I. Khavroniuk, P.L. Fries, W.D.
Menshagin, V.O. Navrotsky, O.M. Dju-
zha, V.Ya. Tatsiy, S.S. Yatsenko, Yu.V.
Baulin, O.0. Dudorov, A.V. Savchenko,
M.Y. Korzhansky, P.S. Matyshevsky,
V.V. Stashis, E.L. Streltsov and others.

The purpose of thearticle is a com-
parative analysis of the legal framework
for criminal liability for violation of
state secrets under the laws of Ukraine
and foreign countries.

Results.

The functioning of the institute of state
secrets is regulated by a number of regu-
lations. In addition, the Criminal Code of
Ukraine (Criminal Code of Ukraine) pro-
vides for certain rules that provide criminal
protection of state secrets in Ukraine. At
the same time, there is a need for unity and
consistency of the conceptual apparatus of
this institution, as well as the adequacy of
its legal regulation and protection.

Thus, such a situation must comply
with the general principles of criminal law
— justice and equality (Hbur, 2019: 169).

Recognition of the principle of the
rule of law, Ukraine’s integration into
the world community require new ap-
proaches to the formation of legal pol-
icy. One of the elements of legal policy
that allows for the stable development
of social relations is criminal law policy
(Kovalyova & Shpak, 2015).

To begin with, when conducting any
research, it is necessary to note what is
the subject of such research, namely a
state secret.

According to the main sectoral law
on state secrets, the Law of Ukraine «On
State Secrets» (hereinafter — the Law of
Ukraine), state secrets (hereinafter — clas-
sified information) — a type of classified
information covering information in the
field of defense, economics, science and
equipment, foreign relations, state securi-
ty and law enforcement, the disclosure of
which may harm the national security of
Ukraine and which are recognized in the
manner prescribed by this Law, a state se-
cret and subject to state protection.

Thus, it should be noted that based on
this definition is the identification of the
concept of state secrets and classified in-
formation. In Art. 1 of this Law, the terms
«state secret» and «secret informationy are
used in parallel. It can be said that this is
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primarily due to the desire to avoid a tau-
tology in the text of the legislation. Howev-
er, this use is impractical because the term
«classified information» is more general
and can be used to describe any public in-
formation to which access is restricted.

Yes, in Art. 329 of the Criminal code
of Ukraine, the responsibility for loss of
the documents containing the state secret
is established, loss of documents or other
material carriers of the secret informa-
tion containing the state secret, and also
subjects about which information makes
the state secret, the person to whom they
were entrusted is provided if the loss was
the result of a violation of the procedure
established by law for the treatment of
these documents and other material media
of classified information or objects. This
example proves that the concept of «clas-
sified information» has a broader meaning
and covers the concept of «state secrety.
Although compared to the legislation of
other countries, the difference between
these two categories is significant.

For comparison, it is sufficient to con-
sider the relevant legislation of several
countries — representatives of legal systems
belonging to certain families of law. First of
all, it is the legislation of Germany (Roma-
no-Germanic legal family), England and
the United States (common law family),
which differ in their legislation between
state secrets and classified information.

The Constitution of Ukraine in Part 1
of Art. 17 declared that the protection of
the sovereignty and territorial integrity of
Ukraine, ensuring its economic and in-
formation security are the most important
functions of the state, the business of the
entire Ukrainian people. This provision
of'the Basic Law determines the develop-
ment and implementation of appropriate
means of protection of these values. Of
course, all these means must be carried
out within the legal field. Given the fact

that the XXI century. declared the era of
the information society, the protection
of information security of any state, in-
cluding Ukraine, comes to the fore. The
most effective tool here is the Criminal
Code, the provisions of which are aimed
at protecting information, which the state
in some way restricts circulation. Infor-
mation classified as a state secret has the
greatest degree of protection.

he National Security Strategy of
Ukraine, approved by the Decree of the
President of Ukraine dated 26.05.15 Ne
287, states that one of the priorities of
cybersecurity and security of informa-
tion resources is to reform the system
of protection of state secrets and other
information with limited access, pro-
tection of state information resources,
e-government systems, technical and
cryptographic protection of informa-
tion, taking into account the practice of
NATO and EU member states.

Thus, it should be noted that the protec-
tion and non-disclosure of state secrets is
supported by a large number of regulations.

If we consider international law,
which defines the basic provisions on
state secrets and their non-disclosure, it
is worth focusing on such points.

In the UK, there is a law on the pro-
tection of state secrets, which is called
«On State Secrets» (Official Secrets
Act). This Act was passed in 1989.
However, the history of legislation on
the protection of state secrets in the UK
has its roots in the distant past. It dates
back to 1889, when a law of the same
name was first passed. The system of
protection of state secrets is set out in
the manual on protection of state secrets
(Manual of Protective Security), on the
basis of which ministries develop their
own guidelines (Leyland, 1996: 188).

Under current UK law, restricted in-
formation can have four levels of secrecy:
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«Top Secret»; «Secret» (Secret); «Confi-
dential» (Confidential); «For official use»
(Restricted). Information classified as «top
secret» includes information the unautho-
rized disclosure of which could jeopardize
the internal stability of the United King-
dom or friendly countries; lead to signifi-
cant human casualties; could cause signifi-
cant damage to the effectiveness or security
of British or Allied forces or intelligence
operations; cause significant damage to re-
lations with friendly governments or cause
long-term damage to the economy of the
Kingdom (Havronyuk, 2006: 328).

In Germany, restricted information
also has similar degrees of secrecy to the
United Kingdom: «top secret» (Streng Ge-
heim); «Secret» (Geheim); «Confidential»
(VS-Vertraulich). It should be noted that in
Germany, state secrets include only infor-
mation that must be kept secret from foreign
states in order to prevent harm to the exter-
nal security of the Federal Republic. At the
same time, information that contains infor-
mation about the conduct of operational and
investigative measures is an official secret
and is protected by relevant legislation. Li-
ability for breach of official secrecy is estab-
lished in Section 28 of the Criminal Code of
Germany. Relevant documents containing
an official secret are marked «For official
use» (VS nur fur den dienstgebrauch) («Ex-
ecutive Order 13526...»).

In Germany, the system of protection
of state secrets intersects with the gen-
eral system of protection of important
secrets in the field of industry and trade
(industrial espionage) and is governed
by a number of laws, including: Criminal
Code, Anti-Competition Act, Anti-Brib-
ery Ordinance , Federal Law on Data
Protection, etc. The German Penal Code,
for example, stipulates that state secrets
are facts, objects and information avail-
able only to a limited number of persons
who must be kept secret from foreign

states in order to prevent harm to the ex-

ternal security of the Federal Republic.
Improving the protection of state se-

crets is carried out in three areas:

— creation of self-help organizations
in industry and development of
their activities;

— improvement of legislation in the
field of protection of state secrets
and company secrets;

— strengthening  counterintelligence
bodies and giving them great powers,
including in the field of protection of
state secrets («Instruction sheet...»).
It is important to improve the protection

of secrets during military research in Ger-

many to strengthen the powers of coun-
terintelligence agencies, and in particular
those of its units that fight espionage and
protect state secrets, including in industry.
In the system of ensuring the protection
of state secrets in the fight against «indus-
trial espionage» of foreign countries, an
important role is played by associations of
industrialists, the so-called «self-help» or-
ganizations. Such organizations include,
for example, the «Coordination Center for

Industrial Security», established in Co-

logne in 1969, which solves the problem

of ensuring secrecy in the industry of the

state («Executive Order 13526...»).

In accordance with para. 1 paragraph.

95 of the Criminal Code of Germany

under the «disclosure of a state secret»

means the creation of an unauthorized
person access or public announcement of

a protected state secret, which threatens to

cause serious harm to the external security

of the Federal Republic. «Unauthorized»
is any person who by nature of service or
work does not have the right to possess
this information. This person may also be
recognized as a foreign citizen if he does
not meet the criteria of a special address-
ee (paragraph 94 of the Criminal Code of
Germany), ie does not belong to foreign
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intelligence or a foreign government. It
should be noted that the application of this
rule is limited to those cases where the
perpetrator has no secret connection with
a representative of a foreign government
or treason, otherwise such an act is clas-
sified as espionage (paragraph 94 of the
Criminal Code) («Instruction sheet...»).

As for the Ukrainian provision of
state secrets, if the documents for official
use are processed in automated systems,
then certain security requirements must
be met. Namely, the automated system
must be equipped with a firewall, in case
of connection to the Internet, the list of
persons who have access to the automat-
ed system must be approved. Ensuring
the confidentiality of state secrets and of-
ficial secrets requires more complete le-
gal elaboration in terms of both criminal
law and other branches of law, ensuring
more effective implementation of statu-
tory measures to ensure the protection of
this information (Shablysta, 2012: 219).

Another state that pays considerable
attention to the legal regulation of state
secrets and has slightly different pro-
visions from Ukrainian law on its pro-
tection is the United States of America
(hereinafter — the United States).

In the United States, the system of re-
stricting access to certain information is
regulated by the Presidential Decree «Se-
cret Information in the Field of National
Security», according to which in the Unit-
ed States there are three levels of secrecy:
«top secret», «secrety and «confidential.
Confidential).

Moreover, information with a degree
of secrecy «top secret» includes infor-
mation, the unauthorized disclosure of
which may cause significant harm to na-
tional security, information with a degree
of secrecy «secret» — information whose
unauthorized disclosure may cause sig-
nificant harm to national security, and

information with a degree of Confidenti-

ality «confidential» — information whose

unauthorized disclosure could harm na-

tional security (Section 1.).

Categories of information that may
be classified include information:

— information on intelligence activities (in-
cluding special activities), intelligence
sources and methods or cryptology;

— scientific, technological or economic
activities to ensure national security,
which provides protection against
international terrorism;

— information from foreign governments;

— on military plans, armaments or op-
erations;

— US foreign relations or foreign activ-
ities, including confidential sources;

— vulnerabilities and capabilities of
national security systems, installa-
tions, infrastructures, projects, plans
or security services that provide pro-
tection against international terror-
ism or weapons of mass destruction;

— US programs on the safety of nucle-
ar materials and equipment (Leonov,
2009: 21).

Thus, the system of US regulations in
the field of protection of classified informa-
tion is too extensive, complex and cumber-
some, which, however, is due to the pecu-
liarities of the common law system, which
includes American law. In US law, there
is not one, as in Ukraine, but a fairly large
number of criminal law, which provides
for liability for disclosure of state secrets.
Moreover, the criterion for the differentia-
tion of these rules is, first of all, the subject
of the crime. In other words, each catego-
ry of official information corresponds to a
separate rule of federal criminal law.

The authors believe that these provi-
sions of American law are unacceptable for
the domestic legal system, especially given
that the sanctions of the analyzed criminal
law of the United States, which provide for
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exceptionally large sentences, are almost
identical («Federal Criminal Code...»).
Thus, it is possible to say that the legis-
lation of the three studied states first of all
divides the information into three blocks,
and according to the degree of secrecy of
information, measures and the degree of
protection of information are determined.

Discussion.

Based on the analysis of the legislation
of Great Britain and the USA and the Fed-
eral Republic of Germany, it should be con-
cluded that the common law family (Great
Britain and the United States) is charac-
terized by more detailed instructions on
classifying certain law enforcement infor-
mation as a state secret. This circumstance
is due to the precedent of the Anglo-Saxon
legal system, which tends to specify the
court decisions (on the protection of oper-
ational and investigative information) that
can be made in the framework of certain
social relations. Legislative protection of
state secrets in the United States is close to
the British in terms of differentiation of re-
sponsibilities depending on the category of
disclosed information. The similarity also
lies in the fact that the subjects of disclo-
sure of state secrets may be persons who
do not have access to such information, ie
the so-called private persons. At the same
time, American law distinguishes between
intentional and negligent disclosure of
state secrets and considers them within the
framework of certain legal norms.

Thus, we believe that the features of
the legislation of the studied countries
identified as a result of the comparison
can be taken into account during the im-
provement of the legislation of Ukraine in
the field of protection of information with
limited access, protection of state secrets.

Another promising way to protect state
secrets and distinguish them from classified

information will be to adopt the experience
of three separate blocks of information,
namely: especially classified informa-
tion, the disclosure of which provides for
the highest degree of punishment, classi-
fied information, responsibility for which
should also be expressed and enshrined in
Criminal Code of Ukraine and confidential
information, for the disclosure of which to
establish administrative liability.
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AHomayia. Y cmammi 30dilicHeHo nopieHAnbHO-npasosuli aHani3 8idnogidansHocmi 3a
p0320s10WeHHsA 0epHasHOT MAEMHUUi 8 YKpaiHi ma 3apybixHuX KpaiHax.

BpaxosaHo me, ujo g8idomocmi, AKi cmaHoenamMe OepmasHy MAEMHUYK, € HA038UYAUHO
8aMAUBUMU 0714 cycrinbcmea ma depxcasu. [Jo mozo , nompebytome 0cobsau8oi ma nuabHoI
OXOPOHU AIK 3 BOKY MPABOOXOPOHHUX Op2aHie, OepHasHUX Op2aHie MakK i 3 6oKy 2poMadAHCbKO20
Cycrninbecmea ma KoXHO20 0OKpemo20 iHOugioyyma.

MioKkpecneHo, 8 cy4acHUX ymosax po3sumky 2106anb6Hoi iHgopmauiliHoi mepexi Habysarome
C80€i akMyanbHocmi Npobsemu supiweHHs docmynHocMi 00 iHhopMayii, a MaKoH< echeKmu8Ho20
BUKOPUCMAHHA 0epHasHUX iHghopmauiliHux pecypcie, 00 AKOi 8xo0umb Makox< iHhopmayis 3
obmexeHUM docmynomM ma NUMAHHA 8CMAHOB/AEHHA MOPAOKY 015 8iOHeceHHA iHgopmayii 8id
00Hiei kKamezopii 0o iHwioi. Mpasosuli iHcMumMym depxcasHoi MAEMHULI € pO38UHYMUM 8 Binbwocmi
KpaiH Caimy, 8 AKux 3alimae ocobuse micye ma nepebysac Mio NusbHOK y8azoto 3 bOKy deprcasu.

byn03’ac08aHO, W0 3aKOHOO0a8CMBOM mpbox 0ocnioxeHuUx depxas (CLUA, BenukobpumaHis,
®PH, nepw 3a ece (ide po3mexcysaHHsA iHgpopmauii Ha mpu 650Ku, i 8idnosidHo do mozo, AKuli
€ cmyniHb cekpemHocmi iHhopMayil, BUZHAYAOMbLCA MipU MA CMYyiHb OXOPOHU iHGhopmauii.

3p0bseHO BUCHOBKU, W0 MepcrieKmMusHUM WAAXOM 075 OXOPOHU 0epiasHOi maemHuyi
ma po3mexcy8aHHAM i 3 cekpemHoro iHhopmayiero byde nepeliHAmMma Aoceidy w000 mpeox
oKpemux 6s10Kie iHhopmayii, a came: 0cobau8o0 MAEMHA iHPopMauii, 3a po320a10WeHHA AKOT
nepedbayumu Halisuuwuli cmyniHe MOKAPAHHA, MAEMHA iHopmayis, eidnosidansHicme 3a
AKY MAKOX MOBUHHA Mamu eupaxceHHA ma 3akpinneHHA y KK YkpaiHu ma KoHgedeHyiliHa
iHhopmayis, 30 po3eonoweHHA AKoI ecmaHosumMu admMiHicmpamuseHy 8idnosidasneHicme.

Kntouoei iHpopmayisa, OeprasHa cekpemHa  iHghopmayis,
KOHpeOdeHyiliHicmb, KpUMIHAAbHA 8i0no8idanbHicMe

cnoea: MaemMHuUyA,
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